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Abstract

The BitTorrent file distribution system uses tit-for-
tat as a method of seeking pareto efficiency. It
achieves a higher level of robustness and resource uti-
lization than any currently known cooperative tech-
nique. We explain what BitTorrent does, and how
economic methods are used to achieve that goal.

1 What BitTorrent Does

When a file is made available using HTTP, all upload
cost is placed on the hosting machine. With BitTor-
rent, when multiple people are downloading the same
file at the same time, they upload pieces of the file
to each other. This redistributes the cost of upload
to downloaders, (where it is often not even metered),
thus making hosting a file with a potentially unlim-
ited number of downloaders affordable.

Researchers have attempted to find practical tech-
niges to do this before[3]. It has not been previously
deployed on a large scale because the logistical and
robustness problems are quite difficult. Simply figur-
ing out which peers have what parts of the file and
where they should be sent is difficult to do without
incurring a huge overhead. In addition, real deploy-
ments experience very high churn rates. Peers rarely
connect for more than a few hours, and frequently
for only a few minutes [4]. Finally, there is a gen-
eral problem of fairness [1]. The total download rate
across all downloaders must, of mathematical neces-
sity, be equal to the total upload rate. The strategy
for allocating upload which seems most likely to make
peers happy with their download rates is to make

each peer’s download rate be proportional to their
upload rate. In practice it’s very difficult to keep peer
download rates from sometimes dropping to zero by
chance, much less make upload and download rates
be correlated. We will explain how BitTorrent solves
all of these problems well.

1.1 BitTorrent Interface

BitTorrent’s interface is almost the simplest possi-
ble. Users launch it by clicking on a hyperlink to the
file they wish to download, and are given a standard
“Save As” dialog, followed by a download progress
dialog which is mostly notable for having an upload
rate in addition to a download rate. This extreme
ease of use has contributed greatly to BitTorrent’s
adoption, and may even be more important than,
although it certainly complements, the performance
and cost redistribution features which are described
in this paper.

1.2 Deployment

The decision to use BitTorrent is made by the pub-
lisher of a file. Downloaders use BitTorrent because
it’s the only way to get the file they want. Fre-
quently downloaders cease uploading as soon as their
download completes, although it is considered polite
to leave the client uploading for a while after your
download completes. The standard implementation
continues to upload until the window is closed, which
frequently results in uploads continuing until the user
gets back to their machine.

In a typical deployment, the number of incomplete
downloaders, (meaning ones which do not have the



whole file), increases very rapidly after the file is
made available. It eventually peaks and then falls off
at a roughly exponential rate. The number of com-
plete downloaders increases slowly, peaks some time
after the number of incomplete downloaders does,
then also falls off exponentially. The peak of incom-
plete downloaders passes as downloaders complete.
The peak of incomplete downloaders passes as fin-
ished downloaders stop uploading. The exponential
falloff of both reflects the rate of new downloaders
joining after the initial rush is over.

file made available by host, downloaders use BT
because they want the file.downloaders upload while
downloading, then leave.

2 Technical Framework

2.1 Publishing Content

To start a BitTorrent deployment, a static file with
the extension .torrent is put on an ordinary web
server. The .torrent contains information about the
file, its length, name, and hashing information, and
the url of a tracker. Trackers are responsible for help-
ing downloaders find each other. They speak a very
simple protocol layered on top of HTTP in which
a downloader sends information about what file it’s
downloading, what port it’s listening on, and similar
information, and the tracker responds with a list of
contact information for peers which are downloading
the same file. Downloaders then use this information
to connect to each other. To make a file available, a
"downloader’ which happens to have the complete file
already, known as a seed, must be started. The band-
width requirements of the tracker and web server are
very low, while the seed must send out at least one
complete copy of the original file.

2.2 Peer Distribution

All logistical problems of file downloading are han-
dled in the interactions between peers. Some infor-
mation about upload and download rates is sent to
the tracker, but that’s just for statistics gathering.
The tracker’s responsibilities are strictly limited to

helping peers find each other.

Although trackers are the only way for peers to
find each other, and the only point of coordination
at all, the standard tracker algorithm is to return
a random list of peers. Random graphs have very
good robustness properties [2]. Many peer selection
algorithms result in a power law graph, which can
get segmented after only a small amount of churn.
Note that all connections between peers can transfer
in both directions.

In order to keep track of which peers have what,
BitTorrent cuts files into pieces of fixed size, typi-
cally a quarter megabyte. Each downloader reports
to all of its peers what pieces it has. To verify data in-
tegrity, the SHA1 hashes of all the pieces are included
in the .torrent file, and peers don’t report that they
have a piece until they’ve checked the hash. Era-
sure codes have been suggested as a technique which
might help with file distribution [3], but this much
simpler approach has proven to be workable.

Peers continuously download pieces from all peers
which they can. They of course cannot download
from peers they aren’t connected to, and sometimes
peers don’t have any pieces they want or won’t cur-
rently let them download. Strategies for peers dis-
allowing downloading from them, known as chok-
ing, will be discussed later. Other suggested ap-
proaches to file distribution have generally involved
a tree structure, which doesn’t utilize the upload ca-
pacity of leaves. Simply having peers announce what
they have results in less than a tenth of a percent
bandwidth overhead and reliably utilizes all available
upload capacity.

2.3 Pipelining

When transferring data over TCP, like BitTorrent
does, it is very important to always have several re-
quests pending at once, to avoid a delay between
pieces being sent, which is disastrous for transfer
rates. BitTorrent facilitates this by breaking pieces
further into sub-pieces over the wire, typically sixteen
kilobytes in size, and always keeping some number,
typically five, requests pipelined at once. Every time
a sub-piece arrives a new request is sent. The amount
of data to pipeline has been selected as a value which



can reliably saturate most connections.

2.4 Piece Selection

Selecting pieces to download in a good order is very
important for good performance. A poor piece se-
lection algorithm can result in having all the pieces
which are currently on offer or, on the flip side, not
having any pieces to upload to peers you wish to.

2.4.1 Strict Priority

BitTorrent’s first policy for piece selection is that
once a single sub-piece has been requested, the re-
maining sub-pieces from that particular piece are re-
quested before sub-pieces from any other piece. This
does a good job of getting complete pieces as quickly
as possible.

2.4.2 Rarest First

When selecting which piece to start downloading
next, peers generally download pieces which the
fewest of their own peers have first, a technique we
refer to as 'rarest first’. This technique does a good
job of making sure that peers have pieces which all
of their peers want, so uploading can be done when
wanted. It also makes sure that pieces which are
more common are left for later, so the likelihood that
a peer which currently is offering upload will later
not have anything of interest is reduced.

Information theory dictates that no downloaders
can complete until every part of the file has been up-
loaded by the seed. For deployments with a single
seed whose upload capacity is considerably less than
that of many downloaders, performance is much bet-
ter if different downloaders get different pieces from
the seed, since redundant downloads waste the op-
portunity for the seed to get more information out.
Rarest first does a good job of only downloading new
pieces from the seed, since downloaders will be able
to see that their other peers have pieces the seed has
uploaded already.

For some deployments the original seed is eventu-
ally taken down for cost reasons, leaving only current

downloaders to upload. This leads to a very signifi-
cant risk of a particular piece no longer being avail-
able from any current downloaders. Rarest first again
handles this well, by replicating the rarest pieces as
quickly as possible thus reducing the risk of them get-
ting completely lost as current peers stop uploading.

2.4.3 Random First Piece

An exception to rarest first is when downloading
starts. At that time, the peer has nothing to upload,
so it’s important to get a complete piece as quickly
as possible. Rare pieces are generally only present
on one peer, so they would be downloaded slower
than pieces which are present on multiple peers for
which it’s possible to download sub-pieces from dif-
ferent places. For this reason, pieces to download are
selected at random until the first complete piece is
assembled, and then the strategy changes to rarest
first.

2.4.4 Endgame Mode

Sometimes a piece will be requested from a peer with
very slow transfer rates. This isn’t a problem in the
middle of a download, but could potentially delay a
download’s finish. To keep that from happening, once
all sub-pieces which a peer doesn’t have are actively
being requested it sends requests for all sub-pieces to
all peers. Cancels are sent for sub-pieces which arrive
to keep too much bandwidth from being wasted on
redundant sends. In practice not much bandwidth is
wasted this way, since the endgame period is very
short, and the end of a file is always downloaded
quickly.

3 Choking Algorithms

BitTorrent does no central resource allocation. Each
peer is responsible for attempting to maximize its
own download rate. Peers do this by downloading
from whoever they can and deciding which peers to
upload to via a variant of tit-for-tat. To cooper-
ate, peers upload, and to not cooperate they ’choke’
peers. Choking is a temporary refusal to upload; It
stops uploading, but downloading can still happen



and the connection doesn’t need to be renegotiated
when choking stops.

The choking algorithm isn’t technically part of the
BitTorrent wire protocol, but is necessary for good
performance. A good choking algorithm should uti-
lize all available resources, provide reasonably consis-
tent download rates for everyone, and be somewhat
resistant to peers only downloading and not upload-
ing.

3.1 Pareto Efficiency

Well known economic theories show that systems
which are pareto efficient, meaning that no two coun-
terparties can make an exchange and both be hap-
pier, tend to have all of the above properties. In
computer science terms, seeking pareto efficiency is a
local optimization algorithm in which pairs of coun-
terparties see if they can improve their lot together,
and such algorithms tend to lead to global optima.
Specifically, if two peers are both getting poor recip-
rocation for some of the upload they are providing,
they can often start uploading to each other instead
and both get a better download rate than they had
before.

BitTorrent’s choking algorithms attempt to achieve
pareto efficiency using a more fleshed out version of
tit-for-tat than that used to play prisoner’s dilemma.
Peers reciprocate uploading to peers which upload to
them, with the goal of at any time of having several
connections which are actively transferring in both
directions. Unutilized connections are also uploaded
to on a trial basis to see if better transfer rates could
be found using them.

3.2 BitTorrent’s Choking Algorithm

On a technical level, each BitTorrent peer always un-
chokes a fixed number of other peers (default is four),
so the issue becomes which peers to unchoke. This
approach allows TCP’s built-in congestion control to
reliably saturate upload capacity.

Decisions as to which peers to unchoke are based
strictly on current download rate. Calculating cur-
rent download rate meaningfully is a surprisingly dif-
ficult problem; The current implementation essen-

tially uses a rolling 20-second average. Former chok-
ing algorithms used information about long-term net
transfer amounts, but that performed poorly because
the value of bandwidth shifts rapidly over time as re-
sources go away and become available.

To avoid situations in which resources are wasted
by rapidly choking and unchoking peers, BitTorrent
peers recalculate who they want to choke once every
ten seconds, and then leave the situation as is until
the next ten second period is up. Ten seconds is a
long enough period of time for TCP to ramp up new
transfers to their full capacity.

3.3 Optimistic Unchoking

Simply uploading to the peers which provide the best
download rate would suffer from having no method of
discovering if currently unused connections are bet-
ter than the ones being used. To fix this, at all times
a BitTorrent peer has a single ‘optimistic unchoke’,
which is unchoked regardless of the current download
rate from it. Which peer is the optimistic unchoke is
rotated every third rechoke period (30 seconds). 30
seconds is enough time for the upload to get to full
capacity, the download to reciprocate, and the down-
load to get to full capacity. The analogy with tit-
for-tat here is quite remarkable; Optimistic unchokes
correspond very strongly to always cooperating on
the first move in prisoner’s dilemma.

3.4 Anti-snubbing

Occasionally a BitTorrent peer will be choked by all
peers which it was formerly downloading from. In
such cases it will usually continue to get poor down-
load rates until the optimistic unchoke finds better
peers. To mitigate this problem, when over a minute
goes by without getting a single piece from a par-
ticular peer, BitTorrent assumes it is 'snubbed’ by
that peer and doesn’t upload to it except as an opti-
mistic unchoke. This frequently results in more than
one concurrent optimistic unchoke, (an exception to
the exactly one optimistic unchoke rule mentioned
above), which causes download rates to recover much
more quickly when they falter.



3.5 Upload Only

Once a peer is done downloading, it no longer has
useful download rates to decide which peers to up-
load to. The current implementation then switches
to preferring peers which it has better upload rates
to, which does a decent job of utilizing all available
upload capacity and preferring peers which noone else
happens to be uploading to at the moment.
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Figure 1: The number of complete downloaders
(‘seeders’) and incomplete downloaders (‘leechers’) of
a large deployment of an over 400 megabyte file over
time. There must have been at least 1000 successful
downloads, since at one time there were that many
complete downloaders. The actual number of down-
loads completed during this period was probably sev-
eral times that.

4 Real World Experience

BitTorrent not only is already implemented, but is al-
ready widely deployed. It routinely serves files hun-
dreds of megabytes in size to hundreds of concur-
rent downloaders. The largest known deployments
have had over a thousand simultaneous downloaders.
The current scaling bottleneck (which hasn’t actually
been reached) appears to be the bandwidth overhead
of the tracker. Currently that’s about a thousandth
the total amount of bandwidth used, and some minor
protocol extensions will probably get it down to a ten
thousandth.
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Abstract—In recent years, the usage model of the Internet
has changed, pushing researchers towards the design of the
Information-Centric Networking (ICN) paradigm as a pos-
sible replacement of the existing architecture. Even though
both Academia and Industry have investigated the feasibility
and effectiveness of ICN, achieving the complete replacement
of the Internet Protocol (IP) is a challenging task: (i) the
process involves multiple parties, such as Internet Service
Providers (ISPs), that need to coordinate among each other; (ii) it
requires an indefinite amount of time to update hardware and
software of network components; and (iii) it is a high risk goal
that might introduce unexpected complications. Thus, the pro-
cess of replacing the current Internet will inevitably lead towards
a period of coexistence between the old and the new architec-
tures. Given the urgency of the problem, this transition phase
will happen very soon and people should address it in a smooth
way. Some research groups have already addressed the coexis-
tence by designing their own architectures, but none of those
is the final solution to move towards the future Internet con-
sidering the unaltered state of the networking. To design such
architecture, the research community needs now a comprehen-
sive overview of the existing solutions that have so far addressed
the coexistence. The purpose of this paper is to reach this goal
by providing the first comprehensive survey and classification
of the coexistence architectures according to their features (i.e.,
deployment approach, deployment scenarios, addressed coexis-
tence requirements and additional architecture or technology
used) and evaluation parameters (i.e., challenges emerging during
the deployment and the runtime behaviour of an architecture).
We believe that this paper will finally fill the gap required for
moving towards the design of the final coexistence architecture.

Index Terms—Coexistence solutions, future Internet architec-
tures, information-centric networking, Internet protocol, secure
transition.
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I. INTRODUCTION

HE CURRENT Internet architecture was designed for

a small research community over three decades ago
with the purpose of interconnecting multiple heterogeneous
networks. At that time, nobody foresaw the popularity and
longevity that the Internet architecture started gaining in late
‘80s and early ‘90s and that led towards the connection of
over 3 billion of mobile and desktop devices. Today, people
exploit networking devices for a variety of purposes, that go
from simple Web browsing to video conferencing and content
distribution, with the expectation of being always connected,
regardless of their time and place. The misalignment between
the original design and the current usage highlighted the limi-
tations of the IP-based architecture and motivated researchers
to explore new solutions to overcome them. Among those lim-
itations, the primary concern is the performance of the current
Internet, which has to cope with the huge number of connected
devices all over the world and with the new pattern of use of
the network. According to this study [1], currently there are
around 23 billions of connected devices in the world, each one
identified by a unique IP address and consuming the network
bandwidth. With such a huge number of devices, the first issue
is the availability of unique IP addresses to be assigned. Even
though researchers originally chose to allocate 32 bits to com-
pose an IP address through the IPv4 protocol, they had to
introduce the IPv6 protocol to extend the number of allocated
bits from 32 to 128. Network Address Translation (NAT) [2]
is also another solution addressing the same problem, and it
allows to assign the same public address to a set of devices
belonging to the same private network. Thus, when using the
private network each device has its own IP address, chosen
within a range of private IP addresses, but, for an entry exter-
nal to the network, all the devices have the same public IP
address. To enable the communication between the private
network and the Internet a firewall is responsible for inter-
cepting a request, forwarding it to the Internet with the public
IP and redirecting the incoming response to the appropriate
device.

Another problem is given by the type of network traffic:
most of it is made of HyperText Transfer Protocol (HTTP)
requests, which means that users have changed the way they
use Internet from a low-bandwidth interactive and store-and-
forward approach towards a Web and content dominated
traffic. To support this, Cisco Visual Networking Index [3]
shows that in recent years video traffic delivery has suddenly
become very popular on the Internet, with an Internet traffic
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that will be 194 exabytes per month by 2021, and multimedia
traffic up to 82%, from 70% in 2015. Furthermore, due to
the technological advancements in hardware devices and an
increasing deployment of pervasive computing application, it
is indicated that the number of communicating devices (includ-
ing smart devices) will be three-times more than the world’s
population [4]. Moreover, it has also been reported [5] that
86% of worldwide user traffic consists of only video data,
which consists of Video on Demand (VoD), video streaming,
Point to Point (P2P), and Television (TV).

Finally, from a security and privacy point of view the current
Internet is not even able to guarantee some essential require-
ments, such as origin authentication, data integrity or data
confidentiality, because of its lack of security by design. This
is the motivation for the introduction of solutions, such as
Internet Protocol Security (IPsec) suite [6] or Transport Layer
Security (TLS) [7], that work on top of the current Internet
and are aimed at overcoming its limitations.

For the above-mentioned reasons, researchers started
designing new Internet architecture, such as Recursive
INternetwork Architecture (RINA) [8] or ICN [9], that might
replace the current one in the future. Among those, the
most promising architectures adhere to the ICN paradigm:
a new network communication model in which the tra-
ditional host-centric paradigm has been moved to the
new information-centric networking. While in the current
Internet two endpoints can start communicating only if
they know the respective IP address, explicitly or by use
of a Domain Name System (DNS), in ICN they can send
requests specifying only content names, without being aware
of contents location in the network. This decoupling between
request sending and content transferring introduces several
benefits: reduction of latency and network load due to in-
network caching [10]-[13], inherent content integrity [14]
and better support for mobility due to name-based
routing [15], [16].

Due to its benefits and potential next-generation applica-
tions, ICN is gaining significant attention from both Industry
and Academia, and several works surveyed and evaluated ICN
architectures from different perspectives:

o Architectural components - Xylomenos et al. [17] sum-
marize the core functionalities and discuss the differ-
ences, as well as the key weaknesses, of the existing ICN
architectures. Ahlgren et al. [18] focus their discussion
about ICN architectures on the undertaken design choices
and features.

o Network features - loannou and Weber [12] focus on the
ICN caching problem and provide an analysis of the exist-
ing caching policies, along with the forwarding mecha-
nisms that complement these policies. Abdullahi er al.
in [19] span their survey through some selected ICN
projects by investigating the used caching approaches. In
their survey, Zhang etr al. [20] focus on the state-of-art
techniques for reducing cache redundancy and improving
the availability of cached content. Zhang et al. in [21]
survey the caching mechanisms in detail, illustrate how
they work, and analyze their possible benefits and draw-
backs. Finally, Bari ef al. in [22] analyze and compare the
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naming and routing mechanisms proposed by the existing
ICN research projects.

e Security and privacy attacks - AbdAllah et al. in [23]
survey the existing literature in the direction of security
and privacy in ICN, and discuss some open questions.
Tourani et al. in [24] provide a summary and a taxon-
omy of security attacks on ICN architectures, along with
their impact on ICN features (e.g., naming, routing, and
caching).

o Software and tools - In [25], Tortelli et al. portray the
composition of open source software tools available for
ICN, such as ndnSIM, ccnSim, CCNPL-Sim, and Icarus.

e Application to mobile networks - Fang et al. in [16]
present a brief survey of mobile ICN and discuss on the
research issues and challenges. Liu et al. in [26] highlight
the advances in ICN and analyze its development trends,
mainly focusing on Information-centric mobile.

However, none of those survey articles discuss the research
issues and challenges affecting an ICN-IP coexistence sce-
nario, as we aim to do in this paper. Only in [27], researchers
from InterDigital Inc. and Huawei Technologies Co. Ltd. pro-
vided a comparison among the existing coexistence architec-
tures, but they focused specifically on the different deployment
approaches chosen by each solution.

ICN is also a suitable networking model for various emerg-
ing technologies, such as Internet of Things (IoT) [28], [29]
and 5G [16], [30]. In the first scenario, ICN can help with
establishing the connectivity among smart devices in an IoT
environment, as well as in a smart city, in a smart e-health,
and in a smart grid context. Also, the management of the
huge amount of data generated by IoT devices (i.e., the IoT
big data) is challenging in the existing IP architecture, while
it is minimized by the in-network caching feature in ICN.
This feature allows to reduce the traffic load on data produc-
ers by caching data on intermediate routers. Additionally, the
receiver-driven communication in ICN allows IoT-receivers
to ask for data without revealing their location information,
thus being privacy supporting. Similarly, there are various
advantages coming up from an ICN-based 5G architecture
(i.e., 5G-ICN): (i) 5G-ICN provides a single protocol able
to handle mobility and security, instead of using a diverse
set of IP-based Third Generation Partnership Project (3GPP)
protocols (such as in the case of existing mobile
networks, e.g., Long Term Evolution (LTE), 3G, 4G), (ii) it
provides a unifying platform with the same layer-3
Application Programming Interfaces (APIs) to integrate het-
erogeneous radios (e.g., Wifi, LTE, 3G) and wired interfaces
in the same network, (iii) it converges services like
computing, storage, and networking over a single plat-
form, which enhances the flexibility of enabling virtual-
ized service logic and caching functions anywhere in the
network.

Motivation: The benefits of ICN can occur only in a full-
ICN scenario, which implies a complete replacement of the
current Internet. Despite its obvious need, this is a long and
complex process, that requires the coordination among the
different parties (i.e., ISPs), time, costs for updating hard-
ware and software of the network components and ability
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to face all the new possible challenges. Previous attempts
to replace a widely used technology, protocol or architecture
(e.g., IPv4/IPv6 protocol, 3G/4G technology, 4G/5G technol-
ogy) have always faced a long period of coexistence between
the old and the new solution. In the same way, the replacement
of the current Internet will involve a transition phase during
which IP and ICN architectures will coexist. More specifi-
cally, we envision that in a coexistence scenario there will be
ICN and IP “islands” surrounded by an IP or an ICN “ocean”,
where an “island” will be a single device, a computer, an appli-
cation or a server running either the ICN or the IP protocol,
while an “ocean” will be a network containing components,
that run different architectures.

Researchers working in this field have already addressed the
coexistence of IP and ICN following two separate approaches.
In the first, the research groups designed future Internet archi-
tectures facing the coexistence only during the deployment of
their testbeds and without considering it as part of the ini-
tial design. On the contrary, in the second case, the design
of the future Internet architectures specifically addressed the
coexistence of IP and ICN.

All the existing networking solutions that consider the
coexistence are affected by a strong limitation: the lack
of a comprehensive approach in addressing the coexistence.
The purpose of those solutions is to improve a network
performance indicator, without considering all the issues that
arise in a coexistence scenarios, especially those regarding the
security and privacy of the end users. To design the first com-
plete coexistence architecture, it is necessary first to have a
comprehensive overview of strengths and weaknesses of the
existing solutions.

Contribution: The purpose of this paper is to provide
the first complete survey and classification of the exist-
ing coexistence solutions. Details of ICN and of its work-
ing methodology are out of scope for this paper, since
there are already several surveys addressing this aim [16],
[24], [31]. Overall, the contributions of this paper are as
follows:

1) We define a set of relevant features necessary for

comprehensively analyze a coexistence architecture.

2) We provide the first comprehensive classification of all
the main coexistence solutions.

3) We discuss the open issues and challenges affecting the
existing coexistence architectures, by providing possi-
ble insights to design a more reliable future Internet
architecture.

Organization: The paper is organized as follows: in
Section II, we introduce the ICN concept, by comparing
it with the current IP architecture and by illustrating its
main benefits; Section III describes all the criteria we iden-
tified and used for the analysis and classification of the
coexistence architectures; in Section IV we deeply illus-
trate each coexistence architecture and provide the moti-
vation for our classification; in Section V, we discuss the
main strengths and limitations of the current coexistence
architectures, providing insights for improving the design of
the future Internet; finally, in Section VI we conclude the

paper.
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II. BACKGROUND

The purpose of this section is to provide an overview of
the ICN paradigm (Section II-A), a comparison of the main
features of IP and ICN architectures (Section II-B), the benefits
of ICN (Section II-C) and, finally, the emerging technologies
(Section II-D).

A. ICN Overview

The ICN concept was first implemented in 2001 in
the TRIAD project [32], by introducing a new content
layer in the IP communication model. This layer pro-
vided several content-based features, among which: hierar-
chical content caching, content replication and content dis-
covery, multicast-based content distribution, and name-based
routing. Moreover, the layer supported end-to-end commu-
nication based on content name and Uniform Resource
Locator (URL) by relying on IP addresses only to reduce
the role of transient routing tags. Although TRIAD rout-
ing mechanism used content names instead of IP addresses,
the Transmission Control Protocol (TCP) and the IP proto-
cols were still the backbone of the proposed architecture.
In 2006, UC Berkeley and ICSI proposed the Data-Oriented
Networking Architecture (DONA) [33], which improved
TRIAD by incorporating data authenticity and persistence as
key objectives of the architecture, but still having a strong
dependency on the underlying TCP/IP. In 2009, the Palo
Alto Research Center (PARC) revealed the Content-Centric
Networking (CCN) [34] project. Soon after, the National
Science Foundation (NSF) introduced its “Future Internet
Architecture” program, which paved the way for Named-Data
Networking (NDN) [35] - a branch of the CCN project. Both
CCN and NDN significantly moved the TRIAD and DONA
projects forward, by introducing a new network layer to defi-
nitely replace the existing TCP and IP ones. Thus, CCN and
NDN are considered two key projects due to the consider-
able attention they brought to the ICN paradigm from both
Academia and Industry, influencing also the design of the ICN
architecture [36].

B. Comparison Between IP-Based and ICN-Based Internet
Architectures

Originally developed as part of the ARPANET project [37]
during the 1960s, the current Internet is now often referred
as TCP/IP architecture due to its most well-known protocols
(i.e., TCP and IP). On the contrary, the ICN paradigm was
first introduced in the TRIAD project [32] in 2001 and, then,
followed by several architectures adhering to its new commu-
nication model. Since ICN is a paradigm, we will consider here
the five main architectures to describe the technical features
of the future Internet, while we will provide a comprehen-
sive description of all the architectures addressing the ICN-IP
coexistence in Section IV: (i) the DONA architecture [33],
(i1) the CCN architecture [34], (iii) the NDN architecture [35],
(iv) the Publish-Subscribe Internet Technologies (PURSUIT)
architecture [38], and (v) the Network of Information (NetlInf)
architecture [39].
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Fig. 1. Adaptation of the OSI seven layer model in the TCP/IP and ICN
protocol stacks.

Protocol Stack: Both TCP/IP and ICN rely on a
layered protocol stack, which is comparable to the
Open Systems Interconnection (OSI) Reference Model [40],
as shown in Fig. 1.

The TCP/IP stack includes the following four layers [41]:

o Application - it combines the functionality of the
Application, Presentation and Session layers of the OSI
model. It is responsible for sending and receiving data
and it is specific for a particular type of application (e.g.,
DNS, HTTP).

o Transport - it targets the Transport layer of the OSI model
and it is responsible for the end-to-end data transfer
and data streams. Its most important protocols are TCP,
which provides a reliable and connection-oriented ser-
vice, and User Datagram Protocol (UDP), which offers
an unreliable and connection-less service.

o Internet - equivalent to the Network layer of the OSI
model, it provides addressing and routing functionalities
to ensure the delivery of messages to their destination.
IP is the most important protocol, but it does not provide
flow control or error handling.

e Link - equivalent to the Data and Physical layers of the
OSI model, it manages the interaction among physical
network components and it works as an interface with
the network hardware.

Since the ICN stack is an evolution of the TCP/IP one
[42]-[44], each layer is described with respect to the corre-
sponding one in the Internet stack. More specifically, the layers
of the ICN stack are the following ones:

o ICN Application - the protocols of this layer address
content names instead of hosts locations. For example,
the URL inside an HTTP request is replaced with the
complete name of a content.

e ICN Forwarding - for any ICN-compliant architecture
this layer offers routing functionalities for ICN interest
and data packets equivalent to the TCP/IP Network
layer in such a way that source and destination IP
addresses are removed from the network packets and
only the addressed content name is declared. According
to the specific architecture, this layer can also pro-
vide the features of the TCP/IP Transport layer. In that
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case, the Interest/Data messages replace the TCP/IP seg-
ment/acknowledgement (ACK) messages and the content
requester becomes responsible for the message send-
ing rate in place of the content source (producer or
intermediaterouter).

e Link - to be ICN-compliant, this layer introduces a map-
ping between Media Access Control (MAC) addresses
and content names.

Routing: The purpose of the routing functionality is to route
network packets from the source node till the destination node
on one way and, then, from the destination to the source on
the other.

Each TCP/IP packet specifies both source and destination
nodes by including their IP addresses. An IP address is the
unique identifier of each network component and it contains
both the address of the network and the address of the spe-
cific component within that network. In the current Internet,
routers are the main responsible for the routing functionality.
Equipped with at least two IP interfaces (i.e., an incoming and
an outgoing one), each router receives IP packets in the incom-
ing interface and checks whether there is a match, based on
the longest prefix, in its Forwarding Information Base (FIB)
internal data structure. The FIB contains a mapping between
a network prefix and a router’s outgoing interface, together
with the next-hop IP address. If there is a match in the FIB for
the incoming packet, this is forwarded through the outgoing
interface towards the next node in the network.

In ICN, the routing functionality differs according to the
specific design of each architecture, but they all have a com-
mon design choice: the packets sent by a requester contain
only the full name of the content and no IP addresses, neither
the content requester’s one nor the content source’s one. In
NDN and CCN architectures, contents are expressed through
hierarchical names and routers use a longest-prefix match
approach to find a possible entry in their FIB, which returns
the name-prefix/prefixes of the next node/nodes in the network.
On the contrary, DONA exploits a flat naming scheme to point
to the contents available in the network and a name-based
routing to redirect the packets until they reach the content
source. A different approach is used by PURSUIT, which
relies on a publish/subscribe model. Publishers publish their
contents in the network and subscribers ask for a specific con-
tent by using a flat name scheme, made of two components:
the Rendezvous Identifier (RI) and the Scope Identifier (SI).
The first element addresses the component responsible to find
the match between publisher and subscriber for a specific con-
tent, while the second is used to identify the sub-network
where the rendezvous is. Once the subscriber obtains the loca-
tion of the publisher from the rendezvous node, it sends its
packet to the Topology Manager (TM) of the network where
the content publisher is. The TM, then, identifies the path
from the publisher to the subscriber and adds a series of
Forwarding Identifiers (FIs) to the header of the packets. After
that, the Forwarding Nodes (FNs) forward the packets only by
using the Fls, without any routing table. Finally, the NetInf
architecture adheres to both the approaches: name resolu-
tion, based on the publish/subscribe paradigm, and name-based
routing.
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Name Resolution: In the TCP/IP architecture there is a dedi-
cated network component responsible for the name resolution,
which is the DNS. This is a distributed service, which trans-
lates domain names, expressed in hierarchical URLSs, into the
corresponding IP addresses. The Internet is organized into
separate DNS zones, each one under the direct control of
an authoritative DNS server, and everytime a network device
sends a request to its local DNS server, this might reply with
a value saved in its cache or, otherwise, forward the same
request to a remote server.

In ICN, the name resolution differs according to the cho-
sen forwarding approach. In case of name-based routing, the
requester specifies a content by providing its full name, which
is the same analyzed by the routers to find the next hop in the
network. On the other hand, in the name resolution approach,
used by PURSUIT or Netlnf, there is always a dedicated node
in the network, which is responsible for the mapping between
publishers and subscribers.

Storing: In the TCP/IP architecture, routers do not have
caching features, while in ICN, caching is fundamental and
almost any node is able to cache contents and to serve the
corresponding requests.

Traffic Management: In the current Internet, the traffic man-
agement, in terms of connection management, flow control
and congestion control, is guaranteed by the TCP proto-
col. The establishment of a connection is regulated by the
three-way handshake mechanism, through which the TCP pro-
tocol checks for the availability of the remote server, before
exchanging any data with it. Only at the end of the hand-
shake, the real communication starts, together with the data
exchange, and it is regulated by the introduction of sequence
numbers in the message blocks that enable the destination node
to properly order all the received messages. The flow control
is provided by the ACK messages received by the sender from
the receiver every time a packet has been properly delivered.
Thus, a sender never overflows the receiving host because the
re-transmission of a packet is performed only after a timeout,
which corresponds to either an ACK not received by the sender
or three ACKs received. Finally, the congestion control refers
to the prevention of the routers from becoming overflowed.

In ICN, some architectures, such as DONA, still rely
on the existing transport protocols so that all the forward-
ing mechanisms and transport functionalities are guaranteed.
However, other ICN solutions, such as NDN, do not provide
the Transport layer functionalities and, instead, delegate them
to the application itself or to the network packets. After a cer-
tain timeout, an application can transmit again a packet, which
by design has a limited lifetime to prevent network congestion.
Moreover, the availability of distributed caches, which means
contents, all over the network should prevent losses due to
congestion.

C. Benefits of ICN-Based Architectures

The following ones are the key ICN benefits, which better
motivate why this architecture is a potential candidate for the
future Internet.

IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 22, NO. 3, THIRD QUARTER 2020

1) Scalable and Cost-Efficient Content Distribution: In a
future world where the mobile video traffic will be domi-
nant (e.g., video data will consume more than 80% of the
IP traffic, wireless mobile devices will generate two-third of
the Internet traffic [45], Netflix and YouTube together amount
nearly 50% of Internet traffic), the current network operators
will face challenges in meeting the bandwidth requirements
from end users. Thus, the inherent ICN support for caching
at the network layer [34], together with the receiver-driven
mechanism, the inherent support for mobility and the multi-
cast routing, make ICN fit the new network use in a multimedia
streaming context [46]—-[51].

2) Mobility and Multihoming: ICN also meets the require-
ments of the 5G network, such as global Internet access
and user mobility over dense and heterogeneous networks by
adapting to multiple radio access technologies (e.g., Wi-Fi
and LTE). As a matter of fact, ICN supports the mobility
at the network layer by decoupling time and space between
request resolution and content transfer [16]. In particular,
two fundamental ICN features encourage seamless consumer
mobility [15], [16]. The first is the receiver-driven commu-
nication model, where it is up to the consumer to request
location-independent contents. The second is the connection-
less request/response communication model between con-
sumer and producer. Therefore, when a mobile consumer
connects to a new Point of Attachment (PoA), the above two
features allow the consumer to re-issue interests for the
data that he has not received from the previous PoA. On
the contrary, producer mobility is more challenging in ICN
because of no distinction between routing locator and content
identifier. Previous work have already proposed new solu-
tions for an efficient management of producer mobility in
ICN [15], [52].

3) Disruption Tolerance: Achieving an end-to-end com-
munication through TCP/IP transport sessions in challenged
networks is often difficult due to the sparse connectivity,
high-speed mobility, and disruptions of such networks. Since
the application protocol sessions are bound to transport ses-
sions, the communication fails as soon as the transport session
fails. In the current Internet, several applications do not
require seamless communication with end-to-end paths [53].
As the primary objective is to access data objects, ICN is
the perfect approach for Delay-Tolerant Networking (DTN)
architectures [54], [55] due to the in-network caching with
hop-by-hop transport functionality, which provides a store-
and-forward mechanism and enables a better performance and
reliability.

4) Security: Unlike the TCP/IP architecture, the ICN design
comes with the security in mind. In particular, in ICN
the security follows a data-centric model, which focuses on
the importance of guaranteeing content integrity and source
authentication. For a content-centric architecture, where con-
tents can be located and provided in any point of the network,
and not only by the original content producer, the above-
mentioned features are particularly significant. To achieve this
aim, ICN contents are always signed by the producer, thus
allowing consumers to always verify content integrity and
data-origin authentication [56].
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D. Emerging Technologies

Before thinking of redesigning the whole Internet archi-
tecture, researchers and companies have provided several
solutions, which work on top of the current Internet, to
overcome some of its limitations. Among those, the most
successful attempts are the following emerging architectures:
Software-Defined Networking (SDN), Network Functions
Virtualization (NFV), Content Delivery Network (CDN) and
DTN.

1) Software-Defined Networking: SDN [57] is an emerging
networking paradigm that separates network control logic (i.e.,
the control plane) from the underlying switches and routers
that forward the traffic (i.e., the data plane). By separating the
control and data planes, the network switching/routing devices
become simple forwarding devices and the control logic is
incorporated in a logically centralized controller. This separa-
tion primarily helps in simplifying network (re)configuration,
policy enforcement, and evolution [58]. The control plane
and the data plane communicate via a well-defined program-
ming interface, i.e., the forwarding elements of the data plane
request for instructions from the controller as well as the con-
troller has direct control over the data plane elements using
APIs. The most popular flavor of such APIs is OpenFlow [59].
An OpenFlow switch has one or more flow tables for han-
dling packet-rules. When a rule matches with the incoming
traffic, the OpenFlow switch performs certain actions (for-
warding, modifying, dropping, etc.) on the traffic flow. The
rules installed by the controller decide the role of an OpenFlow
switch, i.e., it can behave as a switch, router, firewall, or
middlebox (such as traffic-shaper, load-balancer).

2) Network Functions Virtualization: Diversity and dom-
inance of proprietary appliances made service deployment,
as well as testing, complex. NFV [60] was designed as a
technology to leverage Information Technology (IT) virtual-
ization by exporting network functions from the underlying
dedicated hardware equipment to general software running on
Commercial Off-The-Shelf (COTS) devices. Using NFV, the
key network functions can be performed at various network
locations, e.g., network nodes, data-centers, network edge, as
required. NFV is different from SDN, and it only deals with
the virtualization of network functions.

3) Content Delivery Network: The initial implementation
of the Internet was designed to manage the traffic in a passive,
end-to-end, and “best effort” approach [61]. With the explosion
of user data and commercial content over the Internet, the “best
effort” approach for traffic management became inefficient
and unscalable. To handle this situation, CDN [61]-[63] was
designed [45], [64], [65]. Nowadays, CDN appears as an inte-
gral and essential overlay network for the Internet [66]-[68]
since it primarily aims to improve bandwidth availability,
accessibility, and precise content delivery through content
replication.

CDN architecture consists of several cache servers that are
strategically located across the Internet. Typically, CDN holds
a hierarchy of servers with multiple Points-of-Presence (PoP)
that stores copies of identical content to satisfy user’s demand
from most appropriate/closest site [69]. It also has back-end
servers for intra-CDN content distribution. CDN categorically
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distributes Web contents to the cache servers, which are posi-
tioned close to the users. As a result, CDN offers fast, efficient,
and reliable Web services to the users.

There are two fundamental approaches for the deployment
of CDN: (i) overlay model, where content is replicated to
thousand of servers worldwide, and (ii) network model, where
routing configurations recognize the application services and
forward them based on the predefined policies.

Even though CDNs improve content delivery, their
performance is limited by the underlaying ISPs. Usually,
CDNs do not manage independent packet data services,
rather they rely on the ISPs to make packet routing deci-
sions. Moreover, both ISPs and CDN collectively provide
end-to-end Quality of Experience (QoE)! for content delivery.
Thus, coordination between ISPs and CDN providers causes
a massive impact on the overall QoE [66].

4) Delay-Tolerant Networking: In the late 1990s, the
widespread use of wireless protocols, together with an
increasing interest in vehicular communication, encouraged
researchers to design the Interplanetary Internet (IPN) archi-
tecture. This was the first attempt to address the need of
long distance communications that were inevitably affected by
packets loss/corruption and delays. DTN [70] was first intro-
duced as an adaptation of the IPN for terrestrial networks [71]:
it is an overlay architecture that operates above the proto-
col stack of ad-hoc wireless networks and enables gateway
functionality to interconnect them. To provide communication
among networks having excessive delays due to highly repet-
itive link disruptions, DTN adopts the “store-carry-forward”
routing scheme [72]: the main idea of this scheme is to have
multiple nodes distributed over the network, each one able to
receive a copy of the same message and then send it back to
the destination node. This way, the delivery performance is
improved and the destination node can receive the message
from any location inside the network.

III. COEXISTENCE ARCHITECTURES: FEATURES AND
EVALUATION PARAMETERS

In order to classify the existing architectures, we iden-
tified the necessary features and evaluation parameters to
have a complete overview of each coexistence solution.
The former come with the design of a coexistence archi-
tecture, while the latter refer to the challenges introduced
during its deployment in a real scenario. The features are
as follows: deployment approaches, deployment scenarios,
addressed coexistence requirements and additional architec-
ture or technology used. On the other side, the evaluation
parameters are: traffic management, access control, scalability,
dynamic network management and latency. In the remaining
part of this section, we will describe features (Section III-A)
and evaluation parameters (Section III-B) used for analyzing
each coexistence architecture.

A. Features
1) Deployment Approaches: The deployment of ICN
into the TCP/IP architecture inevitably raises the following

'QOE is an all-inclusive model, which defines the quality perceived by a
user when retrieving content or applications over the Internet.
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Fig. 2. Deployment approaches of ICN into the TCP/IP architecture.

question: How to introduce the ICN protocol into the TCP/IP
protocol? To achieve this aim, researchers identified three pos-
sible approaches, shown in Fig. 2: overlay in case of ICN
running on top of the IP protocol, underlay in case of ICN run-
ning under the IP protocol and hybrid in case of a coexistence
of both IP and ICN protocols [27]. In the overlay deployment
approach, the aim is to enable the communication among sev-
eral ICN “islands” in an IP “ocean” and is achieved through a
tunnel over the Internet protocol. On the contrary, the under-
lay solution involves the introduction of proxies and protocol
conversion gateways near to either ICN or IP “islands” to prop-
erly deliver and receive outgoing and incoming requests. As
an example, an HTTP request sent to an ICN “island” is inter-
cepted by a gateway, which is responsible for translating it into
an ICN Interest. Then, the resulting ICN data packet is trans-
lated again into an HTTP reply sent back to the requester.
Finally, the hybrid approach claims the coexistence of both
ICN and IP, by adopting dual stack nodes able to handle the
semantics of both IP and ICN packets. Given the diversity of
the two protocols, from a semantic and format point of view, a
dual stack node can use various options to infer content names
from an IP packet, such as performing deep packet inspection
in the payload or looking into the content name in the IP
option header.

2) Deployment Scenarios: The purpose of this feature is
to analyze all the possible scenarios in which a coexistence
architecture can be deployed among the others we identified
and that are illustrated in Fig. 3.

Each deployment scenario involves two “islands”, which run
either the same networking architecture or two separate ones,
surrounded by an ICN or an IP “ocean”. The possible different
deployment scenarios are as follows:

e ICN-ICN communication in IP “ocean’.

e ICN-IP communication in IP “ocean”.

e ICN-IP communication in ICN “ocean’.

o IP-IP communication in ICN “ocean”.

e Border Island - communication between different

“islands” in separate “oceans”.

3) Addressed Coexistence Requirements: In a coexistence

scenario, the heterogeneity of the different networks might
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Fig. 3. Deployment scenarios for a coexistence architecture.

generate conflicts that prevent each individual architecture
from guaranteeing its main features and properties. For
example, since most of the ICN architectures do not pre-
serve the native transport functionalities provided by the TCP
protocol of the current Internet, one of their most signifi-
cant limitations is the traffic management. In a coexistence
scenario, there would be a conflict between an IP “island”
implementing its own logic for managing the traffic network
and an ICN “island”, which does not support the same features.

Examining previous works [73], we consider the follow-

ing requirements as the necessary ones to be supported in a
coexistence scenario:

o Forwarding - the network forwarding devices should be
able to handle packets with diverse routing identifiers
(e.g., the variable-lengths of content names lead to dis-
similar size of prefix-set and thus, different forwarding
table look-ups).

e Storage - the network devices should support in-network
caching to serve the content request and reduce band-
width consumption. Nevertheless, the storage capacity of
network devices also affects the size of the index table
for the cached content and the time required to match the
content name in the index table.

e Security - the network devices should preserve the secu-
rity policies enforced in one (source) network to another
(destination) network such as authenticating the digital
signatures of content objects for content-based security
or privacy policies.
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o Management - the network devices should sup-
port management-related operations such as traffic-
shaping/engineering, load-balancing, and explicit path
steering.

4) Additional Architecture or Technology Used: 1CN and
IP are not the only architectures that can coexist, and even
the coexistence could be improved using other technologies.
More specifically, ICN well fits with several different tech-
nologies that are already deployed in the current Internet
infrastructure. Among those, there are SDN, NFV or CDN.
The purpose of this feature is to collect all the architectures
that the coexistence solutions involve.

B. Evaluation Parameters

As evaluation parameters, we considered the following
challenges arising during the deployment of a coexistence
architecture in a real scenario:

e Access control - in a networking context, access control
uses a set of protocols to define, implement, and main-
tain policies that describe how the network nodes can be
accessed by users/devices. Typically, it includes:

— Authorization, authentication, and accounting of
network connections.

— Identity and access management.

— Miitigation of non-zero-day attacks.

— Policy lifecycle management.

— Role-based controls of user, device, application.

— Security posture check.

o Scalability - it ensures that the overall performance of a
network will be not affected by the size of the network. In
other words, scalability describes the ability of a network
to grow and manage increasing demand.

Dynamic network management - it is the process
of administering and managing dynamic changes in
computer networks, such as topology changes and han-
dovers for seamless host mobility.

e Latency - it is defined as the amount of time a mes-
sage takes to traverse a system. In a computer network,
it is typically measured as the time required for a packet
to be returned to its sender. The major factors for the
network latency include propagation delays and delays
due to routers, as well as storage devices.

Traffic management - for a detailed description of the
traffic management, we refer to Section II-B.

IV. CLASSIFICATION OF THE COEXISTENCE
ARCHITECTURES

The purpose of this section is to illustrate the classification
of the coexistence architectures according to the features and
the evaluation parameters described in Section III. The sum-
mary of our findings is listed in Table I. Moreover, some of
the architectures presented in this section has also shown their
functional effectiveness and deployment feasibility with the
help of real-world testbed deployments, we discuss the details
about such those architectures in Section V-B.
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Content source

Fig. 4. Simplified view of the PURSUIT architecture.

A. PURSUIT

PURSUIT [74] was a European project financed by the
Seventh Framework Program (FP7), started in September
2010 and ended in February 2013. PURSUIT is an evolu-
tion of the FP7 project Publish-Subscribe Internet Routing
Paradigm (PSIRP) [38], proposing an ICN model based on
a source node, that publishes an information, and on a
client node, that subscribes to the content it desires. If the
information is available, it will be delivered to the client.
PURSUIT aims at improving PSIRP, meanwhile evaluating
its performance, scalability, and coexistence with the cur-
rent Internet network. Fig. 4 shows a simplified form of the
architecture proposed in PURSUIT project.

PURSUIT architecture relies on the definition of a new data
format and on the introduction of three new network com-
ponents. PURSUIT addresses the data as information items,
which consist of pair of identifiers, i.e., RI and SI. The for-
mer represents the real piece of information, while the latter
specifies the group which the information belongs to. The
three additional network functions addressed by PURSUIT
are: Rendezvous Function (RF), Topology Function (TF), and
Forwarding Function (FF). The RF plays a fundamental role in
PURSUIT since it maps subscribers to publishers and supports
names resolution. Moreover, it also initializes the delivery of
information item to the client. The Rendezvous Point (RP) per-
forms the RF and relies on a hierarchical distributed hash table
internal data structure. The TM implements the TF by deploy-
ing a routing protocol to collect the topology of its domain
and by exchanging routing information with other domains for
global routing. The Forwarding Node (FN) implements the FF
and it is also responsible for redirecting the information item
to the client. In particular, the forwarding mechanism is label-
based and uses a bloom filter [86] to speed up the information
delivery. In addition, the FN offers also a caching facility.

As shown in Fig. 5, the PURSUIT node internal archi-
tecture encompasses several components, enabling the pub-
lish/subscribe communication model among the different
stack layers. The IPC Elements implement a non-blocking
inter-process mechanism, allowing users-space applications
to issue publish/subscribe requests and communicate through
the proposed prototype. The functionality of the Local Proxy
element is to maintain a local record for all the pend-
ing subscriptions and, after receiving a request, dispatch
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Fig. 5. Internal architecture of a PURSUIT node.

it to the appropriate functions (i.e., RF, FF, TF). Finally,
the Communication Elements are responsible for transmitting
publications to the network. The design implementation of
PURSUIT is based on Click elements [87]: it creates Ethernet
frames and forwards them to the appropriate network interface.
In addition, it provides the ability to utilize raw IP data pack-
ets as an alternative mechanism. This enables the prototype to
be tested in Internet-wide scenarios.

Deployment Approach: Trossen and Parisis [74] imple-
mented a Layer-2 Virtual Private Network (VPN)-based over-
lay solution of PURSUIT among multiple nodes located in
Europe, U.S. and Asia. The prototype is established and ver-
ified on three different testbeds for experimental purposes,
functioning as an overlay on LAN environment. To showcase
a specimen of native ICN application, multimedia streaming
services were hosted as a demonstration, showing a lossless
transmission and comparable performance.

Deployment Scenarios: The ICN-ICN communication in IP
“ocean” is the most suitable scenario for deploying PURSUIT,
as it is also confirmed by the overlay approach adopted in the
testbed.

Addressed Coexistence Requirements: PURSUIT guarantees
the following three coexistence requirements:

e Forwarding - this is specifically provided by the FN,

a software-based forwarder used for ICN messages
exchange.

e Storage - the FN, which has the responsibility of redi-
recting information to the client, provides caching facility
to furnish storage of information.

e Security - the security measures provided by PURSUIT
refer to the access of information. Besides gather-
ing information into groups, PURSUIT supports the
information categorization into scopes, used for the def-
inition of access privileges and policy implementations.

Additional Architecture or Technology Used: PURSUIT is
an evolution of the PSIRP project and its testbed has been real-
ized as an overlay solution over a Local Area Network (LAN)
environment.

Evaluation Parameters: The main issue introduced by the
overlay deployment in the PURSUIT architecture is the traffic
management. This is mainly due to the existing Internet
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applications and protocols, which are not completely com-
patible with the techniques implementing ICN over TCP/IP
or UDP [9], [35], [88], [89] for traffic transport. Thus, many
applications and protocols, such as HTTP based multimedia
streaming protocols, might face false throughput estima-
tions [90]. This is due to the TCP aggressiveness in presence
of variations in content source location (e.g., dynamic caching
and interest aggregation) [91].

B. NetInf

The NetInf architecture [39] is the approach proposed by
the European FP7 project SAIL [92], started in January 2010
and ended in February 2013. The key component of the NetInf
architecture is the Convergence Layer (CL), which is able to
map the information, expressed through any protocol (e.g.,
HTTP, TCP, IP, Ethernet), into specific messages compliant
to a general communication paradigm. In particular, when two
nodes communicate between each other, the functionality of
a CL is to provide framing and message integrity to NetInf
requests and responses.

Fig. 6 depicts the different CLs designed within the NetInf
stack. In particular, CLs encompass an additional function
(i.e., Request Scheduling) between the NetInf Application
and the NetInf Protocol. The CLI functions over Ethernet,
while CL2 makes NetInf able to function over a variety
of networks links and protocols such as HTTP, TCP/IP,
Wireless Local Area Network (WLAN). The CLs also pro-
vide transport layer functions across different nodes such as
flow control, congestion control and reliability.

Deployment Approach: NetInf adheres to the overlay
deployment approach, as it is confirmed by its first prototypes,
deployed as an overlay strategy over TCP/UDP.

Deployment Scenarios: The NetInf architecture supports the
ICN-ICN communication in IP “ocean” scenario.

Addressed Coexistence Requirements: The coexistence
requirements provided by NetInf are as follows:

e Forwarding - Netlnf guarantees both name-based for-

warding and name resolution; NetInf message forwarding
protocol relies on the lower-layer networking technology

Authorized licensed use limited to: TU Delft Library. Downloaded on August 24,2020 at 16:51:52 UTC from IEEE Xplore. Restrictions apply.



2114

(e.g., TCP connection between two Internet hosts) and
this communication is provided by the CLs.

o Storage - NetInf nodes support both on-path and off-path

caching.

o Security - the CLs are responsible for the integrity of the

messages exchanged in the architecture.

Additional Architecture or Technology Used: Besides the
standard TCP/UDP/IP tunneling, which is part of the overlay
approach, NetInf does not rely on additional architectures.

Evaluation Parameters: The deployment of the Netlnf
architecture in a coexistence scenario introduces the follow-
ing challenges: traffic management, due to the absence of
interaction among the CLs transport functions and the NetInf
transport functions, and access control. The first issue refers
to the CLs, which are responsible for the interconnection
of different types of networks into a single ICN network.
For example, the interaction among the underlying proto-
cols that provide really different communication services
creates new challenges (e.g., from uni-directional, opportunis-
tic message forwarding to flow- and congestion-controlled
higher layer communication services; from delay-challenged
to high-speed optical backbone networks). Concerning the
access control limitation, in NetInf, it is not possible to
apply controls over the accessibility levels of the information.
Thus, anyone can access the published data without any
restriction.

C. NDN and CCN

Among the existing implementations of the CCN
paradigm [34], funded by the NSF [93] as part of the
Future Internet Architectures program, there is the NDN
research project [75]. From its first design late in 2010,
the NDN main idea is to shift the existing IP host-to-host
communication into a data oriented one by leveraging on
an increased responsibility of the routers. Upon receiving
a request for a content, the routers first check whether the
content is already present in their cache (i.e., Content Store).
If this is the case, they immediately return the content
back, otherwise, they check the Pending Interest Table (PIT),
searching for a pending request issued for the same content.
If the PIT already contains an entry for the specific content,
routers just collapse the current request into the PIT. If none
of the previous cases verifies, routers forward the request to
the next node in the network using the FIB, and keep waiting
for the associated data to return back. Once the data packet
arrives, all the pending interests for that content are satisfied
just by sending the copy of data back to all the hosts which
have requested it.

As shown in Fig. 7, NDN introduces some changes into
the IP stack by adding the Security and Strategy novel layers:
the first refers to the NDN design addressing the security of the
content instead of the security of the communication channel
between two nodes (which is how IP works); the second sub-
stitutes the network layer and provides the forwarding plane to
forward Content chunks by giving the best choices to maintain
multiple connectivities under varying conditions. In addition,
the Strategy layer also supports security, scalability, efficiency
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and resiliency. Finally, NDN modifies the Transport Layer
making it consumer-driven instead of producer-driven [94],
[95], importing it into the NDN forwarding plane.

Deployment Approach: The common implementation of
NDN and CCN includes overlay protocols, such as CCNx [9]
and NDNLP [89], which are deployed over existing IP infras-
tructure. For instance, CCNx [88] showcases the explicit
example of overlay by implementing CCN-over-UDP. In par-
ticular, it provides a method to transport CCNx messages
between two nodes over UDP. Moreover, a concrete example
of NDN overlay architecture is provided by the ndn-testbed,?
which connects multiple NDN nodes located in several con-
tinents over existing TCP/IP. The services provided in the
trials of CCN/NDN include various projects, such as real-
time video-conferencing [96], adaptive bit-rate streaming (not
limited to end-to-end) [46], [48], [50] and ndnSIM (NDN
simulator module on NS-3) [97].

Deployment Scenarios: NDN supports the ICN-ICN com-
munication in IP “ocean” scenario, as it is confirmed by the
ndn-testbed.

Addressed Coexistence Requirements: NDN guarantees the
following three coexistence requirements:

o Forwarding - the router’s FIB is responsible for forward-
ing interests towards the content provider via one or
more network interfaces based on the routes to the ori-
gin node(s). The requested data packet is then forwarded
towards the requester by simply traversing, in reverse, the
path of the preceding interest [35]. NDN supports also the
multicast data routing, which improves receiver-driven
multimedia delivery.

o Storage - NDN routers are enabled to cache contents.

e Security - NDN provides a data-centric security model
where each data unit is uniquely signed by the data
producer [98].

Additional Architecture or Technology Used: Besides the
standard TCP/UDP/IP tunneling, which is part of the over-
lay approach, the NDN project does not rely on additional
architectures.

2https://named—data.net/ndn—testbed/
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Evaluation Parameters: The tunneling approach, where
NDN/CCN endpoints communicate over IP [99], [100], dis-
owns the fundamental advantages of the content oriented
networking (i.e., in-network caching and multicast forwarding)
and the architectures implementing hop-to-hop connection-
less (/oriented) connectivity (i.e., over TCP/UDP) suffer from
a lack of traffic management [91]. In NDN/CCN networks,
Congestion Avoidance (CA) is operated by the consumer
rather than by the producer (server). This means that the
Interests transmission rate is adapted in order to ensure that
the delivery of a requested resource can make maximum fair
use of the network. Existing NDN/CCN CA algorithms are
largely based on the TCP CA algorithms, which assume that
the bandwidth-delay product of the network fluctuates rela-
tively slowly, as all the data packets traverse the same path
from server to client. However, in NDN/CCN network con-
tent objects may be retrieved from various locations and may
reach the consumer through different paths. Thus, the concept
of a bandwidth-delay related to a single path and the use of
TCP CA algorithms do not fit for NDN/CCN networks. In the
NDN/CCN community, this is an active research area [101].

D. O-ICN

Overlay for Information-Centric Networking (O-ICN) [76]
is a novel architecture, which leverages the SDN technol-
ogy for separating data plane activities (i.e., forwarding and
storing/caching of ICN contents) from control plane activi-
ties (i.e., naming, name resolution and routing). In particular,
O-ICN introduces the ICN Manager as an extended version
of a DNS server, which performs name resolution for both
ICN and non-ICN requests. In case of an ICN request, the
ICN Manager identifies the source of the content and sends
to it the user’s address, so that the source can route back the
requested content to the user. In case of a non-ICN request,
the standard routing mechanism of TCP/IP is followed. The
naming scheme adopted by O-ICN is hybrid, i.e., both human
readable and self-certifying as in the SAIL architecture [92].
Finally, the existing routers are modified to cache contents and
communicate with the ICN Manager.

Fig. 8(a) depicts the position of the novel ICN-sublayer
proposed by O-ICN, which lies between the TCP/IP
Application Layer and Transport Layer. More specifically,
Fig. 8(b) describes the fields used by the new layer: the ICN
flag bit (F), equal to O for an ICN request or to 1 for an
ICN content; the three subsequent bits (1-4) reserved for addi-
tional purposes, and the remaining 28 bits for the total ICN
header [102].

Deployment Approach: O-ICN relies on an overlay deploy-
ment solution by leveraging on the ICN Manager, which
performs dual tasks: name resolution, along with routing func-
tionalities for ICN requests, and standard DNS resolution for
the existing Internet requests. To evaluate the O-ICN archi-
tecture, authors in [102] present the Overlay ICN simulator
(OICNSIM),3 an ns-3 based simulator where each O-ICN
component is provided with helper classes and it is able to

3https://www.nsnam.orglwiki/Contributed_Code
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Fig. 8. Internal architecture of an O-ICN node.

satisfy a wide variety of deployment scenarios. As an exam-
ple, in [102], the authors studied the performance of OICNSIM
for different ICN caching policies.

Deployment Scenarios: O-ICN supports the ICN-ICN com-
munication in IP “ocean” scenario. Moreover, thanks to the
ICN manager capability of manipulating both ICN and not-
ICN requests, O-ICN can support also the Border Island
deployment scenario.

Addressed Coexistence Requirements: The coexistence
requirements addressed by O-ICN are as follows:

e Forwarding - the ICN Manager is responsible for the

forwarding strategy.

e Storage - the data plane activities involve tactical
storing/caching of ICN contents at different loca-
tions/routers/gateways and are managed by ICN routers.

Additional Architecture or Technology Used: O-ICN
exploits the SAIL solution for the naming scheme and the
SDN technology for a separate management of data plane and
control plane activities.

Evaluation Parameters: As for the previous overlay
approaches, O-ICN is affected from a lack of traffic manage-
ment. In addition, the overall solution suffers from scalability
problems and the ICN manager is not able to guarantee its
DNS functionalities in case of dynamic network conditions.

E. CONET

CONET [77] is an architecture designed for connect-
ing several CONET Sub System (CSS), which could be the
whole Internet network, an IP autonomous system or a
couple of network connected components. The main com-
ponents of the CONET design, shown in Fig. 9, are as fol-
lows: End-Node (EN), Serving-Node (SN), Border-Node (BN),
Internal-Node (IN), and Name-System-Node (NSN). An EN
requests some named-data by issuing an interest routed by
the BNs, which are located at the border of CSSs. The route-
by-name process identifies the CSS address of the next BN,
which is closest to the SN as soon as the appropriate CSS is
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Fig. 9. Simplified view of the CONET architecture.

reached. Then, the INs forward the packet using the under-
CONET routing engine. The CSS address of EN and the CSS
addresses of the traversed nodes are appended to the packet.
As soon as a CONET node is found to be able to provide the
requested named-data, this is sent back on the reverse path to
serve the requesting EN. All BNs and INs along the traversed
path may cache the content.

Deployment Approach: The CONET architecture can follow
either an overlay or a hybrid deployment approach. In the first
case, CONET works on top of the IP layer and the CSSs are
nodes connected by overlay links (e.g., UDP/IP tunnels). In the
second approach, the purpose is to make IP content-aware by
introducing a novel IPv4 option or an IPv6 extension header.
The network components will have then hybrid routing tables
with both IP network addresses and names.

Deployment Scenarios: Considering the overlay solution,
CONET supports the ICN-ICN communication in IP “ocean”
scenario. On the contrary, the hybrid approach allows it to be
deployed in the Border Island scenario as well.

Addressed Coexistence Requirements: CONET guarantees
the following three coexistence requirements.

o Forwarding and Management - these are guaranteed by
BNs and NSNs. In addition, ENs provide transport-level
functionalities such as reliability and flow control. Since
the logic for requesting a content involves sending sepa-
rate interests, containing a small part of the named-data,
the control of interest sending rate can be used as a
TCP-like flow control mechanism.

o Storage - BNs are able to store contents.

Additional Architecture or Technology Used: Besides the
standard TCP/UDP/IP tunneling, which is part of the over-
lay approach, the CONET project does not rely on additional
architectures.

Evaluation Parameters: The hybrid deployment solution
is hard to be introduced since it requires a new IP option.
However, with respect to the clean-slate approach, the hybrid
one is less disruptive, and it allows the architecture deployment
in different scenarios.

F. GreenICN

The SDN technology decouples control plane from data
plane, and it provides a programmable, centrally managed

IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 22, NO. 3, THIRD QUARTER 2020

py
3]
'y

’ \
S/ SDN
, .
,+ controller "
,

~| \b
5 T
> <

OpenFlow switch  OpenFlow switch

’

[

Content requester
Content source

—— Physical link
Controller-to-Switch secure connection

Fig. 10. Simplified view of the GreenICN architecture.

network control that improves network performance and mon-
itoring. SDN-based implementations of ICN exploit the cen-
tralized view available to SDN controller, which enables the
SDN controller to install appropriate forwarding rules for ICN
requests/responses in such a manner that the network ele-
ments only have to support IP forwarding. Vahlenkamp et al.
in [78] proposed an implementation of ICN using SDN under
their GreenlCN project. The proposal leverages ICN proto-
col’s Message IDs and features of SDN instantiations such
as OpenFlow to rewrite packet header information. Fig. 10
presents a simplified view of this solution. Here, both the
Content requester and the Content source are connected to
OpenFlow-enabled switches that are managed by the SDN
controller. Routing information for the content requests and
responses, upon arriving on OpenFlow switches, is han-
dled/rewritten by the instructions from the controller.

Deployment Approach: The proposed solution is an overlay
ICN implementation as ICN data is sent over the SDN-
managed IP packets.

Deployment Scenarios: Essentially, the authors in [78]
propose ICN deployment over IP network, where an ICN-
aware content source delivers the content to an ICN-aware
requester over IP network. Hence, this solution supports both
the ICN-ICN communication in IP “ocean” and the ICN-IP
communication in IP “ocean” scenarios.

Addressed Coexistence Requirements: The architecture
addresses the following coexistence requirements:

o Forwarding - network programmability offered by SDN

enables forwarding and routing for ICN.

¢ Management - SDN centrally managed network control

supports load-balancing, traffic engineering, and explicit
path steering (e.g., through ICN caches).

Additional Architecture or Technology Used: The authors
argue that an ideal or native deployment of ICN, in which user
devices, content sources, and intermediary network elements
are ICN aware, may not be viable. Hence, the authors proposed
to implement ICN-awareness in the SDN-enabled switches,
where ICN packets are carried over the IP transport protocol.
By using SDN, the authors target all the services/applications
of the TCP/IP protocol stack.

Evaluation Parameters: In the proposed ICN implemen-
tation, SDN controller must manage every ICN request and
rewrite several headers fields for every response packet, which
might not scale with increased network size. Given that this
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solution is based on the widely accepted SDN technology - that
supports agile deployment and rapid alternation in networking
- the hardware modifications required for its deployment
are low in those scenarios where SDN infrastructure already
exists. Consequently, the time required for its deployment is
also low. Nevertheless, the time and the hardware modifica-
tions required for its deployment would be higher if the SDN
infrastructure does not already exists.

G. coCONET

Similar to the work [78], Veltri et al. [79] proposed a
CONET [77] inspired SDN-based implementation of ICN,
called coCONET. Fig. 11 presents a simplified view of this
solution. In this architecture, ICN nodes and user-terminals
form the data plane and Name Resolution Service (NRS) nodes
are placed in the control plane. Moreover, ICN node works as
an OpenFlow switch, while NRS node works as an OpenFlow
controller. To this end, the authors proposed to extend the
OpenFlow protocol [59].

Deployment Approach: Similar to the work [78], the
proposed solution is an overlay ICN implementation as ICN
data is encapsulated inside the SDN-based IP packets.

Deployment Scenarios: The proposed solution enables the
ICN-ICN communication in IP “ocean” and the ICN-IP com-
munication in IP “ocean” scenarios, where the underlying IP
network is managed by OpenFlow-based SDN network.

Addressed Coexistence Requirements: The present architec-
ture provides the following coexistence requirements:

e Forwarding and Management - SDN-based operations
of the proposed approach support both forwarding and
management of ICN traffic.

o Storage - ICN capable nodes cache the contents.

e Security - contents are cryptographically protected in
order to assure content (and content generator) authenti-
cation and data integrity. This security service is provided
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through digital signature and can be verified through
the public key associated to the private key of the con-
tent (or of the content generator). The proposed system
enforces every ICN node to verify such signature before
forwarding the content toward the interested end-nodes,
to protect the network against Denial of Service (DoS)
or other attacks.

Additional Architecture or Technology Used: Here, the
authors focus specifically on OpenFlow-based SDN implemen-
tations and target all the services/applications of the TCP/IP
protocol stack. OpenFlow is a flavor of SDN.

Evaluation Parameters: The proposed solution requires ICN
capable OpenFlow network devices for ICN operations. Due
to such specific requirements, the hardware modifications and
the time required for its deployment are high.

H. DOCTOR

DeplOyment and seCurisaTion of new functiOnalities in
virtualized networking enviRonments (DOCTOR) [80] is an
ongoing project funded by French Nation Research Agency.
The project provides support towards the adoption of new stan-
dards by developing a secure use of virtualized network equip-
ment. This leads to ease the deployment of novel networking
architectures, thus enabling the coexistence of IP and emerging
stacks, such as NDN, as well as the progressive migration of
traffic from one stack to the other. DOCTOR proposes the use
of NFV infrastructure to achieve the incremental deployment
of NDN at a low cost. The project proposes an HTTP/NDN
gateway to interconnect ICN “islands” to the IP world, and
an experimental architecture able to process the Web traffic
passing through a virtualized NDN network.

In particular, DOCTOR first deploys a virtual network
based on OpenvSwitch to provide an end-to-end network
connectivity between the virtualized network services and
to enable a software control of the networking infrastruc-
ture. Then, it selects NDN as an ICN protocol stack.
More specifically, the NDNx software is dockerized to
become a Virtualized Network Function (VNF), deployable in
DOCTOR architecture. In DOCTOR, NDN is used both over
IP and over Ethernet since most NFV tools are still IP-
dependent. To test the functionality of the coexistence, the Web
is considered as an application layer service due to its high
popularity and predominance in the global network shares.
However, since the current Web clients and servers do not
yet implement NDN, dedicated gateways are used to per-
form an HTTP/NDN conversion. Since these gateways are
conceived as VNFs, they can be deployed where and when
required. In particular, two types of gateways are defined:
(1) an ingress GateWay (iGW), aimed at converting HTTP
requests into NDN Interest messages and NDN Data messages
into HTTP replies; (2) an egress GateWay (eGW), aimed at
converting NDN messages into HTTP requests, if the con-
tent is not available in the ICN network, and HTTP replies
into NDN Data messages. Fig. 12 shows the high level archi-
tecture of a virtualized node in DOCTOR. The virtualized
node is implemented on a single Linux server and it pro-
vides the required hardware resources for the VNFs, which
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Fig. 12. Internal architecture of a DOCTOR virtualized node.

can act as various components (e.g., NDN stack, IP stack, and
HTTP/NDN gateway).

Deployment Approach: DOCTOR uses an underlay
approach with the help of HTTP/NDN gateways, that can map
the HTTP protocol with NDN messages and properly deliver
the Web content.

Deployment Scenarios: The iGW and eGW allow DOCTOR
to support all the different deployment scenarios.

Addressed Coexistence Requirements: The DOCTOR archi-
tecture addresses the following coexistence requirements:

o Forwarding - explicit name based routing of NDN is per-
formed at each router through the use of virtualized NDN
stack.

e Storage - content stores perform the content caching.

o Security - DOCTOR supports the same content oriented
security as NDN.

e Management - the control and management plane of
VNFs in DOCTOR has been designed with respect to the
recommendations of the ETSI NFV group, concerning the
NFV MANagement and Orchestration (MANO) [103].

Additional Architecture or Technology Used: The architec-
ture of DOCTOR is flexible, as it is based on NFV and
SDN principles. Its main component is the NFV infrastructure,
which enables the resource virtualization to deploy the ICN
protocol stack over the data plane and the MANO aspects over
the control plane. As a computing virtualization framework,
the architecture uses Docker, which relies on a lightweight
virtualization principle

Evaluation Parameters: Among the key limitations of
DOCTOR there is the latency, which occurs due to the
repeated sending of requests to the ICN servers, acting as gate-
ways and attached to the content source. Since content names
are different among each other, each new content name repre-
sents a new routing identifier to be given to the gateways. This
results in a continuous interaction between content publisher
and gateways for each HTTP request.

1. POINT

The H2020 project iP Over IcN- the betTer IP (POINT) [44]
started in January 2015 and ended in December 2017. Its
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main purpose is to evaluate both quantitatively and quali-
tatively the improvements introduced by running ICN over
an IP network. To achieve this aim, POINT designs an evo-
lution of the PURSUIT architecture, which both leverages
on the SDN technology and on additional network compo-
nents that enable IP-based applications to run in the new
setup without any modification. Those new elements are
the Network Attachment Point (NAP) and the ICN Border
GateWay (ICN BGW). The former directly interacts with
the end user devices and is responsible for the translation
of all the IP protocol abstraction layers (e.g., HTTP, TCP
and IP) into the ICN paradigm, while the latter controls the
communication between ICN and IP networks. Furthermore,
the NAP provides standard gateway functions such as NAT,
firewall, and dynamic IP address assignment. The core ICN
functionalities are provided by the PURSUIT components
(i.e., TM, FN, and RP). Usually, content items are assigned
a Routing IDentifier (RID) and are stored on the publisher,
which advertises the contents availability in the network.
Then, a user device sends a request for a content item
and the NAP transforms the interest into a subscription for
a specific RID. The subscription is then sent to the RP,
which triggers the TM towards the identification of a path
between publisher and subscriber. The TM identifies all the
nodes that need to be traversed and it calculates the asso-
ciated FIs, which are placed in the packet header. At this
point, the SDN switches are responsible for forwarding the
packets by using only the FIs and not the routing tables.
The SDN switches are not aware of the POINT architecture
and are, instead, coordinated by an SDN controller, which
communicates directly with the TM. This communication is
bidirectional since the SDN controller informs the TM about
any topology modification, and the TM notifies the SDN
controller about the configuration to be placed on the SDN
switches.

Fig. 13 shows the internal architecture of a POINT node.
In the upper layer of the node, there are generic applications
(i.e., Appl, App2, App3, App4) which interact with a set of
abstractions provided by POINT (i.e., IP Abstraction, TCP
Abstraction, HTTP Abstraction, CoAP Abstraction). Those are
aimed at enabling the communication between applications
and ICN networks without requiring any modification from the
application interface side. Each abstraction, then, cooperates
with the Pub/Sub (Information-centric) Service Abstraction to
adhere to a publish/subscribe paradigm, where information is
delivered according to specific strategies (i.e., LIPSIN, MSBF',
POINT Alternative3). Finally, POINT exploits also the SDN
technology by introducing two new layers (i.e., ICN-over-SDN
shim layer and SDN) just above the L2 Transport Network
layer.

Deployment Approach: The POINT project falls under the
underlay deployment approach due to the gateway compo-
nents, which are responsible for the translation from the IP
semantics into the ICN semantics.

Deployment Scenarios: The main purpose of the POINT
architecture is to enable different subnetworks to communicate
between each other. Thus, POINT supports the Border Island
scenario.
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Fig. 13. Internal architecture of a POINT node.

Addressed Coexistence Requirements: Given that POINT is
an evolution of PURSUIT, they both share the same coexis-
tence requirements, i.e., forwarding, storage, and security.

Additional Architecture or Technology Used: The POINT
solution relies on both the PURSUIT architecture and the SDN
technology.

Evaluation Parameters: The challenges introduced by the
POINT project involve scalability, dynamic network manage-
ment and latency of data transmission. The first two challenges
refer to the appropriate configuration of SDN switches to face
an automatic update of the network topology (e.g., a new host
being attached). On the contrary, the third challenge might
be due to the high frequency of interaction between NAPs
and RPs.

J. RIFE

The architectuRe for an Internet For Everybody (RIFE) [81]
architecture is a Horizon2020 funded project, which started
in February 2015 and ended in January 2018. Its aim is to
develop a new network infrastructure that brings connectiv-
ity to communities living in remote locations or unable to
afford the communication network costs. To achieve the pur-
pose, the RIFE project focuses on three different challenges
regarding the current end-to-end communication paradigm:
reduction of capacity, energy, and redundant contents available
in the network. The first can be achieved through a time-shifted
access to network services and applications. The energy con-
sumed by connected devices can be reduced by introducing
a tolerance delay in the communication, so that devices can
stay in an idle mode during the absence of network activity.
Finally, the third aim is achievable by serving the same con-
tent to all the clients that require it, instead of releasing each
time a new copy. The architecture addressing those objectives
is a combination of IP, ICN, and DTN paradigms.

Deployment Approach: The RIFE architecture follows the
underlay approach because of the gateway components, which
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are responsible for the translation from the IP semantics into
the ICN semantics.

Deployment Scenarios: RIFE supports the Border Island
scenario.

Addressed Coexistence Requirements: RIFE is an evolution
of the PURSUIT architecture. Thus, the coexistence require-
ments addressed are the same, i.e., forwarding, storage, and
security.

Additional Architecture or Technology Used: The architec-
ture proposed in the RIFE project is a modification of the
PURSUIT architecture and it relies on the coexistence of IP,
ICN and DTN. This last architecture is responsible for intro-
ducing the delay and disruption tolerance required to enable
the time-shift requirement.

Evaluation Parameters: No challenges have been found for
the RIFE project.

K. CableLabs

Among the different underlay approaches, there is a solution
designed by CableLabs, which is a non-profit Innovation and
R&D lab focused on the introduction of fast and secure release
of data, video, voice, and services to end users. CableLas pro-
poses an incremental introduction of CCN/NDN in the existing
CDN s to improve the overall content distribution without mod-
ifying IP routers [82]. The architecture designed by CableLabs
requires first a migration of some services/applications to the
ICN paradigm, and then the introduction of proxies. Those
are able to manage the translation between HTTP and CCN.
Once several ICN “islands” are deployed in the network, the
communication among them is provided through IP tunneling.

Deployment Approach: The solution proposed by CableLabs
adopts the underlay approach because of the gateway compo-
nents, which are responsible for the translation from the IP
semantics into the ICN semantics.

Deployment Scenarios: Except for the Border Island, the
CableLabs architecture supports all the deployment scenarios.

Addressed Coexistence Requirements: The CableLabs archi-
tecture addresses the following coexistence requirements:

e Forwarding - the additional proxies introduced in the
network to support the translations, i.e., HTTP to CCN
and CCN to HTTP, also work as CCN forwarder.

o Storage - as the architecture is an evolution of a CDN,
by design the network nodes can cache contents.

Additional Architecture or Technology Used: Throughout
this project, CableLabs investigates how the CCN infras-
tructure is better in supporting a content-oriented network
with respect to the current solutions, such as CDNs. Thus,
CableLabs illustrates an incremental deployment of a CCN
network over a CDN existing one.

Evaluation Parameters: The challenges identified by
CableLabs with respect to their own architecture are as
follows: traffic management, optimization of CCN router
implementation (e.g., FIB/PIT sizing and memory bandwidth),
optimization of CCN cache implementation, content object
size and fragmentation (i.e., definition of the maximum content
object size transmissible inside a network), CCN to HTTP and
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HTTP to CCN conversions (e.g., the computational complexity
of the translation function).

L. NDN-LAN

The authors in [83] propose a hybrid ICN architec-
ture in which content names are mapped to the MAC
addresses. In particular, the authors present the design of
a Dual-Stack switch (D-switch), which provides name-based
forwarding for NDN traffic and address-based forwarding for
conventional traffic such as IP. It can be seen from Fig. 14 that
the key component of D-switch architecture is the Dispatcher,
which checks the EtherType field in the header of a received
frame. When an IP frame is detected, the D-switch works like a
traditional Ethernet switch and it forwards the frame using the
MAC address. If an NDN frame (i.e., Interest or Data packet)
is detected, the D-switch processes/forwards the frame based
on the content name carried in the NDN header (i.e., Layer 3).
In particular, the dispatcher either selects the Process IP Traffic
or Process NDN Traffic module in the D-switch based on the
value of EtherType field. In the Process NDN Traffic mod-
ule, the PIT and FIB tables are modified to store the mapping
between the content names and MAC addresses. For instance,
when an Interest packet is received, the D-switch will forward
it by searching the content name and its corresponding MAC
in the FIB, and then fill the destination MAC address field in
Ethernet header with the recorded MAC address.

Deployment Approach: This coexistence approach falls
under the hybrid approach because the D-switches are able
to process both types of traffic (i.e., [P and NDN). In particu-
lar, a LAN consists (fully or partially) of D-switches that can
process the data traffic received from NDN-enabled hosts, as
well as IP hosts. However, a fully hybrid scenario needs to
be consistent with D-switches only, else other techniques or
polices/rules are required to perform the data forwarding.
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Deployment Scenarios: Since the D-switches allow NDN
traffic to run within the IP network, except for the Border
Island, NDN-LAN supports all the deployment scenarios. As
a matter of fact, due to the use of MAC-layer encapsulation
only, the inter-network communications are not possible and
the Border island scenario cannot be supported.

Addressed Coexistence Requirements: The present architec-
ture provides the following coexistence requirements:

e Forwarding - full advantage of ICN features, such as
in-network caching and native multicast, is supported
when the underlying LAN consists of D-switches only.
However, when the LAN has both D-switch and conven-
tional Ethernet switches, it has to be carefully designed
to avoid conflict between name-based forwarding and
address-based forwarding.

e Storage - in-network caching is only supported at D-
switches, and it is responsibility of the network man-
ager to prevent the conventional Ethernet switches from
receiving ICN packets.

e Management - management of such a deployment is
challenging due to limitations of topology creation and
forwarding rules installation.

Additional Architecture or Technology Used: NDN-LAN is
mainly suitable for NDN applications that run in small and
private networks such as university campus and within an
organization. However, the proposed coexistence solution aims
to support a variety of applications which includes NDN as
well as IP applications. This is achieved through the following
design goals: (i) coexistence with IP traffic, which ensures that
the common mechanisms should run without any change or
performance penalty, (ii) native NDN support, by not relying
on tunnels or overlays, and (iii) incremental deployment and
general applicability. The proposed solution does not make
use of any specific technology to implement the D-switch
logic. Minor hardware and software changes in the D-switches
allow them to process the IP and NDN traffic in a controlled
environment (i.e., LAN).

Evaluation Parameters: To implement the required logic
and functionalities at D-switches so that it can support NDN-
enabled traffic processing, some changes are required in the
switch hardware, as well as software. Additional forwarding
polices need to be installed in scenarios where D-switches
coexist with conventional Ethernet switches. Without any stan-
dardization of these new software/hardware components, the
applicability of the proposed solution in real-world coexistence
applications is limited. Designing mechanisms that support the
name-based forwarding, meanwhile coexisting with address-
based forwarding within the same LAN, is a challenging task.
Additionally, the process for D-switches to learn the forward-
ing table at Layer-2 and build name-based FIB at Layer-3
is an open problem that needs to be addressed. In LAN,
the implementation of the proposed solution is simple and
straightforward. However, as the LAN size increases and com-
munication between different LANs is needed, the deployment
cost will increase significantly, and the current solution needs
to be extended to deal with new issues such as interoperability
and scalability.
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M. hICN

Authors in [84] propose methods and systems to facil-
itate the integration of ICN into IP networks. The hybrid
ICN (hICN) communication system claims to have the ability
to preserve ICN features and advantages, while, at the same
time, benefiting from exploiting an existing IP infrastructure.
The major components of hICN communication system are
as follows: (i) hICN-enabled IP router(s), capable of process-
ing and forwarding both regular IP packets and IP packets
enhanced with ICN semantics, (ii) IP router(s), capable of han-
dling IP packets, and (iii) hICN router(s), being provisioned
with a consumer or producer application. The traditional IP
packet headers have been modified to add the ICN semantics.
As it is shown in Fig. 15, when a router receives an IP packet,
then according to the IP header content, it can identify how
to process it, i.e., using ICN or IP stack. The authors suggest
two possible name mapping schemes for hICN content names
to IP: (i) pure IP mapping, in which content name components
can be directly encoded in the IP header, and (ii) optimized
mapping, in which a subset of the content name component is
encoded in the network header, while the remainder is encoded
in the transport header.

Deployment Approach: As the hICN-enabled IP routers are
able to process the IP, as well as the ICN traffic, hICN falls
under the hybrid deployment approach. However, unlike NDN-
LAN, in which MAC-to-content name mapping and conversely
is performed, in hICN, the IP-to-content name and conversely
is done.

Deployment Scenarios: Due to the presence of dual stack
routers, the proposed architecture supports all the deployment
scenarios.

Addressed Coexistence Requirements: hICN is among the
best proposals supporting the coexistence because it retains
most of the ICN basic features (e.g., layer-3 name-based rout-
ing, partial symmetric routing, object-based security, anchor-
less mobility, and in-network reactive caching). This is because
hICN exploits the IPv4 and IPv6 header fields content seman-
tic to identify whether the received packet is an IP Data packet
or an IP Interest packet. The use of IPv4 or IPv6 RFC com-
pliant packet formats guarantees the communication between
an IPv4/IPv6 router and a hICN router. More specifically, the
hICN router processes and forwards both the regular IP pack-
ets and the ICN-semantic-based packets. Hence, it preserves
pure ICN behavior at Layer-3 and above by guaranteeing
end-to-end service delivery between data producers and data
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consumers using ICN communication principles. The present
architecture provides the following coexistence requirements:

e Forwarding - the hICN-enabled IP routers as well as IP
routers use the same forwarding module.

o Storage - the cache stores are available on hICN-enabled
IP routers, and the Interest packets could be satisfied by
these routers if the requested content is available in the
router cache.

e Management - for large scale usage of this architec-
ture, the consumer and producer applications must have
the mapping of content-names with the corresponding
IP addresses, so that the ICN packets can be processed
seamlessly by the non-ICN enabled routers as well.

e Security - the architecture provides the same security fea-
tures that are provided by ICN. However, the IP-only
routers are not able to check the received data packets
integrity and authentication, hence, at least one hICN-
enabled IP router must be available in the route between
the consumer and producer.

Additional Architecture or Technology Used: The hICN pro-
posal uses the IP packet header semantics to differentiate the
ICN and IP packets, and the mapping table at hICN-enabled
router or DNS is used for performing the mapping task. To
support the interoperablity among different networks, the edge
router could translate the incoming packets to hICN compliant
packets using a proxy. Therefore, hICN does not use any spe-
cific architecture (e.g., SDN) or technology (e.g., virtualization
or tunnelling) to perform the coexistence.

Evaluation Parameters: The major challenges of hICN are
similar to the other hybrid approaches and include a lack
of support for heterogeneity, scalability, and standardization
of the proposed changes in the traditional Internet protocols
and network components. Moreover, the communication delay
caused by the additional time used by hICN routers for the
mapping could be an issue for delay sensitive applications. The
hardware modifications are minimal because the hICN routers
can be created by installing a software bundle in the existing
IP routers. However, the memory requirements will increase
due to the need of storage cache. The deployment effort will
be considerable due to the need of the modifications in the
consumers and producers applications.

N. OFELIA

Melazzi et al. [85] proposed an SDN-based hybrid imple-
mentation of ICN under the OFELIA project. The proposed
approach is an extension of the CONET architecture [77] for
OpenFlow networks, where dedicated BNs perform name-to-
location resolution, using an external system, for any requested
Named Data Object (NDO). Fig. 16 presents a simplified view
of this solution. The authors propose to include two differ-
ent forwarding strategies in an ICN node: (1) to forward
content requests; and (2) to deliver the data. Forward-by-
name feature of an ICN node applies to Interest packets,
while Data Forwarding is the mechanism that allows the
content to be sent back to the device that issued a content
request. Content routing is used to disseminate information
about location of contents, and Caching is the ability of ICN
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nodes to cache data and to directly reply to incoming content
requests. The OFELIA testbed was used in IRATT [8] project
for experimental activities.

Deployment Approach: The proposed architecture adheres
to a hybrid approach.

Deployment Scenarios: The proposed implementation of
ICN is an extension of the CONET framework, in which BNs
interconnect different CSSs. Hence, this solution supports the
Border Island scenario.

Addressed Coexistence Requirements: The proposed system
is based on CONET framework. Extending the primary
goals of CONET framework, this architecture aims to sup-
port forwarding, storage, security and management for ICN
deployment.

Additional Architecture or Technology Used: The present
solution strongly relies on the architecture proposed in the
CONET project and, through SDN/OpenFlow, it targets all
the services/applications of the TCP/IP protocol stack.

Evaluation Parameters: The architecture of the solution
requires the networking elements to be OpenFlow compli-
ant. Given that OpenFlow (SDN) has been widely adopted
in the networking domain, the hardware modifications and
the time required for its deployment are low in scenarios
where OpenFlow-based network is already present. On another
side, the hardware modifications and the time required for its
deployment would be higher if OpenFlow-based network is
not already present.

V. DISCUSSION

The purpose of this section is to summarize the findings
achieved through our systematic analysis of all the existing
coexistence architectures (Section V-A), discuss their deploy-
ment in a real-world scenario (Section V-B) and the open
challenges (Section V-C), along with some future directions
concerning the coexistence between the current and the future
Internet architectures (Section V-D).

A. Summary of the Survey

The main aim of this survey is to provide the neces-
sary overview of the available solutions that already address
the coexistence. We believe that it will help to move the

IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 22, NO. 3, THIRD QUARTER 2020

TABLE 11
COMPARISON OF ALL THE DEPLOYMENT APPROACHES FOR
COEXISTENCE ARCHITECTURES—THE VALUE OF EACH CELL REFERS TO
THE NUMBER OF COEXISTENCE ARCHITECTURES ADDRESSING BOTH
THE PROPERTIES SPECIFIED IN THE CORRESPONDING ROW AND COLUMN

Deployment Approach
Overlay | Underlay | Hybrid
Addressed Forwarding 7 4 4
coexistence Storage 6 4 4
requirements Security 4 3 2
Management 3 1 3
ICN-ICN
communication 7 2 3
Deployment in IP “ocean”
scl::anios ICN-IP
communication 2 2 2
in IP “ocean”
ICN-IP
communication 0 2 2
in ICN “ocean”
IP-1P
communication 0 2 2
in ICN “ocean”
Border Island 2 3 3
Traffic management 4 1 1
Access control 1 0 0
Evaluation Scalability 2 1 2
parameter Dynamic network 1 1 1
management
Latency 0 2 2
Other 4 4 2

research community towards the design of the most appro-
priate architecture for the future Internet. Thus, to guide the
reader towards the interpretation of Table I, we add here two
new tables, which are a summary of Table I. In particular,
among all the features and evaluation parameters considered
in this survey, the only ones that can be chosen by a network
designer are the deployment approach and the possible addi-
tional architecture or technology used in the design of his
solution. Thus, Table II and Table III are aimed at comparing
each deployment approach and each additional architecture
or technology used with respect to all the other features and
evaluation parameters, respectively. As a matter of fact, the
deployment scenarios, as well as the addressed coexistence
requirements, directly depend on the deployment approach or
on the additional architecture or technology, while the evalu-
ation parameters are dynamic properties evaluated during the
runtime deployment of an architecture.

The content of the cells as well as their meaning is shared
between Table II and Table III. More specifically, the con-
tent of each cell corresponds to the number of coexistence
architectures addressing both the properties specified in the
corresponding row and column (e.g., in the first cell of Table II
the value equal to 7 means that there are 7 coexistence
architectures adhering to the overlay approach and support-
ing the forwarding functionality). The meaning of the values
in the cells is different throughout the table. In the upper
part (i.e., rows referring to addressed coexistence requirements
and deployment scenarios), the value in the cell refers to the
number of architectures that guarantee a specific addressed
coexistence requirement or a deployment scenario by adopt-
ing a deployment approach (listed in the columns). On the
contrary, in the lower part of the table (i.e., rows referring to
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TABLE III
COMPARISON OF ALL THE ADDITIONAL ARCHITECTURES OR TECHNOLOGIES USED IN COEXISTENCE ARCHITECTURES—THE VALUE OF EACH CELL
REFERS TO THE NUMBER OF COEXISTENCE ARCHITECTURES ADDRESSING BOTH THE PROPERTIES SPECIFIED
IN THE CORRESPONDING ROW AND COLUMN

Additional architecture or technology used
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the evaluation parameters), the value in the cells refers to the
number of limitations an architecture is affected from.

Table II shows on the columns the three different deploy-
ment approaches (i.e., overlay, underlay and hybrid), while
on the rows there are all the other features, except for the
architectures or technologies used, considered in Table III
Considering the deployment approaches, we found six archi-
tectures adopting the overlay solution, four the underlay, three
the hybrid and one architecture (i.e., CONET) adhering to
both overlay and hybrid. As it is shown in the table, a plau-
sible reason for this greater adoption of the overlay approach
might be the higher number of addressed coexistence require-
ments provided by it. As a matter of fact, almost all the
overlay architectures guarantee the forwarding and storage fea-
tures and the number of the architectures supporting security
and management is higher than in the underlay and hybrid
cases. While, adopting an overlay approach prevents architec-
tures from being deployed in all the deployment scenarios:
none of the overlay architectures covers either the ICN-IP
communication in ICN “ocean” or the IP-IP communication
in ICN “ocean” scenarios. Finally, considering the evalua-
tion parameters, most overlay architectures are not able to
properly manage the network traffic, but the other limita-
tions are comparable with the ones affecting the underlay and
hybrid solutions. Moreover, even if the number of challenges
under the last class (i.e., Other) might be significant, we note
that those limitations strongly depend on the design of each
coexistence architecture.

Table III contains the same rows as Table II, while on the
columns it shows all the additional architectures or technolo-
gies used in the analyzed coexistence solutions. Throughout
this survey, we found the following results: one coexistence
solution relying on the PSIRP architecture, two on LAN, one

on SAIL, six on SDN, two on PURSUIT, one on CDN, one on
DTN, one on CONET, and one on DNS. As it is clearly visible
from the table, the reason for adopting the SDN technology
in a coexistence scenario is given by its numerous benefits in
terms of both features and evaluation parameters with respect
to the other possible solutions.

B. Deployment in a Real-World Scenario

A clean slate deployment of ICN requires overhauling the
entire Internet infrastructure and changing all the host and
producer applications. Thus, researchers have realized that it
is difficult, as well as infeasible, to replace a greatly suc-
cessful imperative architecture, such as the IP one, with a
clean slate approach, and considered the three deployment
configurations (e.g., overlay [74], [75], underlay [80], [44],
and hybrid [84]). Moreover, moving from research testbeds to
operational networks is very difficult and requires several tri-
als on different large scale testbeds with different number of
users.

The first ICN testbed, deployed within the framework of
the NDN* project, is a shared research testbed that includes
software routers, installed in several participating institutions,
application host nodes, and other devices. In recent years,
a significant number of trials have been conducted to eval-
uate the CCN/NDN-related software, which are the ones that
mostly support the deployment on real networks by providing
the set of specifications of the relative architectures (e.g., secu-
rity, fragmentation, encapsulation, and packet format) [25]. At
the same time, since improving the network capacity and min-
imizing the service latency, even at high network loads, are

4https://named—data.net/ndn—testbed/
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the key advantages of ICN, many real-world trials address-
ing the video streaming application scenario have been setup:
Cisco and Verizon demonstrated the feasibility and possible
advantages of hybrid-ICN in Verizon’s labs, applying hICN
to live video distribution over a mobile and multi-homed
access network; Huawei and China Unicom recently started
trials for the ICN-as-a-Slice configuration, using video con-
ferencing as application scenario to evaluate the security,
mobility and bandwidth efficiency of ICN over a wired infras-
tructure [104]. Both such deployments plan to extend their
prototypes to demonstrate the benefits of ICN over a 5G
network. Considering the underlay deployment strategy, the
Cisco, Internet2 and the U.S. Research and Education com-
munity funded the National Research and Education Network
(NREN) ICN Testbed project. The purpose of the project is
to advance the research in data-intensive science and network,
by improving data movement, searchability, and accessibil-
ity. The project involves several Universities and U.S. federal
Government entities. The testbed has around 15 nodes con-
nected through a nation-wide VPN-based layer-2 underlay
across the USA, relies on CCN implementation, and uses
the Community Information-Centric Networking (CICN) [105]
open-source software. In the ICN2020°> EU project, a testbed
has been created in an overlay deployment configuration
over the public Internet. The testbed contains 37 nodes and
measures the throughput of video applications under certain
scenarios. ICN2020 also proposes the use of the GEANT
Testbed Service® (GTS) to create an independent and isolated
global-scale ICN testbed, and to extend the functionalities of
the existing ones (e.g., NDN testbed). The above-mentioned
deployments in a real-world scenario are the first efforts
towards the adoption of ICN in a real network. However, many
more evaluations and tests still need to be done.

C. Open Challenges

According to our findings, the following challenges need
to be addressed while designing an efficient and secure
coexistence architecture.

o Traffic management: the existing Internet applications are
not completely compatible with architectures implement-
ing the overlay approach [9], [35], [88], [89] due to the
issues that these applications introduce on the transport
layer. Changing the addressing scheme from host-based
to content-based, as well as changing network models
from push to pull, are indeed the two obstacles in adapt-
ing the existing transport layer protocols to the NDN and
CCN architectures. A vast number of existing applica-
tions and protocols, such as the HTTP based multimedia
streaming protocols, might face false throughput estima-
tions due to the aggressiveness of the underlying TCP in
case of content source location variations [90], [91].

e Latency: one fundamental issue introduced by the solu-
tions supporting the translation of IP and HTTP-level
semantics into ICN [44], [81] is latency. This occurs due
to the frequent requests sent to the NAP, that is attached

Shttp://www.icn2020.0rg/
6https://www. geant.org/Services/Connectivity_and_network/GTS

to the source (also referred to as SNAP). Assuming a
meaningful interaction between consumer and producer,
the URIs are likely different for each content and for
each new published content at SNAP, a new RID has to
be added to the consumer NAP (cNAP) through the RF.
Thus, for each HTTP get request, SNAP and RF have to
interact, causing an increasing network latency.
Topological limitations: in underlay approaches, there
might be several publishers for the same content that
belong to the same network. In this case, whenever a
consumer asks for a content released by different pub-
lishers, the RF should identify the best publisher and
suggest the best content route. However, in the current
architectures, the RF only announces which is the most
appropriate publisher, leaving the other ones in a silent
phase. This might lead to the generation of multi-point
forwarding identifiers, which create unnecessarily long
routing tables.

Routing and scalability: the number of content objects,
and its continuous growing in the current Internet, intro-
duce a limitation in ICN solutions, which have to handle
content names of a possibly indefinite length. Thus,
the existing networking devices might not support the
content-based routing and might have to face special
requirements and optimizations.

Security issues in coexistence architectures: below, we
illustrate the security risks affecting the coexistence
architectures.

— Attacks against NAP nodes: in underlay approaches,
an attack performed against a NAP node can cause
much more damage than one performed against the
rendezvous system. This is because a NAP is a node
in an ICN network, which can be used by an attacker
to launch prefix hijacking, replay attacks and many
more attacks against the ICN core network.

— DoS attacks: an external user sending a new IP
address causes the introduction of a state into a
NAP. The same action can cause the introduction
of states in centralized functions, such as the TF or
the RF. Thus, if arbitrary users have a direct access
to the centralized TF/RF, as it was the case in pure
PURSUIT/PSIRP architectures [74], they could also
easily generate a DoS attack.

— Lack of authorization and access control: for every
new node added to a network, the entire topology
needs to be updated to guarantee the proper link
among the new and the old network nodes. Thus, an
enhanced access control policy is required in ICN
networks.

— Attacks against the SDN controller: there have been
increasing concerns about the security of SDN-based
networks. Many of these concerns are related to the
fact that SDN controller may parse an arbitrary part
of a packet’s content, and use this information to
set up states in the flow tables (and possibly in the
controller). Moreover, systems that parse user gen-
erated packet input (e.g., Wireshark packet analyzer
and Snort intrusion detection system) have been the
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frequent cause of security vulnerabilities due to the
large permutation of potential cases. Since numerous
ICN coexistence solutions propose to use SDN, they
are potentially open to the inherent vulnerabilities
of an SDN controller. Moreover, considering that an
SDN controller is the logically centralized entity that
affects the entire network, the risk is even higher.

D. Future Research Directions

As confirmed by the large number of coexistence projects
(e.g., POINT, DOCTOR, and hICN) that we surveyed in
this paper, Governments, Industry, and Academia are push-
ing towards the definition of a new Internet architecture (i.e.,
ICN) and its coexistence with the current one (i.e., IP). The
significant effort put to assess the feasibility and effectiveness
of ICN indicates that the ICN paradigm is being considered
as a possible replacement for the current IP-based host-centric
Internet infrastructure. Hence, we now present few research
directions that need to be explored in this research field.

o Secure transition phase: from its start, ICN was purpose-
fully designed to have certain inherent security properties
such as authentication of delivered content and (optional)
encryption of the content. Additionally, relevant advances
in the ICN research community have occurred, promising
to address each of the identified security gaps [106], [23].
However, due to the lack of real deployments, an array
of security features in ICN networks are still under-
investigated, including access control [107], security of
in-network caches, protection against various network
attacks (e.g., DDoS), and consumer privacy [24]. For
instance, due to the distributed nature of content avail-
ability in ICN, securing the content itself is much more
important than securing the infrastructure or the end
points. This lack of addressing security goals in the final
ICN paradigm is even more critical when considering the
coexistence of TCP/IP and ICN, which could lead to the
introduction of new attacks and security issues. One of
the main limitations of existing projects is that all of them
address only the existence of a transition phase without
investigating the impact of coexistence on the security
and privacy of the system. We believe that not only pass-
ing through this intermediate step is unavoidable, but also
that it is important to assess the security and privacy vul-
nerabilities that might come up under the coexistence of
both architectures.

o Selection of an efficient coexistence approach: in the
literature, three main approaches (i.e., underlay [108],
overlay [77], and hybrid [84]) have been used to deploy
coexistence architectures. The underlay approach intro-
duces communication latency due to the required map-
ping between IP and name addresses, which limits its
usability for real-time and delay-sensitive applications.
On the contrary, the underlay approach maintains an
unaltered quality of service under both normal and
exceptional conditions, such as failure, server and link
congestion, which are common in operator networks.
Considering the overlay approach, a major drawback is

that it requires the definition and standardization of a
new packet format, together with protocols that man-
age the mapping between ICN faces and IP addresses
in the ICN routers FIB. Thus, overlay poses a sig-
nificant challenge to network operators and developers.
Additionally, upon new deployment, the tunnel configura-
tions in overlay needs to be manually changed to include
the newly deployed ICN nodes, and these point-to-point
tunnels limit the ICN capability in utilizing the underly-
ing broadcast media. Finally, the hybrid approach offers
an interesting alternative as it allows ICN semantics to be
embedded in standard IPv4 and IPv6 packets so that the
packets can be routed through either IP routers or hybrid
ICN routers. However, the detailed performance results
for hybrid solutions are still incomplete, which limits its
usage in real deployment scenarios.

Coexistence solutions that preserve inherent ICN advan-
tages: due to its inherent features such as in-network
caching, interest aggregation, and content oriented secu-
rity, ICN provides improved communication system and
security by design. Therefore, these essential features of
ICN should be protected while designing a coexistence
architecture.

Optimized ICN-IP name-space mapping: an important
issue in the state-of-the-art solutions, that provide trans-
lation of IP/HTTP-level services into ICN (or vice versa),
is to ensure that the communication latency is compara-
ble with the one in the current network. In most of the
coexistence solutions, that use some sort of translation
at any networking layer (e.g., transport or network), the
main problem is the repeated sending of newly published
content information towards the translation server, which
generates delay in the response path of requester and
congestion in the network. The problem lies in the fact
that the URL is likely different for every request (assum-
ing some form of meaningful service interaction between
IP client and ICN producer). Additionally, the existing
channel semantics cannot be applied directly because the
corresponding routing identifier at the ICN level is differ-
ent for each publication, from the translation server to IP
client. Also, realizing the rendezvous function approach,
which is responsible for the response of new publications,
requires continue interaction between server and content
publisher. This causes an additional latency for the client
requests, waiting for a fresh mapping of ICN-IP at each
published event.

Data protection and confidentiality: ensuring privacy for
network entities (e.g., consumer and producer) in coexis-
tence architecture is not a trivial task, mainly due to the
poor privacy support provided in ICN [109]. Hence, it is
important to investigate how the privacy issues were dealt
in the current coexistence architectures. Ideally, names
should reveal no more than what is currently revealed by
an IP address and port. However, in ICN the name pre-
fix reveals some information about the content, and the
in-network caching and data in PIT might expose the con-
sumer identity [110]. Therefore, the researchers should
focus on the specific issues concerning the privacy and
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data protection in the coexistence scenarios. For instance,
in a coexistence architecture, IP to name-prefix mapping
is performed when an IP packet travels from IP to ICN
network. In this scenario, the IP header does not reveal
any information about the payload, but the prefix name
does, thus, the data confidentiality is threatened when
these data packets are traveling through the ICN “island”.
In particular, since the use of name prefix for address-
ing the data in ICN reveals sufficient information to the
passive eavesdropper, ensuring privacy means that names
and payloads cannot be correlated. However, such privacy
requirement would need an upper-layer service similar
to the one that would resolve non-topological identifiers
(e.g., ICN name prefix) to topological names (e.g., IP
network address).

o SDN/NFV for efficient coexistence: as mentioned earlier,
the SDN technology separates the control plane from the
data plane. The decoupled control plane is programmable
and has a global view of the network that provides easier
network management monitoring. SDN-based implemen-
tations of ICN exploit the centralized view available
to the SDN controller, which enables the SDN con-
troller to install appropriate rules in the data-plane to
process ICN requests/responses. In the state-of-the-art,
both overlay and hybrid ICN deployments have leveraged
SDN to address different coexistence requirements, e.g.,
forwarding, storage, management, security, and interop-
erability. SDN has already been successfully adopted
for network deployment; it makes SDN an appropriate
choice for quick deployment of ICN with low hardware
modifications. On the another side, NFV can help to vir-
tualize several network functions that were previously
implemented via physical devices.

VI. CONCLUSION

In this paper, we survey various efforts done by researchers
and industries in recent years to propose a design of ICN-IP
coexistence architecture. All these architectures differ from
each other according to their specific design, but they all
adhere to the ICN paradigm, which means a content-oriented
communication model in replacement of the current host-
centric one. In our survey, we identify that all these archi-
tectures have important limitations: none of them has been
designed through a comprehensive approach that considers
all the new challenges introduced by a coexistence scenario.
Instead, the main aim for most of them is to improve the cur-
rent Internet by exploiting some of the core ICN features (i.e.,
forwarding, storage, management, and security). Even though
security also belongs to that list of features, none of the exist-
ing architectures has considered it as the main purpose. In
future, we believe appropriate coexistence architecture designs
are needed to build a secure path towards the future Internet.
This can be done by considering the limitations and necessary
improvements of the existing coexistence solutions we have
analyzed in this survey. With the set of future research direc-
tions and open questions that we have raised, our work will
motivate researchers towards designing a complete solution

for ICN-IP coexistence while tackling the key security and
privacy issues.
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Abstract—The Internet protocol (IP) is the lifeblood of the
modern Internet. Its simplicity and universality have fueled the
unprecedented and lasting global success of the current Internet.
Nonetheless, some limitations of IP have been emerging in recent
years. Furthermore, starting in mid-1990s, the advent of mobility,
wirelessness, and the Web substantially shifted Internet usage and
communication paradigms. This accentuated long-term concerns
about the current Internet architecture and prompted interest in
alternative designs. The U.S. National Science Foundation (NSF)
has been one of the key supporters of efforts to design a set of
candidate next-generation Internet architectures. As a prominent
design requirement, NSF emphasized ‘‘security and privacy by
design” in order to avoid the long and unhappy history of incre-
mental patching and retrofitting that characterizes the current
Internet architecture. To this end, as a result of a competitive pro-
cess, four prominent research projects were funded by the NSF in
2010: nebula, named-data networking, MobilityFirst, and expres-
sive Internet architecture. This paper provides a comprehensive
and neutral analysis of salient security and privacy features (and
issues) in these NSF-funded future Internet architectures. Prior
surveys on future Internet architectures provide a limited, or even
no, comparison on security and privacy features. In addition, this
paper also compares the four candidate designs with the current
IP-based architecture and discusses similarities, differences, and
possible improvements.

Index Terms—Network security, privacy, trust, future Internet
architectures.

I. INTRODUCTION

HE ORIGINAL Internet was intended to support thou-
T sands of users, mainly in North America, accessing
shared resources via dumb terminals. Nowadays, the Internet
connects over 3 billion of mobile and desktop devices with
a variety of applications ranging from simple Web browsing
to video conferencing and content distribution. These extreme
changes in Internet usage accentuated limitations of the current
IP-based architecture and prompted research into alternative
internetworking architectures.
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In 2010, the National Science Foundation (NSF) launched
its “Future Internet Architecture” (FIA) program [95].
Originally, FIA was a 5-year program with the goal of design-
ing a set of candidate next-generation Internet architectures. In
2015, NSF renewed its commitment with a follow-on “Future
Internet Architecture — Next Phase” (FIA-NP) program. Unlike
FIA which focused on architectural research, FIA-NP empha-
sizes evaluation, via prototypes, testbeds, trial deployments,
and extensive experimentation.

FIA  originally included four research projects:
Nebula [18], [19], Named-Data Networking (NDN) [132],
MobilityFirst (MF) [110], and eXpressive Internet Architecture
(XTA) [56]. Each project focuses on a new Internet archi-
tecture with a distinct vision and design principles. Nebula
envisions a highly-available and extensible core network
interconnecting numerous data centers that enable new means
of distributed communication and computing. NDN focuses
on scalable and efficient data distribution — thus addressing
inadequacies of the current Internet’s host-centric design —
by naming data instead of its location. MF concentrates on
scalable and ubiquitous mobility and wireless connections.
Meanwhile, XIA stresses flexibility and addresses the need
to support different communication models by creating a
single network that offers inherent support for communication
between various principals (including hosts, content and
services) while remaining extensible to future ones. Only
three of the original four FIA architectures were selected
for continued funding under FIA-NP: NDN, MF and XIA.
Figure 1 illustrates the timeline of each project in FIA and
FIA-NP programs.

Security and Privacy by design is one main goals of all
FIA projects. It is mainly motivated by increasing reliance
on Internet services, growing range and sophistication of
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attacks,! and increasing demand for privacy. Given the rocky
history of security and privacy in the current Internet, this goal
is both very sensible and extremely important.

Contribution. In this paper, we survey and evaluate security
and privacy features in the aforementioned four FIA projects.
In doing so, we consider the network layer of the current
Internet architecture as a point of reference. This is because
the network layer reflects the most innovative choices and dif-
ferences with respect to today’s Internet. We also show how
each FIA architecture succeeds or fails with respect to secu-
rity and privacy features of current Internet’s network layer,
i.e., Internet Protocol (IP) [102] and IP Security Extensions
(IPsec) [109]. We also discuss potential vulnerabilities that can
be exploited to attack transmission channels, end-nodes, and
the network infrastructure. Since different types of resolution
services are needed in all FIA architectures, we compare secu-
rity and privacy features of such services to those of Domain
Name System (DNS) [88] and its prominent security exten-
sions, such as the DNS Security Extensions (DNSSEC) [21],
and DNSCurve protocol [44].

While we recognize that there are several future Internet
architecture proposals outside the FIA program, such as
DONA [66], PSIRP [47], NetInf [39] and SINET [131], we
decided to focus our survey only on the four involved in the
FIA project. We believe that this choice allows us to provide
a fair and clear plane for comparison since all FIA projects
share the same design principles, which includes security and
privacy from the outset.

To the best of our knowledge, this paper represents the
first comprehensive security and privacy treatment of four FIA
architectures. Since it is impossible to predict which FIA archi-
tecture(s), if any, will ultimately succeed, we strive to remain
neutral, i.e., to provide a complete and fair analysis.

Prior FIA surveys. An early article by Pan et al. [97]
overviews Global Environment for Network Innovations
(GENI). Unlike this paper, [97] provides a general overview
and does not dwell on security and privacy aspects. The
work in [64] provides a broad security analysis of the four
NSF-founded FIA architectures, plus Recursive InterNetwork
Architecture (RINA), Service Oriented Network Architecture
(SONATE), and Netlet-based Node Architecture (NENA). The
analysis in [64] considers four security features: confiden-
tiality, integrity, availability and authentication. This paper
provides a more in-depth security analysis and comparison of
the four NSF-funded FIA architectures. In contrast with [64],
it: (1) offers a thorough description of the said architectures
and their resolution services; (2) treats a larger set of security
features; and (3) discusses in detail security mechanisms at
the network layer including the resolution services.

Other more focused surveys addresses security and privacy
aspects of Information-Centric Networking (ICN) architec-
tures [6], [7], [77], [120]; [77] analyzes security and privacy
of NDN alone. Reference [6] investigates denial of service
attacks in NDN, while [7] and [120] give a broader security
analysis of several ICN architectures, considering several types

1 https://www.theguardian.com/technology/2016/oct/21/ddos-attack-dyn-
internet-denial-service
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of attacks on: naming, routing, and caching. Finally, [120]
separately considers ICN security, privacy and access control.

Other, more general, surveys of ICN architectures do
not focus on security and privacy aspects [14], [23],
[121], [122]. Reference [14] analyze Data-Oriented Network
Architecture (DONA), Named Data Networking (NDN),
Publish-Subscribe Internet Routing Paradigm (PSIRP), and
Network of Information (NetInf). The work concentrates
on naming, routing and forwarding, caching, and mobil-
ity. It marginally considers security and privacy aspects.
Reference [23] compares various naming and routing schemes
in DONA, NetIlnf, PURSUIT and PSIRP architectures.
References [121] and [122] compare mobility features of
NDN, DONA, Netlnf, and PURSUIT. None of them [23],
[121], [122] discusses security and privacy in much detail.

Organization. We begin by overviewing IP, IPsec, DNS
and its security extensions in Section II. Next, Sections III-VI
summarize Nebula, NDN, MF and XIA, respectively.
Section VII evaluates security and privacy features of these
architectures, and compares them with those of IP and IPsec.
Section VIII analyzes security and privacy of resolution ser-
vices used by each new architecture. Section IX summarizes
our comparative analysis, and highlights open issues, and pos-
sible future research directions. Finally, Section X concludes
our paper.

Given familiarity with any FIA architectures, the cor-
responding sections, can be skipped without the loss of
continuity.

II. THE INTERNET OF TODAY

Today’s Internet architecture was designed over three
decades ago to seamlessly inter-connect multiple heteroge-
neous networks. At the core of today’s Internet is the TCP/IP
protocol suite, which puts together protocols, applications and
network mediums, and organizes them into four abstraction
layers: Link, Internet, Transport and Application. This design
leads to an hourglass shape with IP as the network layer as
its “thin waist” [15].

We consider IP, which operates at the Internet layer, to be
our point of reference when analyzing security and privacy
of FIA architectures. IP is responsible for forwarding packets
(ak.a. datagrams) from the source IP interface to its destina-
tion counterpart. A host may have one or more IP interfaces,
while a router has at least two. Each IP interface is identified
by at least one distinct fixed-length IP address.

Another fundamental component of today’s Internet archi-
tecture, and subject of our analysis, is DNS. DNS is a
distributed service that translates application-specific domain
names (specified in URLs) into their corresponding IP
addresses, allowing hosts to communicate using meaningful
names, rather than IP addresses.

In what follows, we briefly describe IP and DNS.

A. Internet Protocol

The cornerstone of IP is addressing of network devices.
Every network-layer entity (router or host) is identified by at
least one IP address which consists of a network prefix and a



1420

host identifier. The boundary between them is flexible, which
allows IP addressing to scale.

An IP datagram contains source and destination addresses
along with other fields that convey control information. Actual
data is carried in the payload field. When a packet is received,
a router searches its Forwarding Information Base (FIB) to
identify the next hop for that packet. A FIB contains a set
of entries, each mapping one or more network prefixes to
a router’s interface and a next-hop IP address. This allows
routers to perform longest-prefix matching on the destination
address to identify the next hop. If a packet can not be for-
warded, it is dropped and an error message is generated via
the Internet Control Message Protocol (ICMP) [101].2

One important IPv4 feature is packet fragmentation. If the
size of an IP packet is larger than the forwarding interface’s
Maximum Transmission Unit (MTU) [30], the packet must be
divided into smaller chunks, called fragments. A destination
host must reassemble fragments to recover the original packet.
Other network entities, such as Network Address Translation
tables (NATs) [55], [117] and firewalls might also assemble
fragments.

As mentioned earlier, IP was originally designed for a
small and relatively amicable research community. Neither
its longevity nor its popularity was foreseen. Thus, it is
unsurprising that IP lacks any security and privacy fea-
tures. In late 1980-s and early 1990-s, as IP started to gain
global popularity and the Internet transcended into the com-
mercial sector, IPsec suite [109] was designed to provide
basic security services, such as: origin authentication, data
integrity, and confidentiality for IP datagrams. The first two
are attained via Authentication Header (AH) protocol [62],
while Encapsulation Security Payload (ESP) protocol [63] pro-
vides all three security features. IPsec supports two modes of
operation:

o Transport: provides end-to-end communication, e.g.,
client-server communications. Only packet payloads are
encrypted and authenticated in transport mode. Transport
and application layers of packets are secured by a hash,
thus, they can not be modified, e.g., using NAT. NAT-
Traversal (NAT-T) [65] is developed to overcome this
issue.

o Tunnel: typically used between gateways to provide a
secure connection (pipe) between physically separate
networks, e.g., different sites of the same organization.
Tunnel mode also supports secure host-to-gateway com-
munication. An IP packet is encrypted in its entirety and
encapsulated as a datagram with a new outer IP header.
One popular application of tunnel mode is Virtual Private
Networks (VPN) [83].

IPv6 [42] is a newer version of IP developed to overcome
some limitations of IPv4. One of its main new features is
extended 128-bit address space (as opposed to 32 bits in IPv4).
Another departure from IPv4 is lack of in-network fragmen-
tation. Before sending an IP datagram must first discover the
smallest MTU on the path to the destination and fragment

2ICMP is also used for sending control messages, such as routing redirect
for networks and hosts.
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the datagram accordingly. To help with this, the Path MTU
Discovery protocol [85] was designed and implemented. IPv6
also takes into consideration security and privacy by imple-
menting some features similar to [Psec — such as AH and
ESP — as extension headers [1].

In the rest of this paper, we use the term “IP” to refer to
both IPv4 and IPv6, unless otherwise specified.

B. Domain Name System

The purpose of DNS is translation of domain names (e.g.,
those found in URL prefixes) into IP addresses. Domain
names are organized in a hierarchical fashion: a top-level
domain (e.g., “. com”) is followed by many sub-level domains
(e.g., second-level domain “example.com”, and third-level
domain “sub.example.com”). For each domain, DNS
assigns an authoritative name server that stores information of,
and responds to queries for, a specific contiguous portion of
the domain name space, called DNS zone. This information is
contained in Resource Records (RR-s) — basic DNS elements
which are also carried in DNS replies. Moreover, authorita-
tive name servers might delegate authority over sub-domains
to other name servers, thus increasing DNS’s scalability.

A user interacts with DNS by issuing a query to a local
resolver: a process running on the end-user’s device which for-
wards the query to the appropriate name server(s). The resolver
sends a UDP (User Datagram Protocol [100]) packet contain-
ing the query to the DNS server, which is usually located in
the resolver’s local network. The server then checks if it can
reply to the query from its cache. Otherwise, it fetches the
response from other local or remote DNS servers.

DNS queries can be of two types: iterative or recursive. An
iterative query allows a DNS server to return the best answer
to the resolver, based on its local information, i.e., either a
cached RR or an RR belonging to its zone. If the server does
not have an exact match for the queried name, it returns a
referral: a pointer to a DNS server authoritative for a lower
level of the domain namespace. The resolver then queries the
DNS server in the referral which can also reply with a referral.
This process continues until the resolver receives requested
information, or an error is generated. In the recursive query,
DNS servers reply with either the requested RR or an error.
If the DNS server does not have the requested information, it
recursively queries other DNS servers.

Although DNS was originally designed as a static
distributed database, it now allows dynamic records
updates [29], [128] and zone transfers [69]. Also, a recent
proposal envisions DNS as a distributed database to store IP
related information [8]. For instance, [106] proposes storing
IPsec keys related information in DNS records and mapping
them to IP addresses.

The original DNS did not include any security or privacy
features. DNS Security Extensions (DNSSEC) [21] was added
to provide data integrity and origin authentication for DNS
messages. In DNSSEC, RR-s are signed by their authoritative
servers’ keys. The basic mechanism and the query-response
protocol of DNS remain unaltered.
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There have been other attempts to secure DNS, e.g.,
DNSCurve [44]. It provides link-level security between
clients and DNS servers, using elliptic-curve cryptography.
DNSCurve guarantees hop-by-hop query/response confiden-
tiality, authenticity and integrity.

III. NEBULA

Nebula [17]-[19] is a FIA project focused on provid-
ing a secure and cloud-oriented networking infrastructure. Its
architecture is composed of three tiers:

e Network core (NCore) is a collection of routers
and interconnections that provide reliable connectivity
between routers and data centers. NCore is based on
high-performance core routers and rich interconnected
topologies [72].

e Nebula Virtual and Extensible Networking Techniques
(NVENT) represents the control plane of Nebula.
NVENT helps in establishing trustworthy routes based
on policy routing [22] and service naming [94].

o Nebula Data Plane (NDP) is responsible for routing pack-
ets along the paths established by NVENT. To guarantee
confidentiality, availability, and integrity, NDP ensures
that packets for a specific communication can only be
carried when all parties, i.e., end nodes and routers in
between, have agreed to participate.

A. Nebula Network Layer

The original design of Nebula specifies different candi-
date network layer stacks for NDP [19], e.g., ICING [91],
TorIP [73], and Transit-as-a-Service (TaaS) [99]. From this
list, ICING was picked as the most suitable candidate and was
included in the Zodiac Nebula prototype implementation [18].

ICING provides a new primitive, called Path Verification
Mechanism (PVM), which guarantees the following two
properties:

e Path Consent — every entity in a path between two
hosts consents the use of the whole path before the
communication starts.

e Path Compliance — the possibility for each node in a
path between two hosts to verify that a received packet:
(1) follows the approved path; and (2) has been ‘“cor-
rectly” forwarded by all the previous nodes in the path,
i.e., according to a specific pre-established policy.

ICING can be deployed either at the network layer or as an
overlay on top of IP. In the former case, service providers can
deploy ICING nodes as ingress gateways to their networks.
However, in the latter case, ICING nodes may become way-
points, interconnected using IP, providing waypoint-level path
guarantees.

To start communication, a sender must first establish a com-
plete path. Such a path can be provided by DNS with policy
enforcement [91]. Figures 2(a) and 2(b) show how forwarding
works in ICING and a high-level representation of how the
ICING header evolves.

Once a path is selected, the sender requests a Proof of
Consent (PoC;j), for each node j on the path (action @ in
Figure 2(a)). PoCs are cryptographic tokens created by each
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node transit provider, which attest to the provider’s consent to
carry packets along the specified path. Each PoC certifies that
the corresponding network provider consents to (1) the full
path, and (2) a specific policy-based set of local actions (e.g.,
forwarding) to be performed on packets traversing the path.
PoCs are generated by a consent server, which is owned by the
transit provider or acts on its behalf. Such servers share secret
keys with each node (router) in their corresponding providers.
Once all PoCs are received, the path is established and packet
transmission can begin.

Each packet contains a header (shown in Figure 2(b))
including: (1) the path P consisting of all ICING nodes N;
forming it, and, (2) a list of verifiers V;, one per node N; in
the path except the sender. This allows each verifier to prove
that the packet passed through all previous nodes.

A sender builds a packet header as follows:

1) Proof of Provenance (PoP) token, one for each node on

the path (action (2) in Figure 2(b)), is generated using
a PoP key k; shared with the corresponding node j. In
Figure 2(b), PoPs are denoted as PoP; j, where i is the
index of the node generating the PoP and j is the index of
the node for which PoP is generated. Specifically, PoPg ;
is computed by node 0 using k;, path P, and message M
itself.

2) Authenticator A; is computed for each node j using PoC;,
P and M.

3) Verifiers V;, one per node, are computed by XORing the
corresponding A; and PoP; ;.

PoP tokens are used by each node on the path to prove that
downstream nodes have handled the received packets based
on the established policies. When an intermediate node N;
receives a packet, it performs the following actions:

1) Computes the corresponding PoC;.

2) Computes PoP;; using k;, for each downstream node N;.

3) Verifies that the received PoC; and PoP;; match the
two values computed in the previous two steps. If this
verification fails, N; drops the packet.

4) Derives a shared PoP key k;, for each upstream node N,
and computes PoP;; as described above.

5) Modifies the verifiers to include the computed PoP, and
forwards the packet upstream (actions @ and @ in
Figures 2(a) and 2(b)).

The previous steps allow any node to guarantee that all packets
are forwarded by all the consenting nodes while establishing
the path.

B. Nebula Control Plane

The control plane in Nebula is provided by NVENT.
NVENT uses declarative networking [75], [76], and allows
administrators to provide high-level specifications of their
routing policies. NVENT also involves special interfaces,
called service interfaces, that enable service access and specify
the required level of availability. For instance, an emergency
service can request high availability, which can be provided by
multi-path interdomain routing. A distributed resolution ser-
vice is used for discovery of other NVENT services. This
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service is populated by service providers, e.g., NCore data Realm 2 Realm 1

centers [17].

Serval is an implementation of NVENT based on the con-
cept of service-centric networking [53], [86], which decouples
service instances (e.g., Web or email services) from their phys-
ical locations (i.e., IP address and port). Serval introduces
a new layer, the Service Access Layer (SAL), between the
network layer and the transport layer. With Serval, each service
is identified by a servicelD, a unique identifier that applica-
tions use to communicate with the service. In addition, each
local traffic flow, representing a connection between two hosts,
is identified by a unique flowID. The request is handled by
SAL, which uses local control plane policies to map the ser-
vicelD to a service instance. SAL eventually creates a new
SflowID that identifies the established connection. This flowID
is delivered to the destination host during connection setup,
and used by both parties for connection identification. Finally,
SAL routes the packet based on specific control plane rules
contained in its SAL table. For instance, a host application
that wants to connect to a specific service might direct the
first request to a default Serval router (using its IP address).
The SAL of the router then processes the request and take fur-
ther decisions based on its SAL table (e.g., forward to another
router or send directly to a known service instance). Moreover,
Serval does not directly provide clients a way to learn ser-
vicelDs: It simply suggests the use of directory services or
search engines [94].

Figure 3 presents a view of how all Nebula components inte-
grate to allow a user to negotiate a custom end-to-end path to
a specific data center and send the desired packets. First, the
user (either the mobile phone or the laptop in the figure) con-
tacts NVENT to request a path to NCore. NVENT determines
a suitable path that complies with each transit network’s poli-
cies and contacts the corresponding consent servers to obtain
the necessary PoCs. Once the path and all PoCs are deliv-
ered to the user, the latter generates appropriate packet headers
and forwards them, using the NDP forwarders network, to the
nearest NCore router. This router ensures that all header fields
are valid (as described above) and verifies that the negotiated
path has actually been traversed. Once verified, the core router
forwards received packets to the correct data center using its
NCore links.

IV. NAMED-DATA NETWORKING

While IP traffic consists of packets sent between com-
municating end-points, NDN traffic is comprised of explicit

Data
Center

~ -

S~ -

&3 NCore router D

& N\DP forwarder

NVENT Policy-based path discovery
[  NVENT APIs and virtualization

[‘ _ NDP Policy/Consent server

Fig. 3. High-level view of Nebula components integration [17]-[19].

requests for, and responses to, named content objects. NDN is
based on the principle of Content-Centric Networking, where
content, rather than hosts, occupies the central role in the archi-
tecture. NDN is primarily oriented towards efficient large-scale
content distribution. Rather than directly addressing specific
hosts, NDN users (called consumers) request pieces of content
by name. The network is in charge of finding the closest copy
of the content, and delivering it. This decoupling of content
and location allows NDN to efficiently implement multicast,
content replication and fault tolerance.

A. NDN Network Layer

The NDN network layer uses hierarchical structured names
to directly address content. Names are composed of a num-
ber of components, €.g., /ndn/bbc/frontpage/news Wwhere
“/” represents the boundary between two components. Since
names are opaque to the network, they can contain binary or
human-readable components.

To support content distribution, NDN defines two types of
packets: interest and content (the latter is also called data
packet). NDN communication adhered to the pull model, that
is: every content is delivered to consumers only upon explicit
request. Specifically, a consumer issues an inferest packet car-
rying the name of the desired content. The network will then
forward the interest towards the producer.

One important feature of NDN is in-network caching: any
router can store a copy of the content it receives or forwards,
and use it to satisfy subsequent interests. Therefore, an NDN
interest might be satisfied by the actual content producer or
any intermediate router. Along with in-network caching, NDN
introduces another important feature called interest collapsing:
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only the first of multiple closely spaced (and timed) interests
requesting the same content is forwarded by each router.

Each NDN entity (not only routers) maintains the following
three components [132]:

o Content Store (CS) — cache used for content caching and
retrieval. A router’s cache size is determined by local
resource availability. Each router unilaterally determines
what content to cache and for how long. From here on,
we use the terms CS and cache interchangeably.

o Forwarding Interest Base (FIB) — table of name prefixes
and corresponding outgoing interfaces. FIB is used to
route interests based on longest-prefix matching of their
names.

o Pending Interest Table (PIT) — table of outstanding (pend-
ing) interest names and a set of corresponding incoming
interfaces, denoted as arrival-interfaces

When an NDN entity receives an interest, it searches its PIT
to determine whether another interest for the same content is
pending. There are three possible outcomes:

1) If a PIT entry for the same name exists, and the arrival
interface of the present interest is already in arrival-
interfaces, the interest is discarded.

2) If a PIT entry for the same name exists, yet the arrival
interface is new, the router appends the new incoming
interface to arrival-interfaces, and the interest is not
forwarded further.

3) Otherwise, the router looks up its cache for a matching
content. If it succeeds, the cached content is returned and
no new PIT entry is needed. Conversely, if no matching
content is found, the router creates a new PIT entry and
forwards the interest using its FIB.

Upon receipt of the interest, the producer, or an intermediate
router, responds with a matching content, thus satisfying the
interest. The content is then forwarded towards the consumer,
traversing the reverse path of the preceding interest. Each
router on the path flushes the corresponding PIT entry and for-
wards the content out on all interfaces specified by that entry.
If a content is received by a router with no prior matching
interest, the content is considered unsolicited and is discarded.
Since no additional information is needed to deliver content,
interests do not carry any form of source addresses.

The last component at the end of content name can carry
an implicit digest (hash) component of the content that is
recomputed at every hop. This effectively provides each con-
tent with a unique name. Names carrying such digest forms
what is called as Self-Certifying Names (SCNs). If an interest
is issued using SCN, the retrieved content is guaranteed, due
to longest-prefix matching, to be the same content requested
by the consumer. However, in most cases, the hash component
is not present in interest packets, since NDN does not provide
any secure mechanism to learn a content hash a priori.

Apart from the name, content packets carry a Signature
generated by the content producer and covering the entire
content. For this reason, each producer is required to have
at least one public key, represented as a bona fide named
content object. Other notable fields in content packets are:
the Payload containing the actual data of the content and
the ContentType defining the type of the content, e.g.,
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data or key. Other important fields in interest packets are: the
KeyLocator which references to the public key required
to verify the signature, and the InterestLifetime which
specifies the lifetime of an interest before it expires (and its
corresponding PIT entry is flushed).

Similar to IP, fragmentation of NDN packets can not be
avoided. The fact that names can grow arbitrary long might
cause interests length to span beyond some link MTU values.
In this case, fragmentation must occur. However, since FIB
forwarding is based on the availability of the entire name,
reassembling of fragmented interests at every hop is a must.
Furthermore, interest collapsing can cause content objects
to be fragmented (or even re-fragmented) by routers [49].
The question remains to whether to perform a hop-by-hop
reassembly [12], or cut-through processing of content frag-
ments [49]. Regardless of its claimed benefits, it is trivial to
see that hop-by-hop reassembly incurs unnecessary overhead
and end-to-end latency.

Not all interests result in content being returned. If an
interest encounters either: (1) a router that can not forward
it further or (2) a producer that has no matching content, no
error is generated. PIT entries in intervening routers simply
expire when no matching content is received. In such case,
the consumer can choose to re-issue the same interest after a
timeout.

B. NDNS Distributed Database

Since content can be addressed using human-readable
names, NDN in principle does not require a resolution ser-
vice that translate user-friendly names into network addresses.
However, as discussed in [11], a distributed database simi-
lar to DNS, if existed, provides several benefits to the NDN
architecture:

o Cryptographic credential management: Since each data
packet is required to be signed, a distributed database is
optimal to store and serve security information (e.g., keys
and certificates) for namespaces.

« Namespace regulation in the global routing: Similar to
the ROVER project [48], a DNS-like service can store
information that certifies the authorization of ASes to
announce a particular prefix in the global routing.

o Scaling NDN routing: The fact that NDN names can
be arbitrary long renders the namespace infinitely large.
This exceeds the number of possible routable IP prefixes.
Therefore, a DNS-like service can be used to implement
a Map-n-encap solution to increase scalability in NDN
routing [13].

Two distributed database systems that resemble the DNS
design, KRS and NDNS, are proposed in [11] and [79], respec-
tively. These two proposals adopt a similar design and provide
the same features. In the rest of this paper we use NDNS to
refer to such a distributed system.

Similar to domain names in DNS, NDNS organizes names-
paces in a hierarchical set of zones and assigns replicated
authoritative servers for each of them. NDNS queries are
expressed via interest, in which, names carry all query’s nec-
essary information. NDNS responses are carried in content
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objects where their payloads contain the information requested
by the corresponding query.

NDNS reflects many of the DNS protocol machinery: a
resolver issues an iterative or recursive query to a local NDNS
server. In case of iterative query, the server can reply with
the answer (if known), a referral, or a negative response. In
case of recursive query, if the NDNS server does not know
the answer, it recursively queries another NDNS server until
it receives an answer (i.e., the requested data or a negative
response). Moreover, secure dynamic updates are provided as
in DNS [126].

Figure 4 shows the basic dynamics of NDN naming resolu-
tion and forwarding. Consumer 1 retrieves a routable content
name from NDNS (Step @ in Figure 4), then issues an
interest, which is routed to its Producer (Step (2) in Figure 4).
The Producer, then responds with a data packet matching
the interest, which is routed back to Consumer 1 on the
reverse path (Step @ in Figure 4). Subsequent interests for
the same data packet (Step @ in Figure 4) may be satisfied
by intermediate network caches (Step @ in Figure 4).

V. MOBILITYFIRST

MobilityFirst (MF) architecture aims to overcome the inef-
ficiencies and limitations of today’s Internet due to mobility.
It focuses on scenarios where wireless connections are ubiqui-
tous and pervasive. To this end, MF has been designed around
the concepts of mobility and trustworthiness. All endpoints
must be able to seamlessly switch network connection, and
the network must be resilient to compromised endpoints and
routers.

MF treats principals — devices, content, interfaces, services,
human end-users, or a collection of identifiers — as primary
addressable network entities. To promote mobility, the (con-
stant) identity of a principal and its (dynamic) network loca-
tion are strictly separated. This requires a distributed Global
Name Service (GNS) to bind principal identities to network
addresses. Furthermore, identity and network address separa-
tion: (1) facilitates service implementation and deployment;
and (2) supports designing routing protocols that overcome
link fluctuation and disconnections [93].

We now briefly describe MF’s network layer and its GNS.
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A. Network Layer

Two types of identifiers are used to differentiate between
principal identities and their physical locations.

o Global Unique Identifier (GUID): a flat self-certifying
identifier that uniquely identifies a principal. GUIDs can
be generated using multiple methods depending on the
provided service type. For instance, they can be derived
from the public key of a host or a service principal or the
hash of a content principal. For the sake of usability, a
human readable name can be assigned to a principal and
later resolved (by GNS) to the corresponding GUID.

o Network Address (NA): a flat address that identifies
a network to which a particular principal (GUID) is
connected. MF networks are equivalent to ASes on
today’s Internet. NAs can be used to identify finer-
grained networks such as subnets or organizations. In
cases where principals are connected to multiple networks
(e.g., using 3G and WiFi simultaneously), multiple NAs
can correspond to the same principal.

As a consequence of this addressing scheme, MF defines a
new packet type called Packet Data Unit (PDU). PDUs contain
source and destination GUIDs, lists of source and destination
NAs, payload, and other control fields.

Figure 5 shows a simplified architecture of MF, and regis-
tration and mobility handling. When connecting to a network
with network address NA1 (Step @ in Figure 5), a MF host
first registers itself at GNS under a specific GUID (Step (2) in
Figure 5). When such host moves into a different network and
obtains address NA2 (Step (3) in Figure 5), it updates GNS
database to reflect its new location (Step @ in Figure 5).

In order to communicate with a specific GUID, endpoints
need to query GNS to obtain the corresponding NA. The
retrieved tuple (GUID, NA) is then carried in the PDU header
as a routable destination identifier. PDUs are first delivered to
their corresponding destination NAs (using inter-domain rout-
ing), and then to the destination GUIDs (using intra-domain
routing). In case of delivery failure, the packet is stored inside
the network (in routers) and GNS is periodically queried for
a new or updated GUID-NA mapping.

Multihoming, anycast, and multicast are supported by
multicast GUIDs (MIDs). MID has the same format as a regu-
lar GUID, except its resolution results in a set of NAs (instead
of, at most, one). Technically, GNS associates one MID with
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several GUIDs (the ones belonging to the multicast group).
Resolving all of them results in one or more elements of the
output NAs set.

MF can also support content distribution networks. In this

case, GUIDs are composed of two parts:

« Content GUID (CID): uniquely identifies the content and
is generated by computing the hash of the corresponding
content.

« Publisher GUID (PID): points to the network entity pro-
viding the content. Such an entity can be the actual
content provider, or a third-party content repository.

A router may be equipped with a cache. This opportunistic
caching feature facilitates content distribution at the network
layer by reducing end-to-end latency and bandwidth consump-
tion. Moreover, MF exploits in-network caching to implement
a per-segment (i.e., a continuous set of links with caching
routers at each end) reliable chunk (few hundred of megabytes)
transfer. Each chunk is fragmented and transmitted according
to the segment MTU. Then, the caching router at the other
end assembles the entire chunk and stores it. In case of trans-
ferring failure, caching routers can re-transmit a chunk via the
same, or even a different, path.

B. Global Name Service

GNS is an essential part of the MF architecture. Its main
task is to map endpoint identifiers (GUIDs or human readable
names) to a set of attributes including the endpoint network
address. GNS relies on the following two services:

o Name Certification Service (NCS): is equivalent to a
Certificate Authority (CA). Its purpose is to (1) assign
GUIDs to human-readable names and (2) attest this map-
ping by generating certificates. MF allows multiple NCSs
without a global root of trust. Moreover, if GUID space is
large enough, the need for coordination between different
NCSs is eliminated.

e Global Name Resolution Service (GNRS): a distributed
naming service similar to Domain Name System (DNS)
that stores the mapping between GUIDs and NAs [74],
[89], [125].> Two GNRS implementations are evalu-
ated: (1) a distributed hash table maintained among all
ASes of the Internet (DMap [127]), and (2) a num-
ber of replica-controllers that migrate data (GUID-NA
mappings) between a variable number of active replicas
(Auspice [111]).

Regardless of its implementation, GNRS clients interact with
the service by issuing the following requests to the GNRS
resolver:

e insert: register a new GUID-NA mapping when a
principal joins the network.

« update: keep the GUID-NA mapping up-to-date when
the corresponding principal migrates to a new network
location.

« query: retrieve the list of NAs associated with a specific
GUID.

3GNRS is the actual GNS service that is responsible for maintaining GUID-
NA mappings.
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In [74], a secure version of the above three GNRS request
types is proposed. The secure insert and update requests
adopt a two-step approach to check validity of a GUID-NA
mapping. Four network entities are involved in this process:
(1) the user issuing the new GUID-NA mapping, (2) the local
router to which the user is connected, (3) the border gate-
way router that connects the user’s AS to the rest of the
Internet, and (4) the DHCP server which assigns the user’s
address.

The user generates and signs the request containing the
GUID-NA mapping. Local and border routers are in charge of
verifying validity of the announced mapping. This is achieved
by verifying that the announced NA is the network connected
to the user (and the local router), and querying the DHCP
server to ensure that the returned NA corresponds to the
announced GUID. If the NA matches the one contained in
the update or the insert request, the mapping is accepted
and added or updated in the GNRS table.

In the secure query request, the protocol involves three
entities: the user, the border gateway, and GNRS. The user
issues an authenticated request and the border router checks its
validity. The router then forwards the request to the appropriate
GNRS replica. On receipt, the GNRS satisfies the request with
a signed GUID-NA mapping response.

There are several differences [111] between GNRS and
DNS [88]. First, GNRS does not restrict the structure of the
names, while DNS only supports hierarchical names. Second,
scalability of GNRS does not rely on TTL-based caching,
which has been proven to be ineffective in the presence of high
mobility. Third, GNRS does not statically give the authority
to a replicated server for a specific set of names. Active and
on-demand replication reduce reliance on passive caching and
ensure that mapping replicas are always accessible close to
clients.

VI. EXPRESSIVE INTERNET ARCHITECTURE

eXpressive Internet Architecture (XIA) is another research
effort aiming to design a new architecture. XIA is based on
three types of principals. Host-centric networking can support
end-to-end communication, such as video conferencing and
file sharing. Service-centric networking allows users to access
various network services such as printing and data storage
services. Meanwhile, content-centric networking can support
Web browsing and content distribution. However, XIA’s design
is extensible in that it can adaptively provide network evolution
and support any new principal type that might emerge in the
future.

A core architectural property of XIA is intrinsic security
of all principals. Any entity should be able to authenticate
the principal it is communicating with, without trusted third
parties. This can be achieved by binding one or more security
properties with principal names. For instance, using the hash
of a service (or a host) public key as its name allows entities to
verify that they are communicating with the desired principal.
Similarly, binding content with its name can be achieved using
the hash of the content as its name, allowing users to verify
the integrity of a requested content.
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XIA defines three main design requirements:

1) All network entities must be capable of clearly express-
ing their intent. This is achieved by designing the
network to be principal-centric and allowing in-network
optimization. Routers can perform principal-specific
operations when receiving, processing, and forwarding
packets.

2) The network must be able to adapt to new types of
principals. This is essential to support network evolution.

3) Principal identifiers must be intrinsically secure. This
depends on the principal type, e.g., authenticating hosts
in host-centric networking is different than verifying
content integrity in content-centric networking.

Principal identifiers are denoted as XID, where X defines the
type of principle. For instance, HID identifies a host, SID a
service, NID a network, and CID a content.

A. Expressive Internet Protocol

In order to comply with the aforementioned requirements,
eXpressive Internet Protocol (XIP) is designed. XIP defines
packet format, addressing schemes, and behavior of all nodes
while processing incoming and outgoing packets from/to var-
ious principal types. One of the main features of the XIP
addressing scheme is flexibility of defining multiple (fallback)
paths to destinations. This prevents downtime and service
interruption, especially while gradually deploying new princi-
pal types. An XIP address is a directed acyclic graph (DAG)
with several properties:

o Each address is a single connected component.

o Each DAG starts with an untyped entry node and ends
with one or multiple “sink” nodes. Thus, each node in
the address graph has a unique XID except for the entry
node.

« Edges define next hops in the path.

« Multiple outgoing edges of a single node are processed
in the order they are listed.

o Out-degree of each node is upper bounded to restrict
performance overhead.

Using DAGs as a basis for XIP addresses allows applications
to build several “styles” of addresses, such as:

o Shortcut routing — this style, shown in Figure 6(a) is best
suitable for requesting content principal. Each node has
a direct edge to the destination principal CID;, which
enables in-network caching. If a node does not have the
content cached, the fallback path is processed and the
packet is forwarded to the next hop.

e Binding — some services require that communication is
bound to a specific source or destination. For instance, a
service hosted in multiple geographical locations. Users
can establish a session with the closest host provid-
ing this service. Then, all further communications must
be directed to this particular host. Figure 6(b) shows
an example of this addressing style. The first packet is
destined to SIDjq, i.e., the closest host, while the sec-
ond packet is destined to SID; provided by a specific
host HID;.

o Infrastructure evolution — as mentioned above, XIA sup-
ports gradual network evolution for emerging principal
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types using fallback paths. Figure 6(c) shows an exam-
ple of this style. Assume that NID; is gradually deploying
service SIDy. All NID; routers that are not yet updated to
recognize and process SID; use the fallback path through
HID; and HID;.

o Source routing — Figure 6(d) gives an example of this
addressing style, in which the source routes the packet to
the destination through a third party domain and service,
NID, and SID,, respectively.

e Multiple paths — this supports recovery from link failures.
An example of this style is shown in Figure 6(e).

Figure 7 shows a high level overview of an XIA router. Its
modular design allows efficient multi-principal processing and
supports network evolution. Each router contains two main
XID-specific processing modules:

o Source XID-specific processing: necessary for certain
XID types. For instance, in case of a reply to a CID
request, the “CID processing” unit can implement in-
network content caching.

e Next Destination XID-specific processing: invoked by
the Next Destination XID-specific Classifier which deter-
mines the appropriate forwarding action. Similar to
source processing, this module consists of several units
that carry on XID-specific operations right before for-
warding the packet.

If all outgoing DAG edges of a node lead to unrecognizable
XIDs, the packet is dropped and an unreachable destination
error is generated. It is the responsibility of user applica-
tions to provide appropriate fallback paths to avoid forwarding
failures at any router. Usually fallback paths are built using
well-supported principals, e.g., HID and NID.

B. Principals

As mentioned above, principals in XIA support emerg-
ing communication paradigm on the current Internet. When
introducing a new principal, the following issues arise:

o What does it mean to communicate with a principal of

this type?

o How is the principal’s unique XID generated and how
does it map to intrinsic security properties?

o What are the source and next destination XID-specific
processing actions that routers should perform and how
can such actions be implemented?

We now describe several principal types and discuss their
addressing schemes, in-router processing behaviors, and secu-
rity properties.

1) Network and Host: Network and host principal iden-
tifiers are denoted as NID and HID, respectively. They are
generated by using the public key hash of the network or the
host. Unlike hosts on current Internet, each XIA host has a
unique HID regardless of the interface it is communicating
through. This feature helps support host mobility. In order to
support fallback paths, all XIA routers should implement NID
and HID processing modules.

As mentioned above, the fact that the network and
host addresses are derived from their corresponding pub-
lic keys allows users to verify the identity of entities
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with whom they are communicating. Furthermore, this VII.

security requirement helps defend against address spoof-

ing, Denial of Service (DoS), and cache poisoning
attacks.
2) Service: Services in XIA represent applications in

today’s Internet. Users communicating with a service SID can
use a destination address of the form NID:HID:SID. In today’s
terminology, this is analogous to sending a packet to a spe-
cific host in a specific network and indicating the associated
protocol and port number.

Since different services might require different specialized
processing, implementing in-router source and next destination
processing modules is a challenge. Therefore, routers are only
required to perform default processing, routing, and forward-
ing of SID packets. All other specialized processing should be
handled by end-nodes.

SIDs are generated by computing the hash of the service
public key. This inherits security properties similar to NIDs
and HIDs.

3) Content Principals: This principal type signifies user’s
intent to retrieve content. Packets carrying content identifiers
(CID) as destination addresses will be routed all the way to
the node hosting the content. Routers can use a cached ver-
sion of the content as a reply to such packets. As mentioned
above, caching is implemented by routers source XID-specific
processing module.

CIDs are generated based on the cryptographic hash of
the content they address. This binds the content to its name,
forming a self-certifying name.

NETWORK-LAYER SECURITY AND PRIVACY

As mentioned earlier, security and privacy by design is one
of the key NSF-stipulated guidelines for all FIA projects. In
this section, we provide a comparison between the security and
privacy features offered at the network layer of each architec-
ture introduced above, and compare them with IP/IPsec. We
consider the following security and privacy features, which we
consider to be essential [112].

o Trust: confidence (sometimes based on inconclusive evi-
dence) (1) that an entity will behave as expected; and (2)
that a content comes from a trusted source.

o Data origin authentication: corroboration that the source
of the received data is as claimed.

o Peer entity authentication: corroboration that a peer entity
in an association is the one claimed.

o Data integrity: assurance that data has not been tampered
with, in any (unauthorized or accidental) manner.

o Authorization and access control: respectively: (1) a
secure means for an entity to access (e.g., read, write,
delete) some resource, and (2) protection of a resource
against unauthorized access.

o Accountability: assurance that all actions can be securely
traced to their source(s).

o Availability: accessibility and usability of a resource upon
demand by an authorized entity.

e Data confidentiality: unavailability of data to unautho-
rized entities.

o Traffic flow confidentiality: a set of countermeasures to
traffic analysis.
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o Anonymous communication: inability to determine iden-
tities of communicating entities.
We consider the last three as instrumental to privacy at the
network layer. In the rest of this section, we discuss each
feature separately. Tables I and II summarize our comparison
on security and privacy features, respectively.

A. Trust

IPsec defines trust as a one-way relationship between two
or more entities (hosts or networks). This relationship is
captured by a Security Association (SA). An SA can be
viewed as a “contract” between the peers. It describes security
services and contains security information needed to protect
communication.

Entities involved in secure communication in IPsec establish
SAs via the ISAKMP* [84] protocol and exchange necessary
cryptographic material using the Internet Key Exchange (IKE)
protocol [32]. Host authentication in ISAKMP and IKE can
be achieved via either digital signatures, or pre-shared keys.
Digital signatures require the use of certificates to bind entity
identifiers to public keys. This implies the existence of a CA
to create, revoke, and distribute certificates.

Nebula’s ICING-based network layer defines trust orthog-
onally to IPsec: between a host and all nodes forwarding
its packets. As described in Section III, a host agrees on a
“contract” with the network providers carrying its data (i.e.,
the path negotiated using NVENT) to specify the operation
executed at each hop. Such contracts are cryptographically
enforced. ICING assumes mutual trust between forwarding
nodes and consent servers that are responsible for creating
PoC tokens. Therefore, this notion of trust does not require
any PKI [91]. However, ICING does not provide an end-to-
end definition of trust, which can be added by adopting an
IPsec-like approach.

Unlike IP, the notion of trust in NDN is directly associated
with contents and not with hosts and networks. Trust in con-
tent can be expressed at different levels of granularity: from
a single content object to an entire namespace. Recall that a
content object is signed by its producer, which allows anyone
to verify its origin and authenticity. Origin refers to the con-
tent producer and not to any entity that might store a copy of
that content. To authenticate a content and its origin, its sig-
nature must be verified. This requires the verifier to retrieve,
and establish trust in, the corresponding public key.> However,
network-layer trust management is unspecified and relegated
to individual applications. A detailed discussion of this topic
can be found in [51].

MF places trust in the principal. Depending on the princi-
pal type, trust may be established with: (1) hosts, similar to
IPsec, (2) content, similar to NDN, and (3) centralized or dis-
tributed services. Trust semantics in XIA also vary depending
on the principal type. However, the intrinsic security feature
of these principals (described in Section VI) increases trust-
worthiness of end-to-end communication and content retrieval.

4ISAKMP: Internet Security Association and Key Management Protocol.

SPublic keys in NDN are distributed as special content objects with type
KEY. An object of this type is signed by its issuer, i.e., a CA.
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For instance, ensuring that a content hash matches its identifier
allows receivers (and caching routers) to trust that content.

As shown in Section VI, an XIA address consists of a
DAG containing a (partial) path to the destination. To pro-
vide trusted path selection for host-to-host communication,
SCION is integrated with XIA [92]. SCION [133] is an archi-
tecture that provides control and isolation for secure and highly
available end-to-end communication. The network is divided
into multiple trust domains consisting of several Autonomous
Systems (ASes) that trust each other. Each domain has a
trusted root AS responsible for relaying packets to and from
other domains. Roots initiate path establishment to all hosts in
their domains based on local policies and available bandwidth.
This process results in constructing a path between each host
and its domain root. Whenever two XIA hosts, in different
domains, want to communicate, the two half paths (from each
host to its domain root) are combined to establish a complete
end-to-end path. Such path is trusted since it is created by the
trusted roots of each domain.

B. Data Origin Authentication

IP (IPv4 in particular) does not provide any form of authen-
tication. A separate add-on method, IPsec, provides entity
authentication via AH and ESP protocols.® In transport mode,
two hosts securely negotiate a shared secret key. This key
is later used to generate a Message Authentication Code
(MAC) [68] for each packet. Successful MAC verification
ensures authenticity of received packets and their origin. In
case of gateway-to-gateway communication, gateways can
only verify that the received data originated by any (not a
specific) host connected to the network at the other end of the
tunnel. In host-to-gateway communication, the gateway can
actually verify that the data originated by the involved host,
while the latter can only verify that received data is origi-
nated by the network located behind the gateway. This partial
authentication opens the door for insider attacks.

Nebula’s ICING-based network layer does not directly
provide data origin authentication, which is delegated to
applications.

NDN provides data origin authentication via content signa-
tures. Before consuming content, consumers are required to
verify its signature [132]. However, this operation is optional
for routers because signature verification is an expensive oper-
ation at line speed and comprehensive trust management is not
viable at the network layer. Even if we assume that routers
know all possible application trust models, establishing trust
in content is complicated and expensive. For instance, travers-
ing a PKI hierarchy requires routers to fetch and verify public
key certificates until a trusted anchor is reached.

On the other hand, NDN interests can optionally be authen-
ticated using digital signature [3]. In a signed interest, the last
component of the name carries a signature computed by the
consumer. In case the interest carries a small payload,’ the

6Recall that IPv6 implements both AH and ESP as extension headers.

7An interest can carry a small payload to minimize delay in a communi-
cations (e.g., 0.5 RTT rather than 1 RTT to retrieve the data), as well as to
support push-model communication of small data that fits in a single packet.
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TABLE I

NETWORK SECURITY FEATURES COMPARISON
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IP/TPsec Nebula NDN MF XIA
Trusted Model Hierarchical. Hierarchical. Hierarchical. Hierarchical. Distributed.
2 Trusted Entity Host. Forwarding nodes. Content. Host, Content, Service. Host, Content, Service.
E
Trust Management PKI + certificates, shared | PoC tokens. Certificates. Distributed architecture | Undefined.
keys. + certificates.
Coverage Gateway-to-Gateway, None. Producer-to-Consumer. None. None.
= Host-to-Gateway.
5
<
En Type of packet Every that belongs to an None. Content, Interest if | None. None.
b= IPsec SA. signed.
=}
&
é‘i Mechanism HMAC. None. Signature. None. None.
Authenticated Host, Gateway. Consent Server. None. None. None.
= Entity
Z
i Mechanism Signature, Shared key. PoC. None. None. None.
g
Coverage Gateway-to-Gateway, Host-to-Forwarding Producer/Cache-to- Producer/Cache-to- Producer/Cache-to-
Host-to-Gateway. nodes. Consumer. Consumer. Consumer.
&
E‘] Type of packet Every. Every. Content, Interest if | Content. Content.
2 signed.
]
=
Mechanism IPsec tunnel + HMAC. Hash. Signature. Hash. Hash.

Enforced on

Router, Host.

Consent Server.

Router, Producer.

Router, Host.

Router, Host.

IP routers.

on routers.

=
]
S
o
2
@
1
<9
; Mechanism ACL. ACL. ACL, Encryption. ACL. ACL.
N
E
<
= Entity accounted Host. Host. Producer, Consumer. None. None.
3
3
EE
2 Mechanism Egress Filter on router, Path Consent. Signature in Content or None. None.
<8 IPsec channel. Interest packets.
Bandwidth No architectural design Path consent can block Pull model prevents No architectural design No architectural design
Depletion Attacks countermeasures attacks. Consent Servers flooding with content. countermeasures. countermeasures.
are Single Point Of Fail- Weak to interest
ure. flooding.
Routers  Resource Weak to fragmentation Weak to attack targeting Weak to Interest Flood- None. None.
Exhaustionn attack on NAT-enabled | path consent verification | ing attack on PIT.

Cache-Related  At-
tacks

Availability

None.

None.

Weak to Content poi-
soning. IKB rules as
countermeasure to con-
tent poisoning. Weak to
cache pollution.

SCN as countermeasure
to Content poisoning.
Weak to cache pollution.

SCN as countermeasure
to Content poisoning.
Weak to cache pollution.

signature will authenticate the consumer generating it, thus
providing data origin authentication for interest payload.

MF and XIA do not provide any data origin authentication
at the network layer.

C. Peer Entity Authentication

IPsec provides peer entity authentication during SA estab-
lishment of a secure communication. ISAKMP and IKE, the

IPsec’s protocols used to establish SAs, can achieve peer
entity authentication using digital signature or pre-shared key.
Digital signatures requires the use of certificates, which bind
entity identities to their public keys. The use of certificates
implies the existence of a trusted third party or a CA to
create, sign and properly distribute certificates. Pre-shared
keys on the other hand requires the communicating parties
to agree on the shared secret key before communication
begins.
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TABLE II
NETWORK PRIVACY FEATURES COMPARISON

IP/TPsec Nebula NDN MF XIA
Coverage Gateway-to-Gateway, Host-to-Host. Producer-to-Consumer. Host-to-Host. Host-to-Host.
ﬂa’ Host-to-Gateway.
S
Q
s Mechanism IPsec ESP header (pay- ICING + end-to-end en- Payload encryption. End-to-end encryption. End-to-end encryption.
E load encryption). cryption. Human-readable  name
might leak information.

- Coverage Gateway-to-Gateway, None. Producer-to-Consumer. None. None.
3 Host-to-Gateway.

z
&

o Mechanism Padding (no mandatory None. None. None. None.
% on IPsec specification).
&

. Level of anonymity Partial using IPsec in None. Partial, consumer has no | None. None.
S tunnel mode. address. Router’s state

S can be used to de-

2 anonymize consumers.

g Additional Mecha- Tor. TorlIP. Andana. Tor. Tor.
z nism to achieve full

B anonymity
<

In Nebula, ICING allows a sender to authenticate the enti-
ties issuing the necessary cryptographic tokens, i.e., PoCs.
However, ICING design does not specify how PoCs are
retrieved, nor does it specify how entities are authenti-
cated [91].

At its current state, NDN does not provide peer entity
authentication for consumers and producers. However, in case
the authentication of one or both entities is necessary, appli-
cations can exploit some features provided by the network
layer. Considering consumers, signed interests can facilitate
their authentication. Whereas for producers, content signature
can ensure that the content is generated by the expected pro-
ducer. Moreover, if interests must be satisfied by producers
only (and not in-network caches), they should carry unique
names that avoid cache hits and guarantee their delivery to
corresponding producers.

Similar to NDN, MF and XIA do not provide peer entity
authentication. However, the usage of self-certifying identities
as principal identifiers facilitates entity authentication. Recall
that for host, network, and service principals, identifiers are
generated by computing the hash of the public key asso-
ciated with these principals. Therefore, entity authentication
can be achieved by ensuring that such principal identifiers
match their keys. Peer authentication for content principals
can be achieved similar to NDN since such principals are
self-authenticating. Neither MF nor XIA provides a secure
mechanism for securely retrieving content identifiers.

D. Data Integrity

Although IPv4 header contains the Header Checksum field
that provides transmission error detection (a form of integrity
check), it does not prevent packet manipulation. In fact, both
versions of IP, introduced in Section II-A, completely dele-
gate integrity to IPsec AH and ESP protocols. Specifically, the
HMAC values in these protocol headers are used to achieve
integrity. Depending on the IPsec mode used, host-to-host,

gateway-to-gateway, or host-to-gateway integrity guarantees
can be provided by both AH and ESP protocols. However,
AH provides integrity for the entire packet (except for mutable
fields), while ESP guarantees packet headers integrity only.

Each packet in Nebula carries a sequence of cryptographic
verifiers V;, one for each hop on the path (see Section III-A
for details). The packet hash is used as part of V;’s calcula-
tion. Therefore, ICING guarantees that neither the packet nor
the path can be modified. Also, ICING is recommended only
at domain gateways [91]. Thus, integrity can only be guaran-
teed by border routers. Within domains, such guarantees are
deferred to either the network-layer protocol or the application.

The way NDN provides integrity is through content signa-
ture. By verifying this signature, consumers and routers can
always detect malicious manipulation. However, when content
is requested using SCNs, data integrity is achieved by com-
paring the content hash to the last name component of its
name. Furthermore, only signed interests can provide interest
integrity.

In both MF and XIA, integrity is only available for content
principal types. This is again due to the fact that such a prin-
cipal identifier is generated based on the content hash itself.
Whenever a content is received, its hash is compared with its
identifier to ensure content integrity. For other principal types,
MF and XIA defer integrity guarantees to the application.

E. Authorization and Access Control

Access control in IP is achieved by restricting access based
on source and destination addresses. This is implemented using
Access Control Lists (ACLs) [31], which contain a set of rules
that grant or deny access to network resources. When imple-
mented in routers, ACLs specify whether a received packet
will be forwarded further to the next hop, or simply getting
dropped. Whereas host ACLs are used to decide whether to
forward packets up the stack towards the application. Since IP
does not natively provide packet integrity, address spoofing can
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be used to circumvent ACL rules. Employing IPsec, however,
prevents such actions.

In Nebula, paths must be established before communica-
tion begins, i.e., clients must obtain required PoC tokens.
Therefore, access control can be implemented by the consent
server granting or denying PoC requests. Traffic sent without
valid PoC tokens can be easily detected and dropped.

Unlike IP, enforcing access control in NDN should be done
based on content and not network entities. Although not imple-
mented in practice, ACLs can still be used to implement access
control. In this case, rules are applied on interest messages
and content objects based on the names they carry. Longest-
prefix can also be employed to grant or restrict access to entire
namespaces. Due to the fact that NDN interests do not carry
source addresses, access control on the consumer granularity
can only be achieved in cases where interests are signed or
carry some form of consumer identity [50].

One way of providing access control in NDN is by using
encryption. Producers can encrypt their content and dissemi-
nate decryption keys to authorized consumers only. Such keys
can be encapsulated in content objects and should not be
cached. One drawback of this approach is that it requires
consumers to issue at least two interests for each content
(one to request the content itself and one to request the
corresponding key).

Since MF and XIA can support different principal types,
they facilitate the combination of both NDN- and IP-based
access control schemes. For content principals, access control
is done at the content granularity, similar to NDN, e.g., content
is encrypted using keys disseminated to only authorized users.
For all other principal types, ACLs can restrict access to hosts
and other network services.

F. Accountability

One of the main problems in IP is accountability. In fact, IP
is subject to source address spoofing that lead to the inability
of tracing back the entity responsible for a particular action.
A simple countermeasure against IP spoofing requires ASes to
implement egress filtering and ensure that all outgoing traffic
carries source addresses owned by these ASes. IPsec guaran-
tees peer entity authentication when establishing SAs between
hosts. Thus, accountability can be achieved.

Nebula provides accountability through path establishment.
All routers on a path consent to use the whole path before the
communication begins. Moreover, the fact that these routers
pre-agree on performing a specific set of actions on each
packet passing through allows the detection of any malicious
activities.

NDN provides full accountability of producers. Since every
content is signed by its producer, tracing the producer respon-
sible for generating content is a trivial task. However, account-
ability can not be provided if content is served from router
caches. Consumers accountability, on the other hand, can only
be achieved when they issue signed interests, or include their
identities in the interests themselves. Otherwise, accountability
can not be provided.

Both MF and XIA do not provide accountability at the
network layer. However, signing requests and responses can
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provide this feature in a similar fashion to NDN, especially
for content principals. Also, IPsec-similar techniques can be
employed to provide accountability for other principal types.

G. Availability

Denial-of-Service (DoS) and Distributed Denial-of-Service
(DDoS) are well- known attacks on availability. In the fol-
lowing, we discuss DoS and DDoS attacks on the network
layers of current and future Internet architectures discussed
above. We also discuss new (and possibly more serious) types
of attacks triggered by the new architectures. We specifically
exclude availability issues that arise due to network miscon-
figurations, disasters, hardware/software faults, or any other
causes that are not a direct consequence of an attack.

Bandwidth Depletion Attacks. The current Internet is sus-
ceptible to bandwidth depletion attacks [116] that aim to
exhaust bandwidth of a specific link. These attacks can be
conducted in two ways: (1) distributed — with packets sent at
a relatively low rate by each attack source, or (2) centralized
— a single powerful adversary flooding the target link at a high
rate. Due to today’s high bandwidth allocation and redundancy,
the latter are harder to perform.

Several mitigation and prevention techniques have
been proposed and implemented. Examples include:
(1) tracing malicious traffic back to the source of the
attack [25], [108], [113], (2) distinguishing between legitimate
and malicious traffic [20], [129], (3) using puzzles to increase
the cost for bandwidth consumption [40], [60], and (4) rate-
limiting traffic that causes congestion [59], [80], [118].
However, none of the above is a panacea.

Bandwidth depletion at the data plane is harder to mount
in Nebula, since senders (potential adversaries) must obtain
consent of all nodes on a path before sending packets. Thus,
unauthorized packets are dropped by adversary-facing routers.
Unfortunately, this only shifts the attack focus from the
network layer to consent servers: a single consent server might
be responsible for numerous routers in its domain. Thus, low-
ering the former’s ability to issue PoCs can effectively disable
all routers in the domain.

NDN is more resilient to bandwidth depletion attacks as
compared to IP counterpart. Recall that NDN communication
adheres to the pull model, i.e., content is forwarded only in
response to a prior interest. This prevents adversaries from
flooding the network with unsolicited content. However, an
adversary can still flood the network with a large number of
interests.

Since MF and XIA use a communication model similar
to IP, both are susceptible to bandwidth depletion attacks.
Countermeasures similar to those applicable to IP can be
adopted. However, as mentioned above they can only lower,
not eliminate, the impact of such attacks.

The work in [96] suggested integrating STRIDE into XIA to
protect against DoS attacks. STRIDE [58] is an architecture
resilient to bandwidth depletion (D)DoS attacks. It modifies
SCION path establishment to perform tree-based bandwidth
allocation. Whenever a trusted domain root initiates the path
establishment process, bandwidth is allocated as the path is
branching out as a tree from that root. This guarantees required
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bandwidth for benign flows. STRIDE also supports long-term
static paths to provide high available connectivity.

Routers Resource Exhaustion. Exhausting router
resources is another usual DoS and DDoS attack goal. For
example, a NAT-enabled IP router might assemble fragments
and, at any given time, might maintain multiple reassembly
buffers. Each IP packet fragment includes a 16-bit field
indicating the original packet size. An attack can involve
sending a single fragment with a very large original packet
size. This forces the target router to allocate a new buffer and
wait for remaining fragments, which will never arrive.

Other types of attacks might be computational in nature.
In Nebula, an adversary can generate numerous packets forc-
ing a router to perform all verification operations described in
Section III. Such attacks cost very little for an adversary since
malicious packets can simply include invalid (e.g., random)
PoC and PoP values.

In NDN, the PIT is a mandatory router component that
enables interest collapsing and content delivery without source
or destination addresses. However, since it is a limited and
valuable resource makes the PIT susceptible to exhaustion.
An adversary can easily generate and send (in close prox-
imity) a large number of interests that fill up a router’s PIT.
To prevent interests from being collapsed, each can refer to
some nonsensical content. Once the PIT is full, a router can
either: drop new incoming interests, or remove old PIT entries
to make space for new ones. Both options, however, can
adversely impact past or future interests. This type of attack
is called Interest Flooding (IF).

Unfortunately, there is no comprehensive remedy for
IF attacks. Although several countermeasures have been
proposed, they are ineffective against smart adversaries and
only manage to lower the volume of IF attacks [10], [34]. One
comprehensive, though drastic, remedy is to eliminate the PIT
— the main target of IF attacks. For this reason, [52] suggests
a modified Content-Centric Networking (CCN) architecture
without router PITs.

Router resource exhaustion attacks do not apply to MF.
Similar to IP routers, MF routers do not perform expensive
cryptographic operation nor do they handle per connection-
state. Moreover, MF does not implement NAT, rendering
NAT-based attacks irrelevant.

Cache-Related Attacks. Despite the benefits of in-network
caching, it prompts new types of (D)DoS attacks that are not
relevant to today’s Internet: content poisoning and cache pollu-
tion. We now discuss resiliency of NDN, MF, and XIA against
these attacks. Nebula is excluded since it does not provide
in-network caching.

a) Content Poisoning: Content poisoning occurs when
an adversary injects fake content into router caches. A fake
content is not generated by a benign producer and, conse-
quently, does not satisfy user requests. If cached in routers,
such content is used to satisfy future requests.

Since NDN adheres to the pull model makes it harder, yet
still feasible, to inject fake content into router caches, in at
least two ways:

« Reactive: the adversary is a node eavesdropping or con-

trolling a link, e.g., an upstream malicious router. The

IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 20, NO. 2, SECOND QUARTER 2018

adversary responds to interests on that links with a fake

content that is cached in all downstream routers.

« Proactive: this method involves the adversary that, antic-
ipating demand for certain content, issues one or more
bogus interests (perhaps from strategically placed zom-
bie consumers), before genuine interests are issued. The
adversary then replies with fake content (from a set of
compromised routers or compromised producers) thus
pre-poisoning the caches of all routers forwarding the
bogus interests.

Reference [51] investigated the causes of content poisoning
and proposed a simple approach for its full mitigation. The
main idea is for consumers and producers to collaborate in
providing routers with enough contextual trust information
to perform a single signature verification per content.® This
approach is captured by a simple tenet called Inferest Key
Binding (IKB) rule.

An orthogonal content poisoning mitigation mean is the
use of SCNs. By definition, an SCN contains a value that
(uniquely) identifies the principal to which it refers. In case
of a content principal in MF and XIA, and content objects
in NDN, an SCN is the hash of the data itself. When a
user requests content using SCN, the network guarantees that
requested content will be correctly delivered. As a result, MF
and XIA obviate content poisoning attacks, by design. It is
worth mentioning that using SCNs does not prevent adver-
saries from injecting fake content in router caches. Instead, it
guarantees that benign users will not receive such fake con-
tent. In order to use SCNis, the system needs to be bootstrapped
without them, e.g., by using IKB, as described above.

b) Cache Pollution: Pollution is another type of (D)DoS
attacks against router caches. In such attacks, adversaries
attempt to manipulate reference locality of caches, causing
incorrect decisions made by cache eviction strategies. This
causes routers to possibly evict popular content reducing the
overall content distribution performance. NDN, MF, and XIA
are all susceptible to this attack.

Conti et al. discuss this attack in [37]. It is shown that
with even limited adversarial resources, a highly effective
cache pollution attack can be mounted. In fact, even small
cache locality manipulation can cause a significant content
distribution disruption [45]. It is also shown in [37] that
launching pollution attacks on large networks is relatively easy,
and smart adversaries reduce the effectiveness of proposed
countermeasures.

Cache pollution attacks do not prevent users from retriev-
ing the requested data. Instead, they negatively effect the
performance of content distribution, and eliminate the benefits
of in-network caching.

H. Data Confidentiality

The natural way to achieve data confidentiality at the
network layer is by using encryption.

IP does not provide data confidentiality. This is done by
using IPsec. The level of confidentiality depends on the

8This assumes that in the near future, public key-based signature verification
will be available in hardware and will be achievable at line speed.
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mode of operation. In transport mode, ESP only encrypts
the IP packet payload and data confidentiality is host-to-host.
Tunnel mode extends confidentiality to the entire encapsu-
lated IP packet, including both payload and header. However,
data confidentiality can only be achieved in host-to-gateway
or gateway-to-gateway scenarios. Also, ESP confidential-
ity is not generally effective against active adversaries. It
has been demonstrated that achieving confidentiality with-
out a strong integrity mechanism, or even applying integrity
before encryption, can only protect against passive adver-
saries [24], [43], [67]. Thus, even though IPsec provides
confidentiality, poor usage practices can negate its benefits.

Nebula’s ICING-based network layer does not natively
provide data confidentiality. Instead, it can be achieved by
combining ICING with end-to-end encryption of the packet
payload.

Data confidentiality in NDN can be attained by encrypting
content payload. This is not supported by the architecture and
is left to the application. However, even if content is encrypted,
the fact that it carries a human-readable name might leak
information about its data.

MF and XIA provides content principal confidentiality using
methods similar to the those used in NDN. Fortunately, and
due to the fact that such principal identifiers are generated
using the hash of the content itself, inspecting them does not
leak information about the encrypted content. Moreover, con-
fidentiality of data communicated between host, network and
service principals can be achieved using similar techniques to
IPsec.

L. Traffic Flow Confidentiality

It is well known that encryption does not protect against
statistical traffic analysis — attacks that monitor traffic in order
to extract properties, such as volume and timing [104].

IPsec provides some traffic flow confidentiality by padding
packet payloads to hide their size patterns. However, according
to IPsec specifications, this is not mandatory and, therefore,
may not be supported in all IPsec implementations [109].

NDN, MF, Nebula and XIA are all susceptible to traffic
analysis attacks Fortunately, padding can be used to provide
traffic and flow confidentiality.

Another architecture-agnostic alternative is to add artificial
delays to communications to better hinder time-based attacks.
This, however, comes at the expense of increasing end-to-end
latency and reducing overall network performance, especially
for time-sensitive traffic.

J. Anonymous Communication

IP (with or without IPsec) does not support anonymous
communication. This is mainly because source and destination
addresses are in the clear in packet headers. However, partial
anonymity can be achieved using the tunnel mode of IPsec
along with ESP. This is because tunnel mode allows the ESP
protocol to encrypt the original IP packet along with the source
and destination addresses, and it encapsulates that packet into a
new one with a new header reflecting gateway addresses. This
combination hides end-host identities among the set of other
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hosts connected to respective end-networks. However, this is
only effective if the adversary is eavesdropping on the link
between the two gateways and is not located inside one of the
end-networks. Furthermore, in case of host-to-gateway tunnel
mode, only anonymity of hosts located behind the gateway is
preserved.

Crowds [105] is one of the first proposals to achieve user
anonymity. In it, a message is randomly forwarded between
group members before it reaches its destination. Therefore,
none of the group members nor the end recipient learn the
actual source of the message. The Onion Router (Tor) [119]
is another method that provides anonymous communication
through a “circuit.” Circuits are multi-hop encrypted commu-
nication channels established using at least three Tor nodes.
Theoretically, Tor guarantees anonymity with respect to an
adversary controlling, at most, two Tor nodes. However,
flawed Tor implementations can reduce its provided anonymity
level [26].

Hosts anonymity is not provided by ICING-based Nebula.
By inspecting packet headers, eavesdroppers can easily deter-
mine a packet’s source, as well as the path it traversed.
However, host anonymity can be achieved by replacing ICING
with TorIP [73], thus resulting in a level of anonymity similar
to that provided by Tor in today’s Internet.

Unlike IP, NDN has some features that facilitate anonymous
communication. A PIT allows interest messages and content
objects to only carry the requested content name without
any consumer-related information. While this help to protect
consumer’s privacy form on-path observers inspecting pack-
ets deep in the core network, its efficacy will decrease as
the observer moves closer to the consumer. At the network
access (e.g., wireless access point or a broadband network
gateway) an observer can easily correlate interests with the
consumer issuing them. If the observer sits multiple hops far
away from the consumer, he will only be able to correlate
interests with a set of consumers (i.e., all the consumers reach-
able from the observer). Moreover, Compagno et al. show
in [33] that off-path adversaries can abuse the NDN content
caching and forwarding state to determine consumers’ loca-
tion. DiBenedetto et al. [46] proposed ANDaNA, a tool that
provides a level of anonymity similar to Tor, while requiring
only two intermediate nodes, instead of three.

MF and XIA suffer from the same privacy and anonymity
problems as IP. Packets contain both source and destina-
tion GUIDs (or principal identifiers), thus revealing the hosts
involved. To make the matter worse, XIA packets path can be
revealed by inspecting their destination DAG addresses. This
is because such addresses might include (part of) the path to
the destination, as described in Section VI. Due to the simi-
larity to IP with respect to the communication model adopted,
both MF and XIA can use approaches developed to preserve
users anonymity in IP networks. For instance, Tor can be used
to protect MF and XIA host principals’ anonymity [81].

VIII. RESOLUTION SERVICES SECURITY

Resolution service is a fundamental part of the cur-
rent Internet architecture. It maps human-readable names to
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routable network addresses. As mentioned above, new Internet
architectures also require similar resolution services to operate.
In this section we compare the security and privacy features
of the various resolution services proposed in FIA projects.
We exclude Nebula and XIA since they do not propose a new
resolution service and only exploit the existing DNS, and its
security extensions.

We consider the following security features: trust, data ori-
gin authentication, data integrity, peer entity authentication,
authorization and access control, accounting, data confiden-
tiality and availability. We consciously exclude other privacy-
related features, i.e., traffic flow confidentiality and anonymous
communication, since we believe they should be provided at
the network layer. We summarize our comparison on security
and privacy features in resolution services in Table III.

A. Trust

DNSSEC introduces the notion of trust into DNS. It con-
siders authoritative servers as trusted entities responsible
of maintaining and securely providing the correct mapping
between human-readable domain names and corresponding
IP addresses. Recall that each DNSSEC server signs the
resource records (name-to- IP mappings) of its respective
domain. Trustworthiness of such servers is ensured by a
chain-of-trust model that resembles the domains hierarchi-
cal organization. The top-level domain resides at the root of
this chain. DNSCurve considers a different attacker model,
where external attackers (malicious non-DNSCurve servers)
try to modify queries and/or responses, or to mount DoS
attacks. Mitigating such attacks requires additional trust in
every DNSCurve-enabled server in the system.

Similar to DNSSEC, NDNS applies the same notion.
Authoritative server are trusted entities and their trustworthi-
ness is ensured by a similar chain-of-trust model.

GNRS, on the other hand, adopts a different approach.
Every network is responsible of providing signed GUID-
NA mappings. Thus, verifying these signatures ensures their
validity. This also prevents (compromised) GNRS from manip-
ulating GUID-NA mappings without being detected.

B. Data-Origin Authentication and Data Integrity

DNSSEC provides data-origin authentication and data
integrity by requiring: (1) authoritative servers to sign each
of their resource records, and (2) resolvers to verify the valid-
ity of these signatures and their corresponding public keys.
This prevents adversaries from injecting bogus data into the
DNS system. Signing every response resource record is an
expensive operation that authoritative server should not per-
form at run-time. Adversaries can abuse such costly operation
to launch (D)DoS attacks against authoritative servers. To this
end, resource record signatures should always be generated
in advance. While this method can be easily applied in case
resolvers asks for existing domain names, it does not work for
a non-existing domain names. DNS uses the NXDOMAIN
resource records to inform a resolver that the queried name
does not exist. However, providing data-origin authentication
and integrity for NXDOMAIN resource records can not be
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done by generating the signature in advance, because of the
number of possible non-existing names is infinite. To solve
this problem, DNSSEC introduces a new record type called the
NextSECure (NSEC) resource record. Specifically, assuming a
canonical ordering of the domain names, a NSEC record con-
tains two consecutive existing names in the canonical ordering,
thus describing the gaps between them. Such records are
signed and used as authenticated denial of existence for non-
existing names. Since NSEC records contain existing names,
their signatures can be calculated a priori. DNSCurve guar-
antees integrity of queries and responses exchanged with
next-hop servers. However, it does not guarantee data-origin
authentication.

In NDNS, query responses are carried in content object
payloads, thus data-origin authentication and integrity is inher-
ited from NDN. One difference between DNSSEC and NDNS
resides in the granularity of these authentication and integrity
guarantees. While DNSSEC can offer such security proper-
ties per individual resource record or resource record set, the
fact that a NDNS record is carried in a content object can
only guarantee the authentication and integrity of said record.
Although this is a clear restriction in the flexibility and scala-
bility of the protocol, it does not jeopardize its security [11].
In order to overcome DoS attacks due to requests for non-
existing names, NDNS adopts methods similar to DNSSEC.
In particular, NDNS servers can sign the gaps between exist-
ing names. Furthermore, Compagno et al. [35] proposed the
use of a Bloom filter [27] to defeat the aforementioned DoS
attacks. This, however, requires some changes in the NDN
architecture as well as the introduction of a new content type.

GNRS also provides data-origin authentication and integrity
by means of GUID-NA mapping signatures. The main differ-
ent between GNRS and DNSSEC is that the former does not
assume that GNRS servers are trusted [74], while the latter
requires all authoritative servers to be trusted.

C. Peer Entity Authentication

In DNS, and DNSSEC, there is no entity authentication
between a resolver and a DNS server. Resolvers usually know
the IP address of a DNS server which is used to initiate
queries. Usually, such IP address is manually configured on
the resolver or obtained through DHCP and considered valid.
Using a TLS connection between resolvers and DNS servers
can provide entity authentication [28], [134]. Authentication
among DNS servers is obtained through Transaction sig-
natures (TSIG) [126]. TSIG involves pairwise keys shared
among DNS servers and used to secure dynamic updates,
zone transfers and recursive queries. Moreover, in case of
dynamic updates generated from DNS clients, a signature is
used to authenticate these clients, and validate the update.
Similar to DNS and DNSSEC, DNSCurve does not provide
entity authentication by default. However, this could be easily
achieved by associating client public keys with certificates.

NDNS follows the same approach of DNS by not provid-
ing entity authentication. However, the fact that both NDNS
users and servers are regular NDN consumers and producers,
respectively, allows approaches similar to what is proposed in
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TABLE III

RESOLUTION SERVICES SECURITY & PRIVACY FEATURES COMPARISON

DNS/DNSSEC

NDNS

GNRS

Trusted Model

Hierarchical. Authoritative Servers
are trusted for their respective do-
mains. Delegation is supported

Hierarchical. Authoritative Servers
are trusted for their respective do-
mains. Delegation is supported

Distributed. Hosts, DHCP servers,
Border routers must cooperate.

2 Trusted entity Authoritative Server. Authoritative Server. None.
=
=
Trust Management PKI + certificates, shared keys. Certificates. Distributed architecture + certificates.
Coverage Authoritative Server-to-Client. Authoritative Server-to-Client. GNRS server-to-Client.
£
=
< Type of packet Response. Response. Response.
=
K=
b=
2 Mechanism Signature. Signature. Self Certifying name + Signature.
=
a
Authenticated None. None. Client and GNRS server.
£ Entity
=
< - -
- Mechanism None. None. Signature.
£
Coverage Authoritative Server-to-Client. Authoritative Server-to-Client. GNRS Server-to-Client.
&
= Type of packet Response. Response. Request.
g
=
=
Mechanism Signature. Signature. Self Certifying name + Signature.
- Enforced on None. None. GNRS Server.
g
O
2
@
123
<
; Mechanism None. None. ACL.
N
=
B
<
iy Entity accounted Host updating DNS. None Client and host updating GNRS.
Z
£
2 Mechanism Signature. None. Signature.
3
<
- DNS Request | TP “Anycast” distribute the number Secondary server to distribute the More resilient to flooding due to its
f—f Flooding Attacks of request across many authoritative load + in network load-balancing distributed design.
2 servers. techniques.
E
<
o Mechanism None. None. None.
)
o
]
]
a
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Section VII-C to be adopted. Furthermore, securing dynamic
updates requires NDNS clients to have previously shared their
certificate with the NDNS servers. Signing the updates will
then authenticate them.

Unlike DNS and NDNS, GNRS authenticates every client
issuing requests (query, update and delete) by retrieving the
corresponding certificate, from NCS, and verifying the GUID
authenticity. GNRS clients can ensure server authentication by

performing similar steps, requesting certificates from NCS and
verifying servers identities.

D. Authorization and Access Control

Both DNS/DNSSEC and NDNS do not provide any form of
access control. All resource records are publicly available to
every host in the network. However, authorization and access
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control is provided for dynamic updates. With DNSCurve, on
the other hand, exchanged packets between are encrypted, and
thus cannot be publicly accessed by other unauthorized entities
in the network.

GNRS does not follow the same trend and consider access
control a crucial part of its design. Specifically, GNRS stores a
set of access control policies along with GUID-NA mappings.
Such policies regulate access to particular GNRS resources
by specifying read and write permissions which blacklist and
whitelist certain user GUIDs.

E. Accountability

DNS/DNSSEC guarantees accountability only for secure
DNS dynamic updates [128]. This is because such requests
must in fact be signed by their originators. DNSCurve allows
accountability for queries, since they contain client public
keys.

NDNS does not provide any mechanism for accountability.
The fact that NDNS users and servers are consumers and pro-
ducers allows the adoption of similar approaches described in
Section VII-F.

GNRS uses a different approach and mandates GNRS
clients to sign every request. By doing so, accountability is
provided for all insert, update and query requests.

E Availability

As a public available service, DNS is subject to (D)DoS
attacks which jeopardize its availability. In particular, adver-
saries can flood authoritative servers with a large number of
query requests to exhaust their resources.” Although the use
of DNS caching and redundancy servers reduce the effect
of DDoS, a number of such attacks have been success-
fully directed against root and top-level DNS servers in past
years [2], [4], [S]. Many solutions have been presented that
either: (1) require some changes in the DNS protocol [41],
[871, [98], [103], or (2) propose new resolution services [57],
[130]. Nowadays, DNS uses a single approach that does not
require any modification to its architecture, which is the adop-
tion of “Anycast” [9]. In this case, a single DNS server is
replicated in different geographically locations among several
ASes. Therefore, routing protocols forward DNS requests to
the nearest server that can satisfy them [36]. However, this
approach can not achieve an efficient load balancing because
it does not consider replica workloads and network traffic.

DNS can be exploited to launch (D)DoS amplification
attacks against other hosts. These attackstake advantage of
open DNS resolvers, and involve forwarding (D)DoS traffic
through DNS servers to amplify the volume of data being
sent to a target [38], [61]. This issue is exacerbated by
DNSSEC [107], which may be exploited by attackers to cause
an amplification effect of 50 or more times the original attack
bandwidth [16], [123]. DNSCurve has approximately the same
amplification effect as regular DNS.

DNS resolvers (not implementing DNSSEC protocol), and
DNSCurve resolvers, can be subject to cache poisoning

9The use of secure dynamic updates involving asymmetric encryption
increases the effect of the attack.
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attacks. This attack is similar, in concept, to content poisoning
described in Section VII-G. In DNS cache poisoning attacks,
the goal of the adversary is to inject spoofed responses (name-
IP mappings) in the resolver caches [115]. Injecting false
DNS responses can be achieved using a man-in-the-middle
attack in which the adversary satisfies requests with false DN'S
responses [115]. The introduction of data- origin authentica-
tion in DNSSEC allows resolvers to verify the origin of data
in DNS response, thus eliminating this attack.

NDNS follows the same hierarchical design of DNS. In
principles NDNS authoritative servers seems to offer the same
level of resilience to DDoS as DNS authoritative servers.
Furthermore, NDNS envisions the use of a set of secondary
servers to balance the workload, which was proven to be
not effective. The same anycast approach used in DNS could
be employed in NDNS. Such forwarding strategy must be
implemented by NDN routers. Moreover, NDNS is sus-
ceptible to content poisoning attacks. Fortunately, the same
countermeasures described in Section VII-G can be effective.

GNRS design appears to be more resilient to DDoS than
DNS design. In fact, GNRS does not adopt a hierarchical struc-
ture, instead it distributes the GUID-NA mappings among a
number of replicas using Distributed Hashtables (DHT) main-
tained by all the ASes in the Internet. This allows GNRS to
easily scale and distribute a DDoS attack.

G. Data Confidentiality

Neither DNS nor DNSSEC provide confidentiality. Queries
and resource records are never encrypted by authorita-
tive servers and are always exchanged in cleartext. One
way of achieving confidentiality in DNS/DNSSEC is to
establish a TLS session between resolvers and authorita-
tive servers [28], [134]. DNSCurve, however, uses symmetric
encryption to provide data confidentiality of DNS messages.

Similarly, both NDNS and GNRS designs do not take confi-
dentiality into consideration. Fortunately, similar approaches to
using TLS channels can be adopted. This feature is important
to provide private communication.

IX. LESSONS LEARNED AND FUTURE DIRECTIONS

In this section, we summarize security and privacy features
provided by the network layer in the four studied FIA archi-
tectures, as well as their respective resolution services. We
also highlight missing features and outline directions for future
work. Finally, we briefly discuss the current implementation
status and performance characteristics of each architecture.

A. Network Layer

Overall, we believe that the NSF mandatory requirement of
Security and Privacy by Design has only been partially accom-
plished. Table IV summarizes security and privacy features
provided by each FIA architecture.

Nebula. At its current state, Nebula includes trust, data ori-
gin authentication, peer entity authentication, data integrity,
authorization and access control, accountability, and avail-
ability features. All of them are provided between senders
and routers implementing ICING, except for peer entity
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TABLE IV
NETWORK LAYER SECURITY AND PRIVACY COMPARISON

Security & Privacy Features Network layers
Nebula NDN MF XIA

Trust 4 v v 4
Data Origin Authentication © v X X
Peer entity Authentication © © © ©
Data Integrity © v X X
Authorization and Access Control v © © ©
Accountability v ® © ©
Data Confidentiality X v X X
Traffic Flow Confidentiality X X X X
Anonymous Communication X X X X
Availability © © © ©

Vindicates that a feature is present in the architecture.

Xindicates that a feature is unavailable.

© indicates that a feature is partially available or the architecture provides a means to

facilitate its implementation by applications.

authentication that is guaranteed between senders and con-
sent servers during PoCs retrieval. With respect to IP and
IPsec, Nebula certainly increases the security of intra-domain
communication. However, it lacks inter-domain and end-to-
end communication security support, even if IPsec is used to
establish a secure “pipe” between communicating end-hosts.
We believe that integration of new or existing mechanisms
to support both inter-domain and end-to-end security deserves
further investigation.

Auvailability in Nebula is provided by path verification mech-
anism which prevents any adversary from sending unrequested
data to perform bandwidth depletion attacks. However, ICING
nodes and consent servers could be the target of a DoS attack,
due to the heavy use of cryptographic operations. Consent
servers can be another target for DoS attacks. In particular,
an adversary can flood a server with an abnormal amount of
request. If the target server controls a large number of routers,
the attack can effectively disable all of them. We believe that
such attack deserves further investigation.

By design, Nebula does not provide the three privacy fea-
tures we considered in this paper: data confidentiality, traffic
flow confidentiality, and anonymous communication. The first
two can be easily implemented via IPsec-like techniques, while
the latter can be achieved by adopting existing solutions, such
as TorIP [73]. Nevertheless, we believe these aspects in Nebula
deserve further investigation. Specifically, Nebula should make
these features available by design before any adoption in the
real world. Furthermore, anonymous communications conflicts
with the current ICING design, which requires path establish-
ment for each communication. This is an issue of concern that
needs to be explored and, ideally, remedied.

From a feasibility perspective, ICING can be effectively
deployed in Internet backbone routers [91], despite its heavy
use of cryptographic operations at the data plane, and its large
header size.l® However, as reported in [91], this incurs a

10ICING’s header occupies approximately 18.3% of a 1514 bytes packet,
compared to 1.3% with IP, on a path through 7 realms [90].

higher normalized cost of 93% over IP, i.e., hardware cost
as equivalent gate count per unit of throughput.

NDN. NDN moves hosts and interfaces into the background
and focuses on content as its primary network-layer entity.
This strongly influences network-layer security and privacy
features. Currently, NDN provides: trust, data origin authen-
tication, data integrity and data confidentiality. Other features
(e.g., peer entity authentication and accountability) are avail-
able only when derived from data origin authentication for
both interest and content. Ubiquitous caching further compli-
cates achieving these two features. In fact, when a consumer
obtains a content from an intermediate router’s cache, there is
currently no way to provide peer entity authentication between
the consumer and the router providing the content. Similarly,
NDN does not provide accountability for content use: the dis-
tinction between a content served by its producer or from a
router’s cache.

Availability is an aspect for which NDN provides some
improvements with respect to IP/IPsec. NDN reduces the
amount of traffic both inside the network and at the pro-
ducer by: (1) aggregating “matching” interests, and (2) serv-
ing matching requests from local caches, when possible.
Unfortunately, at the same time NDN opens the door to
new types of attacks. Indeed, while the pull model commu-
nication prevents any adversary from flooding a host with
non-requested content, adversaries can exhaust router states
(i.e., PIT and CS), decreasing the performance of a network.
Even though several countermeasures have been proposed,
none of them has been chosen and implemented as part of
the architecture.

The remaining security features: authorization and access
control, traffic flow confidentiality and anonymous communi-
cation are not provided by NDN at the network layer. Even
if ACL can be implemented, NDN delegates access control
to the application layer, which is responsible for encrypting
content and distributing appropriate keys only to authorized
consumers. Traffic flow confidentiality and anonymous com-
munication are not natively available. The former can be
provided by adopting existing approaches designed for IP and
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IPsec, without any modification of the NDN architecture. The
latter can be obtained by adopting solutions similar to the one
presented in [46]. Note that NDN design improves privacy
guarantees for consumers, since neither interest nor data pack-
ets carry consumers address. Nevertheless, consumer privacy
can still be compromised by motivated attackers [33].

Heavy use of digital signatures in NDN introduces a major
source of overhead in the network. This has been extensively
evaluated in [114]. To the best of our knowledge, no assess-
ment on the implications of router signature verification in
NDN has been conducted. The only work considering the
performance impact of signature generation by producers has
been recently evaluated in [82]. From an interoperability per-
spective, NDN can be used alongside with IP as an overlay
network.

MobilityFirst (MF). MF security features can be viewed
as a hybrid of end-to-end and content-based approaches of
IP/IPsec and NDN. In its current state, MF provides only
few security features: trust as well as authorization and
access control. The adoption of SCNs to address hosts facil-
itates the implementation of data origin authentication, peer
entity authentication, and accountability. Peer entity authenti-
cation can be achieved involving a simple challenge-response
protocol between the two peers. While this would guaran-
tee end-to-end accountability, it is not enough for network
accountability. In order to achieve that, edge routers should
prevent address spoofing.

Data integrity and data confidentiality are currently not pro-
vided at network layer and it remains unclear whether MF will
delegate these aspects to upper layers. Traffic flow confiden-
tiality and anonymous communication are also not natively
provided. Existing approaches for traffic flow confidential-
ity designed for IP/IPsec can be easily imported. However,
TOR-like solutions for anonymous communication should be
further studied and developed. A relatively recent initial effort
in this direction is represented in [81]. Additionally, accord-
ing to [70], the use of Disposable Identifiers [54], [71] is
currently under examination to guarantee GUID-NA unlink-
ability. We believe that more research is needed to con-
struct techniques that take advantage of MF’s architectural
idiosyncrasies.

MF is somewhat effective against content poisoning attacks
due to its usage of SCNs. Meanwhile, it does not consider
other network attacks, such as bandwidth depletion and cache
pollution. Current IPsec-like methods can be applied to mit-
igate these issues. Further work is necessary to provide new
architecture-specific countermeasures.

To the best of our knowledge there is no large scale
performance assessment of MF. Venkataramani et al. [124]
performed some benchmarks on a commodity hardware, and
reached a maximum forwarding rate of 1 Gbps. We believe
that further effort should be devoted to study and improve MF
performance to meet real-world requirements.

XTA. XIA’s main goal is to support communication between
multiple and different principals. XIA security approach
extends, de-facto, MF approach, where security focuses on two
principals: content and hosts. XIA does not limit the number
of principals but instead provides the freedom to design new
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TABLE V
RESOLUTION SERVICES SECURITY & PRIVACY COMPARISON

Security and Privacy Features Resolution Services
NDNS GNRS
Trust v v
Data Origin Authentication v v
Peer entity Authentication X v
Data Integrity v 4
Authorization and Access Control X v
Accountability © v
Data Confidentiality X X
Availability © v

V'indicates that a feature is present in the architecture.

Xindicates that a feature is unavailable.

© indicates that a feature is partially available or the architecture
provides a means to facilitate its implementation by applications.

ones. To this end, XIA security is based on each principal
intrinsic security feature.

In its current state, XIA offers the same security and pri-
vacy features as MF. This is due to their similar approach in
addressing principals using SCNs.

It is worth mentioning that XIA’s performance is compara-
ble with IP in core network routers [78].

B. Resolution Services

Nebula’s resolution service is used by the NVENT to per-
form path discovery. In NDN, the same service provides the
mapping between namespaces and the corresponding security
information, i.e., a mapping between public key(s) and name
prefixes. In MF, the resolution service is actively involved in
any communication guaranteeing the binding between GUIDs
and NAs. Finally, XIA’s DNS-based resolution service is used
for the address/path resolution.

Although all architectures requires a resolution service, only
NDN and MF are actually investigating their own proposal.
Table V summarizes security and privacy features of NDNS
and GNRS.

NDNS. NDNS borrows many features from DNS and
DNSSEC without introducing much novelty. NDNS involves
the same notion of trust of DNSSEC in which servers are
trusted entities. Moreover, NDNS queries and responses pro-
vide: data origin authentication, data integrity, accountability
(only for dynamic updates), and availability. The last feature is
provided by server replication. However, while DNSSEC uses
the “Anycast” technique to choose the closes server to the
resolver, in NDNS the network must be aware of all servers
and implement specific forwarding strategies to balance the
requests among them, which adds more complexities.

Peer entity authentication, authorization and access control,
as well as data confidentiality, are not provided. We believe
that NDNS should be enhanced to provide better availability
and currently missing security features.

GNRS. GNRS is fundamentally different from DNS,
DNSSEC, and DNSCurve. In fact, since MF adopts a flat name
structure, it also forces GNRS to use the same structure for
its servers. This different organization has some side effects
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on the provided security features: servers are not assumed to
be trusted. Also, data origin authentication is provided by the
owner of the GUID and not by servers. GNRS also introduces
authorization and access control of its stored information and
provides accountability and peer entity authentication for each
query and response. Finally, GNRS is more robust to DoS
attacks than DNS. First, compromising one server does not
affect others. Second, GNRS is designed to easily adapt to
network changes and to balance GUID-NA mapping among
many replicas based on locality of requests.

We believe that GNRS introduces good security improve-
ments with respect to DNS, DNSSEC, and DNSCurve. The
only missing feature is data confidentiality.

X. CONCLUSION

Despite the unmitigated success of the current IP-based
Internet architecture, lack of security considerations in its
design led to numerous security and privacy problems, over
the years. Thus, a key goal of any future Internet architectures
must be to include — from the outset — a set of comprehensive
and extensible security and privacy features.

This paper analyzed (mostly network-layer) security and
privacy features of four prominent NSF-funded FIA architec-
tures — Nebula, NDN, MobilityFirst and XIA — with IP/IPsec
used as a point of reference in the analysis. Prior surveys
on future Internet architectures provide a limited, or even no,
comparison on security and privacy features. This paper pro-
vides a comprehensive and neutral analysis of salient security
and privacy features (and issues) in these NSF-funded Future
Internet Architectures.

As evident from this work, while each FIA architecture
offers some innovative and effective security and privacy
features, none provides a comprehensive set thereof.
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1 Introduction

This document describes the requirements of an OpenFlow Switch. We recommend that you read the
latest version of the OpenFlow whitepaper before reading this specification. The whitepaper is avail-
able on the Open Networking Foundation website (https://www.opennetworking.org/standards/
intro-to-openflow). This specification covers the components and the basic functions of the switch,
and the OpenFlow protocol to manage an OpenFlow switch from a remote controller.

Controller

A

|
OpenFlow Protocol

4

T

I
OpenFlow | | Group

I

I

Channel Table

Flow Flow
Table [ Table

Pipeline

OpenFlow Switch

Figure™1: Main components of an OpenFlow switch.

2 Switch Components

An OpenFlow Switch consists of one or more flow tables and a group table, which perform packet
lookups and forwarding, and an OpenFlow channel to an external controller (Figure [1)). The switch
communicates with the controller and the controller manages the switch via the OpenFlow protocol.

Using the OpenFlow protocol, the controller can add, update, and delete flow entries in flow tables,
both reactively (in response to packets) and proactively. Each flow table in the switch contains a set
of flow entries; each flow entry consists of match fields, counters, and a set of instructions to apply to
matching packets (see |5.2)).

Matching starts at the first flow table and may continue to additional flow tables (see. Flow entries
match packets in priority order, with the first matching entry in each table being used (see . If
a matching entry is found, the instructions associated with the specific flow entry are executed. If no
match is found in a flow table, the outcome depends on configuration of the table-miss flow entry: for
example, the packet may be forwarded to the controller over the OpenFlow channel, dropped, or may
continue to the next flow table (see .

Instructions associated with each flow entry either contain actions or modify pipeline processing (see
5.9). Actions included in instructions describe packet forwarding, packet modification and group table
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processing. Pipeline processing instructions allow packets to be sent to subsequent tables for further
processing and allow information, in the form of metadata, to be communicated between tables. Table
pipeline processing stops when the instruction set associated with a matching flow entry does not specify
a next table; at this point the packet is usually modified and forwarded (see .

Flow entries may forward to a port. This is usually a physical port, but it may also be a logical port
defined by the switch or a reserved port defined by this specification (see . Reserved ports may
specify generic forwarding actions such as sending to the controller, flooding, or forwarding using non-
OpenFlow methods, such as “normal” switch processing (see , while switch-defined logical ports
may specify link aggregation groups, tunnels or loopback interfaces (see .

Actions associated with flow entries may also direct packets to a group, which specifies additional
processing (see . Groups represent sets of actions for flooding, as well as more complex forwarding
semantics (e.g. multipath, fast reroute, and link aggregation). As a general layer of indirection, groups
also enable multiple flow entries to forward to a single identifier (e.g. IP forwarding to a common next
hop). This abstraction allows common output actions across flow entries to be changed efficiently.

The group table contains group entries; each group entry contains a list of action buckets with specific
semantics dependent on group type (see |5.6.1). The actions in one or more action buckets are applied
to packets sent to the group.

Switch designers are free to implement the internals in any way convenient, provided that correct match
and instruction semantics are preserved. For example, while a flow entry may use an all group to
forward to multiple ports, a switch designer may choose to implement this as a single bitmask within
the hardware forwarding table. Another example is matching; the pipeline exposed by an OpenFlow
switch may be physically implemented with a different number of hardware tables.

3 Glossary

This section describes key OpenFlow specification terms:
e Byte: an 8-bit octet.
e Packet: an Ethernet frame, including header and payload.

e Port: where packets enter and exit the OpenFlow pipeline (see . May be a physical port, a
logical port defined by the switch, or a reserved port defined by the OpenFlow protocol.

e Pipeline: the set of linked flow tables that provide matching, forwarding, and packet modification
in an OpenFlow switch.

e Flow Table: a stage of the pipeline. It contains flow entries.

e Flow Entry: an element in a flow table used to match and process packets. It contains a set of
match fields for matching packets, a priority for matching precedence, a set of counters to track
packets, and a set of instructions to apply.

e Match Field: a field against which a packet is matched, including packet headers, the ingress
port, and the metadata value. A match field may be wildcarded (match any value) and in some
cases bitmasked.
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e Metadata: a maskable register value that is used to carry information from one table to the next.

e Instruction: instructions are attached to a flow entry and describe the OpenFlow processing that
happens when a packet matches the flow entry. An instruction either modifies pipeline processing,
such as directing the packet to another flow table, or contains a set of actions to add to the action
set, or contains a list of actions to apply immediately to the packet.

e Action: an operation that forwards the packet to a port or modifies the packet, such as decre-
menting the TTL field. Actions may be specified as part of the instruction set associated with a
flow entry or in an action bucket associated with a group entry. Actions may be accumulated in
the Action Set of the packet or applied immediately to the packet.

e Action Set: a set of actions associated with the packet that are accumulated while the packet
is processed by each table and that are executed when the instruction set instructs the packet to
exit the processing pipeline.

e Group: a list of action buckets and some means of choosing one or more of those buckets to apply
on a per-packet basis.

e Action Bucket: a set of actions and associated parameters, defined for groups.

e Tag: a header that can be inserted or removed from a packet via push and pop actions.

e Outermost Tag: the tag that appears closest to the beginning of a packet.

e Controller: an entity interacting with the OpenFlow switch using the OpenFlow protocol.

e Meter: a switch element that can measure and control the rate of packets. The meter triggers
a meter band if the packet rate or byte rate passing through the meter exceeds a predefined
threshold. If the meter band drops the packet, it is called a Rate Limiter.

4 OpenFlow Ports

This section describes the OpenFlow port abstraction and the various types of OpenFlow ports sup-
ported by OpenFlow.

4.1 OpenFlow Ports

OpenFlow ports are the network interfaces for passing packets between OpenFlow processing and the
rest of the network. OpenFlow switches connect logically to each other via their OpenFlow ports.

An OpenFlow switch makes a number of OpenFlow ports available for OpenFlow processing. The set of
OpenFlow ports may not be identical to the set of network interfaces provided by the switch hardware,
some network interfaces may be disabled for OpenFlow, and the OpenFlow switch may define additional
OpenFlow ports.

OpenFlow packets are received on an ingress port and processed by the OpenFlow pipeline (see [5.1))
which may forward them to an output port. The packet ingress port is a property of the packet
throughout the OpenFlow pipeline and represents the OpenFlow port on which the packet was received
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into the OpenFlow switch. The ingress port can be used when matching packets (see [5.3)). The Open-
Flow pipeline can decide to send the packet on an output port using the output action (see|5.12)), which
defines how the packet goes back to the network.

An OpenFlow switch must support three types of OpenFlow ports: physical ports, logical ports and
reserved ports.

4.2 Standard Ports

The OpenFlow standard ports are defined as physical ports, logical ports, and the LOCAL reserved
port if supported (excluding other reserved ports).

Standard ports can be used as ingress and output ports, they can be used in groups (see |5.6)), and they
have port counters (see [5.8]).

4.3 Physical Ports

The OpenFlow physical ports are switch defined ports that correspond to a hardware interface of the
switch. For example, on an Ethernet switch, physical ports map one-to-one to the Ethernet interfaces.

In some deployments, the OpenFlow switch may be virtualised over the switch hardware. In those cases,
an OpenFlow physical port may represent a virtual slice of the corresponding hardware interface of the
switch.

4.4 Logical Ports

The OpenFlow logical ports are switch defined ports that don’t correspond directly to a hardware
interface of the switch. Logical ports are higher level abstractions that may be defined in the switch
using non-OpenFlow methods (e.g. link aggregation groups, tunnels, loopback interfaces).

Logical ports may include packet encapsulation and may map to various physical ports. The processing
done by the logical port must be transparent to OpenFlow processing and those ports must interact
with OpenFlow processing like OpenFlow physical ports.

The only differences between physical ports and logical ports is that a packet associated with a logical
port may have an extra metadata field called Tunnel-ID associated with it (see and when a
packet received on a logical port is sent to the controller, both its logical port and its underlying physical
port are reported to the controller (see [7.4.1]).

4.5 Reserved Ports

The OpenFlow reserved ports are defined by this specification. They specify generic forwarding

actions such as sending to the controller, flooding, or forwarding using non-OpenFlow methods, such

as “normal” switch processing.

A switch is not required to support all reserved ports, just those marked “Required” below.
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e Required: ALL: Represents all ports the switch can use for forwarding a specific packet. Can
be used only as an output port. In that case a copy of the packet is sent to all standard ports,
excluding the packet ingress port and ports that are configured OFPPC_NO_FWD.

e Required: CONTROLLER: Represents the control channel with the OpenFlow controller. Can
be used as an ingress port or as an output port. When used as an output port, encapsulate the
packet in a packet-in message and send it using the OpenFlow protocol (see . When used as
an ingress port, this identifies a packet originating from the controller.

e Required: TABLE: Represents the start of the OpenFlow pipeline (see [5.1)). This port is only
valid in an output action in the action list of a packet-out message (see [7.3.7]), and submits the
packet to the first flow table so that the packet can be processed through the regular OpenFlow
pipeline.

e Required: IN_PORT: Represents the packet ingress port. Can be used only as an output port,
send the packet out through its ingress port.

o Required: ANY: Special value used in some OpenFlow commands when no port is specified (i.e.
port is wildcarded). Can neither be used as an ingress port nor as an output port.

e Optional: LOCAL: Represents the switch’s local networking stack and its management stack.
Can be used as an ingress port or as an output port. The local port enables remote entities to
interact with the switch and its network services via the OpenFlow network, rather than via a
separate control network. With a suitable set of default flow entries it can be used to implement
an in-band controller connection.

e Optional: NORMAL: Represents the traditional non-OpenFlow pipeline of the switch (see .
Can be used only as an output port and processes the packet using the normal pipeline. If the
switch cannot forward packets from the OpenFlow pipeline to the normal pipeline, it must indicate
that it does not support this action.

e Optional: FLOOD: Represents flooding using the normal pipeline of the switch (see . Can
be used only as an output port, in general will send the packet out all standard ports, but not to
the ingress port, nor ports that are in OFPPS_BLOCKED state. The switch may also use the packet
VLAN ID to select which ports to flood.

OpenFlow-only switches do not support the NORMAL port and FLOOD port, while OpenFlow-hybrid
switches may support them (see [5.1)). Forwarding packets to the FLOOD port depends on the switch
implementation and configuration, while forwarding using a group of type all enables the controller to
more flexibly implement flooding (see .

5 OpenFlow Tables

This section describes the components of flow tables and group tables, along with the mechanics of
matching and action handling.
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Figure™2: Packet flow through the processing pipeline.

5.1 Pipeline Processing

OpenFlow-compliant switches come in two types: OpenFlow-only, and OpenFlow-hybrid. OpenFlow-
only switches support only OpenFlow operation, in those switches all packets are processed by the
OpenFlow pipeline, and can not be processed otherwise.

OpenFlow-hybrid switches support both OpenFlow operation and normal Ethernet switching opera-
tion, i.e. traditional L2 Ethernet switching, VLAN isolation, L3 routing (IPv4 routing, IPv6 routing...),
ACL and QoS processing. Those switches must provide a classification mechanism outside of OpenFlow
that routes traffic to either the OpenFlow pipeline or the normal pipeline. For example, a switch may
use the VLAN tag or input port of the packet to decide whether to process the packet using one pipeline
or the other, or it may direct all packets to the OpenFlow pipeline. This classification mechanism is
outside the scope of this specification. An OpenFlow-hybrid switch may also allow a packet to go from
the OpenFlow pipeline to the normal pipeline through the NORMAL and FLOOD reserved ports (see

13).

The OpenFlow pipeline of every OpenFlow switch contains multiple flow tables, each flow table
containing multiple flow entries. The OpenFlow pipeline processing defines how packets interact with
those flow tables (see Figure . An OpenFlow switch is required to have at least one flow table, and
can optionally have more flow tables. An OpenFlow switch with only a single flow table is valid, in this
case pipeline processing is greatly simplified.
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The flow tables of an OpenFlow switch are sequentially numbered, starting at 0. Pipeline processing
always starts at the first flow table: the packet is first matched against flow entries of flow table 0.
Other flow tables may be used depending on the outcome of the match in the first table.

When processed by a flow table, the packet is matched against the flow entries of the flow table to
select a flow entry (see . If a flow entry is found, the instruction set included in that flow entry
is executed. These instructions may explicitly direct the packet to another flow table (using the Goto
Instruction, see, where the same process is repeated again. A flow entry can only direct a packet to
a flow table number which is greater than its own flow table number, in other words pipeline processing
can only go forward and not backward. Obviously, the flow entries of the last table of the pipeline can
not include the Goto instruction. If the matching flow entry does not direct packets to another flow
table, pipeline processing stops at this table. When pipeline processing stops, the packet is processed
with its associated action set and usually forwarded (see .

If a packet does not match a flow entry in a flow table, this is a table miss. The behavior on a table
miss depends on the table configuration (see . A table-miss flow entry in the flow table can specify
how to process unmatched packets: options include dropping them, passing them to another table or
sending them to the controller over the control channel via packet-in messages (see .

The OpenFlow pipeline and various OpenFlow operations process packets of a specific type in con-
formance with the specifications defined for that packet type, unless the present specification or the
OpenFlow configuration specify otherwise. For example, the Ethernet header definition used by Open-
Flow must conform to IEEE specifications, and the TCP /IP header definition used by OpenFlow must
conform to RFC specifications. Additionally, packet reordering in an OpenFlow switch must conform
to the requirements of IEEE specifications, provided that the packets are processed by the same flow
entries, group bucket and meter band.

5.2 Flow Table

A flow table consists of flow entries.

’ Match Fields ‘ Priority ‘ Counters | Instructions | Timeouts | Cookie

Table™1: Main components of a flow entry in a flow table.

Each flow table entry (see Table [1)) contains:

e match fields: to match against packets. These consist of the ingress port and packet headers,
and optionally metadata specified by a previous table.

e priority: matching precedence of the flow entry.

e counters: updated when packets are matched.

e instructions: to modify the action set or pipeline processing.

e timeouts: maximum amount of time or idle time before flow is expired by the switch.

e cookie: opaque data value chosen by the controller. May be used by the controller to filter flow
statistics, flow modification and flow deletion. Not used when processing packets.
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A flow table entry is identified by its match fields and priority: the match fields and priority taken
together identify a unique flow entry in the flow table. The flow entry that wildcards all fields (all fields
omitted) and has priority equal to 0 is called the table-miss flow entry (see .

5.3 Matching

Packet In
Start at table 0

Update counters

Execute instructions:
+ update action set >
« update packet/match set fields
« update metadata

Match in
table n?

Goto-
Table n?

Execute action

Table- set

miss flow \ Yes
entry

exists?

Drop packet

Figure™3: Flowchart detailing packet flow through an OpenFlow switch.

On receipt of a packet, an OpenFlow Switch performs the functions shown in Figure[3] The switch starts

by performing a table lookup in the first flow table, and based on pipeline processing, may perform
table lookups in other flow tables (see [5.1]).

Packet match fields are extracted from the packet. Packet match fields used for table lookups depend
on the packet type, and typically include various packet header fields, such as Ethernet source address
or IPv4 destination address (see . In addition to packet headers, matches can also be performed
against the ingress port and metadata fields. Metadata may be used to pass information between tables
in a switch. The packet match fields represent the packet in its current state, if actions applied in a
previous table using the Apply-Actions changed the packet headers, those changes are reflected in the
packet match fields.

A packet matches a flow table entry if the values in the packet match fields used for the lookup match
those defined in the flow table entry. If a flow table entry field has a value of ANY (field omitted), it
matches all possible values in the header. If the switch supports arbitrary bitmasks on specific match
fields, these masks can more precisely specify matches.

The packet is matched against the table and only the highest priority flow entry that matches the
packet must be selected. The counters associated with the selected flow entry must be updated and the
instruction set included in the selected flow entry must be applied. If there are multiple matching flow

15 (© 2013; The Open Networking Foundation



OpenFlow Switch Specification Version 1.3.2

entries with the same highest priority, the selected flow entry is explicitly undefined. This case can only
arise when a controller writer never sets the OFPFF_CHECK_OVERLAP bit on flow mod messages and adds
overlapping entries.

IP fragments must be reassembled before pipeline processing if the switch configuration contains the
OFPC_FRAG_REASM flag (see [7.3.2]).

This version of the specification does not define the expected behavior when a switch receives a mal-
formed or corrupted packet.

5.4 Table-miss

Every flow table must support a table-miss flow entry to process table misses. The table-miss flow entry
specifies how to process packets unmatched by other flow entries in the flow table (see , and may,
for example, send packets to the controller, drop packets or direct packets to a subsequent table.

The table-miss flow entry is identified by its match and its priority (see [5.2), it wildcards all match
fields (all fields omitted) and has the lowest priority (0). The match of the table-miss flow entry
may fall outside the normal range of matches supported by a flow table, for example an exact match
table would not support wildcards for other flow entries but must support the table-miss flow entry
wildcarding all fields. The table-miss flow entry may not have the same capability as regular flow entry
(see. The table-miss flow entry must support at least sending packets to the controller using the
CONTROLLER reserved port (see and dropping packets using the Clear-Actions instruction (see
. Implementations are encouraged to support directing packets to a subsequent table when possible
for compatibility with earlier versions of this specification.

The table-miss flow entry behaves in most ways like any other flow entry: it does not exist by default in
a flow table, the controller may add it or remove it at any time (see, and it may expire (see. The
table-miss flow entry matches packets in the table as expected from its set of match fields and priority
(see : it matches packets unmatched by other flow entries in the flow table. The table-miss flow
entry instructions are applied to packets matching the table-miss flow entry (see . If the table-miss
flow entry directly sends packets to the controller using the CONTROLLER reserved port (see , the
packet-in reason must identify a table-miss (see [7.4.1]).

If the table-miss flow entry does not exist, by default packets unmatched by flow entries are dropped
(discarded). A switch configuration, for example using the OpenFlow Configuration Protocol, may
override this default and specify another behaviour.

5.5 Flow Removal

Flow entries are removed from flow tables in two ways, either at the request of the controller or via the
switch flow expiry mechanism.

The switch flow expiry mechanism is run by the switch independently of the controller and is based on
the state and configuration of flow entries. Each flow entry has an idle_timeout and a hard_timeout
associated with it. If the hard_timeout field is non-zero, the switch must note the flow entry’s arrival
time, as it may need to evict the entry later. A non-zero hard_timeout field causes the flow entry to
be removed after the given number of seconds, regardless of how many packets it has matched. If the
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idle_timeout field is non-zero, the switch must note the arrival time of the last packet associated with
the flow, as it may need to evict the entry later. A non-zero idle_timeout field causes the flow entry to
be removed when it has matched no packets in the given number of seconds. The switch must implement
flow expiry and remove flow entries from the flow table when one of their timeouts is exceeded.

The controller may actively remove flow entries from flow tables by sending delete flow table modifi-
cation messages (OFPFC_DELETE or OFPFC_DELETE_STRICT - see [6.4)).

When a flow entry is removed, either by the controller or the flow expiry mechanism, the switch must
check the flow entry’s OFPFF_SEND_FLOW_REM flag. If this flag is set, the switch must send a flow removed
message to the controller. Each flow removed message contains a complete description of the flow entry,
the reason for removal (expiry or delete), the flow entry duration at the time of removal, and the flow
statistics at the time of removal.

5.6 Group Table

A group table consists of group entries. The ability for a flow entry to point to a group enables OpenFlow
to represent additional methods of forwarding (e.g. select and all).

] Group Identifier ‘ Group Type ‘ Counters ‘ Action Buckets

Table™2: Main components of a group entry in the group table.

Each group entry (see Table [2)) is identified by its group identifier and contains:
e group identifier: a 32 bit unsigned integer uniquely identifying the group
e group type: to determine group semantics (see Section
e counters: updated when packets are processed by a group

e action buckets: an ordered list of action buckets, where each action bucket contains a set of
actions to execute and associated parameters

5.6.1 Group Types

A switch is not required to support all group types, just those marked “Required” below. The controller
can also query the switch about which of the “Optional” group types it supports.

e Required: all: Execute all buckets in the group. This group is used for multicast or broadcast
forwarding. The packet is effectively cloned for each bucket; one packet is processed for each
bucket of the group. If a bucket directs a packet explicitly out the ingress port, this packet clone
is dropped. If the controller writer wants to forward out the ingress port, the group must include
an extra bucket which includes an output action to the OFPP_IN_PORT reserved port.
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e Optional: select: Execute one bucket in the group. Packets are processed by a single bucket in
the group, based on a switch-computed selection algorithm (e.g. hash on some user-configured
tuple or simple round robin). All configuration and state for the selection algorithm is external
to OpenFlow. The selection algorithm should implement equal load sharing and can optionally
be based on bucket weights. When a port specified in a bucket in a select group goes down, the
switch may restrict bucket selection to the remaining set (those with forwarding actions to live
ports) instead of dropping packets destined to that port. This behavior may reduce the disruption
of a downed link or switch.

e Required: indirect: Execute the one defined bucket in this group. This group supports only
a single bucket. Allows multiple flow entries or groups to point to a common group identifier,
supporting faster, more efficient convergence (e.g. next hops for IP forwarding). This group type
is effectively identical to an all group with one bucket.

e Optional: fast failover: Execute the first live bucket. Each action bucket is associated with
a specific port and/or group that controls its liveness. The buckets are evaluated in the order
defined by the group, and the first bucket which is associated with a live port/group is selected.
This group type enables the switch to change forwarding without requiring a round trip to the
controller. If no buckets are live, packets are dropped. This group type must implement a liveness

mechanism (see [6.5).

5.7 Meter Table

A meter table consists of meter entries, defining per-flow meters. Per-flow meters enable OpenFlow to
implement various simple QoS operations, such as rate-limiting, and can be combined with per-port
queues (see [5.12)) to implement complex QoS frameworks, such as DiffServ.

A meter measures the rate of packets assigned to it and enables controlling the rate of those packets.
Meters are attached directly to flow entries (as opposed to queues which are attached to ports). Any
flow entry can specify a meter in its instruction set (see : the meter measures and controls the rate
of the aggregate of all flow entries to which it is attached. Multiple meters can be used in the same
table, but in an exclusive way (disjoint set of flow entries). Multiple meters can be used on the same
set of packets by using them in successive flow tables.

’ Meter Identifier ‘ Meter Bands ‘ Counters

Table™3: Main components of a meter entry in the meter table.

Each meter entry (see Table |3)) is identified by its meter identifier and contains:
e meter identifier: a 32 bit unsigned integer uniquely identifying the meter

e meter bands: an unordered list of meter bands, where each meter band specifies the rate of the
band and the way to process the packet

e counters: updated when packets are processed by a meter
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5.7.1 Meter Bands

Each meter may have one or more meter bands. Each band specifies the rate at which the band applies
and the way packets should be processed. Packets are processed by a single meter band based on the
current measured meter rate. The meter applies the meter band with the highest configured rate that
is lower than the current measured rate. If the current rate is lower than any specified meter band rate,
no meter band is applied.

] Band Type ‘ Rate ‘ Counters | Type specific arguments

Table™4: Main components of a meter band in a meter entry.

Each meter band (see Table [4)) is identified by its rate and contains:
e band type: defines how packet are processed

e rate: used by the meter to select the meter band, defines the lowest rate at which the band can
apply
e counters: updated when packets are processed by a meter band

e type specific arguments: some band types have optional arguments

There is no band type “Required” by this specification. The controller can query the switch about which
of the “Optional” meter band types it supports.

e Optional: drop: drop (discard) the packet. Can be used to define a rate limiter band.

e Optional: dscp remark: increase the drop precedence of the DSCP field in the IP header of the
packet. Can be used to define a simple DiffServ policer.

5.8 Counters

Counters are maintained for each flow table, flow entry, port, queue, group, group bucket, meter and
meter band. OpenFlow-compliant counters may be implemented in software and maintained by polling
hardware counters with more limited ranges. Table [5| contains the set of counters defined by the
OpenFlow specification. A switch is not required to support all counters, just those marked “Required”
in Table [

Duration refers to the amount of time the flow entry, a port, a group, a queue or a meter has been
installed in the switch, and must be tracked with second precision. The Receive Errors field is the total
of all receive and collision errors defined in Table [5] as well as any others not called out in the table.

Counters are unsigned and wrap around with no overflow indicator. If a specific numeric counter is not
available in the switch, its value must be set to the maximum field value (the unsigned equivalent of
-1).
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Counter \ Bits \
Per Flow Table
Reference Count (active entries) 32 | Regquired
Packet Lookups 64 Optional
Packet Matches 64 Optional
Per Flow Entry
Received Packets 64 Optional
Received Bytes 64 Optional
Duration (seconds) 32 | Required
Duration (nanoseconds) 32 | Optional
Per Port
Received Packets 64 Required
Transmitted Packets 64 Required
Received Bytes 64 Optional
Transmitted Bytes 64 Optional
Receive Drops 64 Optional
Transmit Drops 64 Optional
Receive Errors 64 Optional
Transmit Errors 64 Optional
Receive Frame Alignment Errors 64 Optional
Receive Overrun Errors 64 Optional
Receive CRC Errors 64 Optional
Collisions 64 Optional
Duration (seconds) 32 | Regquired
Duration (nanoseconds) 32 | Optional
Per Queue
Transmit Packets 64 Required
Transmit Bytes 64 Optional
Transmit Overrun Errors 64 Optional
Duration (seconds) 32 | Required
Duration (nanoseconds) 32 | Optional
Per Group
Reference Count (flow entries) 32 | Optional
Packet Count 64 Optional
Byte Count 64 Optional
Duration (seconds) 32 | Required
Duration (nanoseconds) 32 | Optional
Per Group Bucke
Packet Count 64 Optional
Byte Count 64 Optional
Per Meter
Flow Count 32 Optional
Input Packet Count 64 Optional
Input Byte Count 64 Optional
Duration (seconds) 32 | Regquired
Duration (nanoseconds) 32 | Optional
Per Meter Band
In Band Packet Count 64 Optional
In Band Byte Count 64 Optional

Table™5: List of counters.
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5.9 Instructions

Each flow entry contains a set of instructions that are executed when a packet matches the entry. These
instructions result in changes to the packet, action set and/or pipeline processing.

A switch is not required to support all instruction types, just those marked “Required Instruction”
below. The controller can also query the switch about which of the “Optional Instruction” types it
supports.

e Optional Instruction: Meter meter_id: Direct packet to the specified meter. As the result of
the metering, the packet may be dropped (depending on meter configuration and state).

e Optional Instruction: Apply-Actions action(s): Applies the specific action(s) immediately,
without any change to the Action Set. This instruction may be used to modify the packet between
two tables or to execute multiple actions of the same type. The actions are specified as an action

list (see5.11)).

e Optional Instruction: Clear-Actions: Clears all the actions in the action set immediately.

e Required Instruction: Write-Actions action(s): Merges the specified action(s) into the current
action set (see[5.10)). If an action of the given type exists in the current set, overwrite it, otherwise
add it.

e Optional Instruction: Write-Metadata metadata / mask: Writes the masked metadata value
into the metadata field. The mask specifies which bits of the metadata register should be modified
(i.e. new_metadata = old_metadata & “mask | value & mask).

e Required Instruction: Goto-Table next-table-id: Indicates the next table in the processing
pipeline. The table-id must be greater than the current table-id. The flow entries of the last table
of the pipeline can not include this instruction (see . OpenFlow switches with only a single
flow table are not required to implement this instruction.

The instruction set associated with a flow entry contains a maximum of one instruction of each type. The
instructions of the set execute in the order specified by this above list. In practice, the only constraints
are that the Meter instruction is executed before the Apply-Actions instruction, that the Clear-Actions
instruction is executed before the Write-Actions instruction, and that Goto-Table is executed last.

A switch must reject a flow entry if it is unable to execute the instructions associated with the flow
entry. In this case, the switch must return an unsupported flow error (see [6.4]). Flow tables may not
support every match, every instruction or every action.

5.10 Action Set

An action set is associated with each packet. This set is empty by default. A flow entry can modify the
action set using a Write-Action instruction or a Clear-Action instruction associated with a particular
match. The action set is carried between flow tables. When the instruction set of a flow entry does
not contain a Goto-Table instruction, pipeline processing stops and the actions in the action set of the
packet are executed.
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An action set contains a maximum of one action of each type. The set-field actions are identified by
their field types, therefore the action set contains a maximum of one set-field action for each field type
(i.e. multiple fields can be set). When multiple actions of the same type are required, e.g. pushing
multiple MPLS labels or popping multiple MPLS labels, the Apply-Actions instruction should be used

(seep.11).

The actions in an action set are applied in the order specified below, regardless of the order that they
were added to the set. If an action set contains a group action, the actions in the appropriate action
bucket of the group are also applied in the order specified below. The switch may support arbitrary
action execution order through the action list of the Apply-Actions instruction.

[a—y

copy TTL inwards: apply copy TTL inward actions to the packet
pop: apply all tag pop actions to the packet

push-MPLS: apply MPLS tag push action to the packet

push-PBB: apply PBB tag push action to the packet

push-VLAN: apply VLAN tag push action to the packet

copy TTL outwards: apply copy TTL outwards action to the packet
decrement TTL: apply decrement TTL action to the packet

set: apply all set-field actions to the packet

© 0 N o o W N

qos: apply all QoS actions, such as set_queue to the packet

—
-

. group: if a group action is specified, apply the actions of the relevant group bucket(s) in the
order specified by this list

11. output: if no group action is specified, forward the packet on the port specified by the output
action

The output action in the action set is executed last. If both an output action and a group action are
specified in an action set, the output action is ignored and the group action takes precedence. If no
output action and no group action were specified in an action set, the packet is dropped. The execution
of groups is recursive if the switch supports it; a group bucket may specify another group, in which case
the execution of actions traverses all the groups specified by the group configuration.

5.11 Action List

The Apply-Actions instruction and the Packet-out message include an action list. The semantics of the
action list is identical to the OpenFlow 1.0 specification. The actions of an action list are executed in
the order specified by the list, and are applied immediately to the packet.

The execution of an action list starts with the first action in the list and each action is executed on the
packet in sequence. The effect of those actions is cumulative, if the action list contains two Push VLAN
actions, two VLAN headers are added to the packet. If the action list contains an output action, a copy
of the packet is forwarded in its current state to the desired port. If the list contains group actions, a
copy of the packet in its current state is processed by the relevant group buckets.
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After the execution of the action list in an Apply-Actions instruction, pipeline execution continues on
the modified packet (see[5.1]). The action set of the packet is unchanged by the execution of the action
list.

5.12 Actions

A switch is not required to support all action types, just those marked “Required Action” below. The
controller can also query the switch about which of the “Optional Action” it supports.

Required Action: Output. The Output action forwards a packet to a specified OpenFlow port (see
4.1)). OpenFlow switches must support forwarding to physical ports, switch-defined logical ports and
the required reserved ports (see |4.5)).

Optional Action: Set-Queue. The set-queue action sets the queue id for a packet. When the packet is
forwarded to a port using the output action, the queue id determines which queue attached to this port
is used for scheduling and forwarding the packet. Forwarding behavior is dictated by the configuration
of the queue and is used to provide basic Quality-of-Service (QoS) support (see section .

Required Action: Drop. There is no explicit action to represent drops. Instead, packets whose action
sets have no output actions should be dropped. This result could come from empty instruction sets or
empty action buckets in the processing pipeline, or after executing a Clear-Actions instruction.

Required Action: Group. Process the packet through the specified group. The exact interpretation
depends on group type.

Optional Action: Push-Tag/Pop-Tag. Switches may support the ability to push/pop tags as shown
in Table @ To aid integration with existing networks, we suggest that the ability to push/pop VLAN
tags be supported.

Newly pushed tags should always be inserted as the outermost tag in the outermost valid location for
that tag. When a new VLAN tag is pushed, it should be the outermost tag inserted, immediately after
the Ethernet header and before other tags. Likewise, when a new MPLS tag is pushed, it should be the
outermost tag inserted, immediately after the Ethernet header and before other tags.

When multiple push actions are added to the action set of the packet, they apply to the packet in the
order defined by the action set rules, first MPLS, then PBB, than VLAN (se|5.10). When multiple push
actions are included in an action list, they apply to the packet in the list order (see |5.11)).

Note: Refer to section B.12.1] for information on default field values.

Action Associated Data Description

Push VLAN header Ethertype Push a new VLAN header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype 0x8100 and 0x88a8 should be used.

Pop VLAN header - Pop the outer-most VLAN header from the packet.

Push MPLS header Ethertype Push a new MPLS shim header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype 0x8847 and 0x8848 should be used.

Table 6 — Continued on next page
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Table 6 — concluded from previous page

Action Associated Data Description

Pop MPLS header Ethertype Pop the outer-most MPLS tag or shim header from the packet.
The Ethertype is used as the Ethertype for the resulting packet
(Ethertype for the MPLS payload).

Push PBB header Ethertype Push a new PBB service instance header (I-TAG TCI) onto

the packet (see[7.2.5)).
The Ethertype is used as the Ethertype for the tag. Only
Ethertype 0x88E7 should be used.

Pop PBB header

- Pop the outer-most PBB service instance header (I-TAG TCI)

from the packet (see [7.2.5).

Table™6: Push/pop tag actions.

Optional Action: Set-Field. The various Set-Field actions are identified by their field type and mod-
ify the values of respective header fields in the packet. While not strictly required, the support of
rewriting various header fields using Set-Field actions greatly increase the usefulness of an OpenFlow
implementation. To aid integration with existing networks, we suggest that VLAN modification actions
be supported. Set-Field actions should always be applied to the outermost-possible header (e.g. a
“Set VLAN ID” action always sets the ID of the outermost VLAN tag), unless the field type specifies

otherwise.

Optional Action: Change-TTL. The various Change-TTL actions modify the values of the IPv4 TTL,
IPv6 Hop Limit or MPLS TTL in the packet. While not strictly required, the actions shown in Table
[7] greatly increase the usefulness of an OpenFlow implementation for implementing routing functions.
Change-TTL actions should always be applied to the outermost-possible header.

Action

Associated Data

Description

Set MPLS TTL

8 bits: New MPLS TTL

Replace the existing MPLS TTL. Only applies to packets
with an existing MPLS shim header.

Decrement MPLS TTL

Decrement the MPLS TTL. Only applies to packets with
an existing MPLS shim header.

Set IP TTL

8 bits: New IP TTL

Replace the existing IPv4 TTL or IPv6 Hop Limit and
update the IP checksum. Only applies to IPv4 and IPv6
packets.

Decrement IP TTL

Decrement the IPv4 TTL or IPv6 Hop Limit field and
update the IP checksum. Only applies to IPv4 and IPv6
packets.

Copy TTL outwards

Copy the TTL from next-to-outermost to outermost
header with TTL.
Copy can be IP-to-IP, MPLS-to-MPLS, or IP-to-MPLS.

Copy TTL inwards

Copy the TTL from outermost to next-to-outermost
header with TTL.
Copy can be IP-to-IP, MPLS-to-MPLS, or MPLS-to-IP.

Table™7: Change-TTL actions.

The OpenFlow switch checks for packets with invalid IP TTL or MPLS TTL and rejects them. Checking
for invalid TTL does not need to be done for every packet, but it must be done at a minimum every
time a decrement TTL action is applied to a packet. The asynchronous configuration of the switch may
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be changed (see [6.1.1)) to send packets with invalid TTL to the controller over the control channel via
a packet-in message (see [6.1.2)).

5.12.1 Default values for fields on push

Field values for all fields specified in Table [8| should be copied from existing outer headers to new outer
headers when executing a push action. New fields listed in Table [§] without corresponding existing
fields should be set to zero. Fields that cannot be modified via OpenFlow set-field actions should be
initialized to appropriate protocol values.

New Fields Existing Field(s)

VLAN ID + VLANID

VLAN priority < VLAN priority

MPLS label + MPLS label

MPLS traffic class <+ MPLS traffic class
MPLS TTL

MPLS TTL +— P TTL

PBB I-SID + PBB I-SID

PBB I-PCP + VLAN PCP

PBB C-DA + ETH DST

PBB C-SA + ETH SRC

Table™8: Existing fields that may be copied into new fields on a push action.

Fields in new headers may be overridden by specifying a “set” action for the appropriate field(s) after
the push operation.

6 OpenFlow Channel

The OpenFlow channel is the interface that connects each OpenFlow switch to a controller. Through
this interface, the controller configures and manages the switch, receives events from the switch, and
sends packets out the switch.

Between the datapath and the OpenFlow channel, the interface is implementation-specific, however all
OpenFlow channel messages must be formatted according to the OpenFlow protocol. The OpenFlow
channel is usually encrypted using TLS, but may be run directly over TCP.

6.1 OpenFlow Protocol Overview

The OpenFlow protocol supports three message types, controller-to-switch, asynchronous, and sym-
metric, each with multiple sub-types. Controller-to-switch messages are initiated by the controller and
used to directly manage or inspect the state of the switch. Asynchronous messages are initiated by the
switch and used to update the controller of network events and changes to the switch state. Symmetric
messages are initiated by either the switch or the controller and sent without solicitation. The message
types used by OpenFlow are described below.
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6.1.1 Controller-to-Switch

Controller/switch messages are initiated by the controller and may or may not require a response from
the switch.

Features: The controller may request the identity and the basic capabilities of a switch by sending
a features request; the switch must respond with a features reply that specifies the identity and basic
capabilities of the switch. This is commonly performed upon establishment of the OpenFlow channel.

Configuration: The controller is able to set and query configuration parameters in the switch. The
switch only responds to a query from the controller.

Modify-State: Modify-State messages are sent by the controller to manage state on the switches.
Their primary purpose is to add, delete and modify flow/group entries in the OpenFlow tables and to
set switch port properties.

Read-State: Read-State messages are used by the controller to collect various information from the
switch, such as current configuration, statistics and capabilities.

Packet-out: These are used by the controller to send packets out of a specified port on the switch, and
to forward packets received via Packet-in messages. Packet-out messages must contain a full packet or
a buffer ID referencing a packet stored in the switch. The message must also contain a list of actions
to be applied in the order they are specified; an empty action list drops the packet.

Barrier: Barrier request/reply messages are used by the controller to ensure message dependencies
have been met or to receive notifications for completed operations.

Role-Request: Role-Request messages are used by the controller to set the role of its OpenFlow
channel, or query that role. This is mostly useful when the switch connects to multiple controllers (see
6.3.4]).

Asynchronous-Configuration: The Asynchronous-Configuration message are used by the controller
to set an additional filter on the asynchronous messages that it wants to receive on its OpenFlow
channel, or to query that filter. This is mostly useful when the switch connects to multiple controllers
(see and commonly performed upon establishment of the OpenFlow channel.

6.1.2 Asynchronous

Asynchronous messages are sent without a controller soliciting them from a switch. Switches send
asynchronous messages to controllers to denote a packet arrival, switch state change, or error. The four
main asynchronous message types are described below.

Packet-in: Transfer the control of a packet to the controller. For all packets forwarded to the CON-
TROLLER reserved port using a flow entry or the table-miss flow entry, a packet-in event is always
sent to controllers (see . Other processing, such as TTL checking, may also generate packet-in
events to send packets to the controller.

Packet-in events can be configured to buffer packets. For packet-in generated by an output action in
a flow entries or group bucket, it can be specified individually in the output action itself (see ,
for other packet-in it can be configured in the switch configuration (see . If the packet-in event is
configured to buffer packets and the switch has sufficient memory to buffer them, the packet-in events
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contain only some fraction of the packet header and a buffer ID to be used by a controller when it
is ready for the switch to forward the packet. Switches that do not support internal buffering, are
configured to not buffer packets for the packet-in event, or have run out of internal buffering, must
send the full packet to controllers as part of the event. Buffered packets will usually be processed via a
Packet-out message from a controller, or automatically expired after some time.

If the packet is buffered, the number of bytes of the original packet to include in the packet-in can be
configured. By default, it is 128 bytes. For packet-in generated by an output action in a flow entries or
group bucket, it can be specified individually in the output action itself (see , for other packet-in
it can be configured in the switch configuration (see [7.3.2]).

Flow-Removed: Inform the controller about the removal of a flow entry from a flow table. Flow-
Removed messages are only sent for flow entries with the OFPFF_SEND_FLOW_REM flag set. They are
generated as the result of a controller flow delete requests or the switch flow expiry process when one
of the flow timeout is exceeded (see .

Port-status: Inform the controller of a change on a port. The switch is expected to send port-status
messages to controllers as port configuration or port state changes. These events include change in
port configuration events, for example if it was brought down directly by a user, and port state change
events, for example if the link went down.

Error: The switch is able to notify controllers of problems using error messages.

6.1.3 Symmetric

Symmetric messages are sent without solicitation, in either direction.
Hello: Hello messages are exchanged between the switch and controller upon connection startup.

Echo: Echo request/reply messages can be sent from either the switch or the controller, and must
return an echo reply. They are mainly used to verify the liveness of a controller-switch connection, and
may as well be used to measure its latency or bandwidth.

Experimenter: Experimenter messages provide a standard way for OpenFlow switches to offer addi-
tional functionality within the OpenFlow message type space. This is a staging area for features meant
for future OpenFlow revisions.

6.2 Message Handling

The OpenFlow protocol provides reliable message delivery and processing, but does not automatically
provide acknowledgements or ensure ordered message processing. The OpenFlow message handling
behaviour described in this section is provided on the main connection and auxiliary connections using
reliable transport, however it is not supported on auxiliary connections using unreliable transport (see

6.3.5).

Message Delivery: Messages are guaranteed delivery, unless the OpenFlow channel fails entirely, in
which case the controller should not assume anything about the switch state (e.g., the switch may have
gone into “fail standalone mode”).
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Message Processing: Switches must process every message received from a controller in full, possibly
generating a reply. If a switch cannot completely process a message received from a controller, it must
send back an error message. For packet-out messages, fully processing the message does not guarantee
that the included packet actually exits the switch. The included packet may be silently dropped after
OpenFlow processing due to congestion at the switch, QoS policy, or if sent to a blocked or invalid
port.

In addition, switches must send to the controller all asynchronous messages generated by OpenFlow
state changes, such as flow-removed, port-status or packet-in messages, so that the controller view
of the switch is consistent with its actual state. Those messages may get filtered out based on the
Asynchronous Configuration (see . Moreover, conditions that would trigger an OpenFlow state
change may get filtered prior to causing such change. For example, packets received on data ports that
should be forwarded to the controller may get dropped due to congestion or QoS policy within the
switch and generate no packet-in messages. These drops may occur for packets with an explicit output
action to the controller. These drops may also occur when a packet fails to match any entries in a
table and that table’s default action is to send to the controller. The policing of packets destined to
the controller using QoS actions or rate limiting is advised, to prevent denial of service of the controller
connection, and is outside the scope of the present specification.

Controllers are free to ignore messages they receive, but must respond to echo messages to prevent the
switch from terminating the connection.

Message Ordering: Ordering can be ensured through the use of barrier messages. In the absence of
barrier messages, switches may arbitrarily reorder messages to maximize performance; hence, controllers
should not depend on a specific processing order. In particular, flow entries may be inserted in tables
in an order different than that of flow mod messages received by the switch. Messages must not be
reordered across a barrier message and the barrier message must be processed only when all prior
messages have been processed. More precisely:

1. messages before a barrier must be fully processed before the barrier, including sending any resulting
replies or errors

2. the barrier must then be processed and a barrier reply sent
3. messages after the barrier may then begin processing

If two messages from the controller depend on each other, they must be separated by a barrier message.
Examples of such message dependancies include a group mod add with a flow mod add referencing
the group, a port mod with a packet-out forwarding to the port, or a flow mod add with a following
packet-out to OFPP_TABLE.

6.3 OpenFlow Channel Connections

The OpenFlow channel is used to exchange OpenFlow message between an OpenFlow switch and an
OpenFlow controller. A typical OpenFlow controller manages multiple OpenFlow channels, each one
to a different OpenFlow switch. An OpenFlow switch may have one OpenFlow channel to a single
controller, or multiple channels for reliability, each to a different controller (see .

An OpenFlow controller typically manages an OpenFlow switch remotely over one or more networks.
The specification of the networks used for the OpenFlow channels is outside the scope of the present
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specification. It may be a separate dedicated network, or the OpenFlow channel may use the network
managed by the OpenFlow switch (in-band controller connection). The only requirement is that it
should provide TCP/IP connectivity.

The OpenFlow channel is usually instantiated as a single network connection between the switch and the
controller, using TLS or plain TCP (see . Alternatively, the OpenFlow channel may be composed
of multiple network connections to exploit parallelism (see . The OpenFlow switch must be able
to create an OpenFlow channel by initiating a connection to an OpenFlow controller (see . Some
switch implementations may optionally allow an OpenFlow controller to connect to the OpenFlow
switch, in this case the switch usually should restrict itself to secured connections (see to prevent
unauthorised connections.

6.3.1 Connection Setup

The switch must be able to establish communication with a controller at a user-configurable (but
otherwise fixed) IP address, using either a user-specified transport port or the default transport port
(see . If the switch is configured with the IP address of the controller to connect to, the switch
initiates a standard TLS or TCP connection to the controller. Traffic to and from the OpenFlow channel
is not run through the OpenFlow pipeline. Therefore, the switch must identify incoming traffic as local
before checking it against the flow tables.

When an OpenFlow connection is first established, each side of the connection must immediately send
an OFPT_HELLO message with the version field set to the highest OpenFlow protocol version supported
by the sender (see E . This Hello message may optionally include some OpenFlow elements to help
connection setup (see EI) Upon receipt of this message, the recipient must calculate the OpenFlow
protocol version to be used. If both the Hello message sent and the Hello message received contained a
OFPHET_VERSIONBITMAP hello element, and if those bitmaps have some common bits set, the negotiated
version must be the highest version set in both bitmaps. Otherwise, the negotiated version must be the
smaller of the version number that was sent and the one that was received in the version fields.

If the negotiated version is supported by the recipient, then the connection proceeds. Otherwise, the
recipient must reply with an OFPT_ERROR message with a type field of OFPET_HELLO_FAILED, a code
field of OFPHFC_INCOMPATIBLE, and optionally an ASCII string explaining the situation in data, and
then terminate the connection.

After the switch and the controller have exchanged OFPT_HELLO messages and successfully negotiated
a common version number, the connection setup is done and standard OpenFlow messages can be
exchanged over the connection. One of the first thing that the controller should do is to send a
OFPT_FEATURES_REQUEST message to get the Datapath ID of the switch (see[7.3.1)).

6.3.2 Connection Interruption

In the case that a switch loses contact with all controllers, as a result of echo request timeouts, TLS
session timeouts, or other disconnections, the switch must immediately enter either “fail secure mode”
or “fail standalone mode”, depending upon the switch implementation and configuration. In “fail secure
mode”, the only change to switch behavior is that packets and messages destined to the controllers are
dropped. Flow entries should continue to expire according to their timeouts in “fail secure mode”. In
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“fail standalone mode”, the switch processes all packets using the OFPP_NORMAL reserved port; in other
words, the switch acts as a legacy Ethernet switch or router. The “fail standalone mode” is usually
only available on Hybrid switches (see [5.1]).

Upon connecting to a controller again, the existing flow entries remain. The controller then has the
option of deleting all flow entries, if desired.

The first time a switch starts up, it will operate in either “fail secure mode” or “fail standalone mode”
mode, until it successfully connects to a controller. Configuration of the default set of flow entries to
be used at startup is outside the scope of the OpenFlow protocol.

6.3.3 Encryption

The switch and controller may communicate through a TLS connection. The TLS connection is initiated
by the switch on startup to the controller, which is located by default on TCP port 6633 . The switch
and controller mutually authenticate by exchanging certificates signed by a site-specific private key.
Each switch must be user-configurable with one certificate for authenticating the controller (controller
certificate) and the other for authenticating to the controller (switch certificate).

The switch and controller may optionally communicate using plain TCP. The TCP connection is initi-
ated by the switch on startup to the controller, which is located by default on TCP port 6633 . When
using plain TCP, it is recommended to use alternative security measures to prevent eavesdropping,
controller impersonation or other attacks on the OpenFlow channel.

6.3.4 Multiple Controllers

The switch may establish communication with a single controller, or may establish communication
with multiple controllers. Having multiple controllers improves reliability, as the switch can continue
to operate in OpenFlow mode if one controller or controller connection fails. The hand-over between
controllers is entirely managed by the controllers themselves, which enables fast recovery from failure
and also controller load balancing. The controllers coordinate the management of the switch amongst
themselves via mechanisms outside the scope of the present specification, and the goal of the multiple
controller functionality is only to help synchronise controller handoffs performed by the controllers.
The multiple controller functionality only addresses controller fail-over and load balancing, and doesn’t
address virtualisation which can be done outside the OpenFlow protocol.

When OpenFlow operation is initiated, the switch must connect to all controllers it is configured with,
and try to maintain connectivity with all of them concurrently. Many controllers may send controller-
to-switch commands to the switch, the reply or error messages related to those commands must only be
sent on the controller connection associated with that command. Asynchronous messages may need to
be sent to multiple controllers, the message is duplicated for each eligible OpenFlow channel and each
message sent when the respective controller connection allows it.

The default role of a controller is OFPCR_ROLE_EQUAL. In this role, the controller has full access to the
switch and is equal to other controllers in the same role. By default, the controller receives all the switch
asynchronous messages (such as packet-in, flow-removed). The controller can send controller-to-switch
commands to modify the state of the switch. The switch does not do any arbitration or resource sharing
between controllers.
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A controller can request its role to be changed to OFPCR_ROLE_SLAVE. In this role, the controller
has read-only access to the switch. By default, the controller does not receive switch asynchronous
messages, apart from Port-status messages. The controller is denied the ability to execute all
controller-to-switch commands that send packets or modify the state of the switch. For example,
OFPT_PACKET_OUT, OFPT_FLOW_MOD, OFPT_GROUP_MOD, OFPT_PORT_MOD, OFPT_TABLE_MOD requests, and
OFPMP_TABLE_FEATURES multiparts requests with a non-empty body must be rejected. If the controller
sends one of those commands, the switch must reply with an OFPT_ERROR message with a type field
of OFPET_BAD_REQUEST, a code field of OFPBRC_IS_SLAVE. Other controller-to-switch messages, such as
OFPT_ROLE_REQUEST, OFPT_SET_ASYNC and OFPT_MULTIPART_REQUEST that only query data, should be
processed normally.

A controller can request its role to be changed to OFPCR_ROLE_MASTER. This role is similar to
OFPCR_ROLE_EQUAL and has full access to the switch, the difference is that the switch ensures it is
the only controller in this role. When a controller changes its role to OFPCR_ROLE_MASTER, the switch
changes all other controllers with the role OFPCR_ROLE_MASTER to have the role OFPCR_ROLE_SLAVE, but
does not affect controllers with role OFPCR_ROLE_EQUAL. When the switch performs such role changes,
no message is generated to the controller whose role is changed (in most cases that controller is no
longer reachable).

Each controller may send a OFPT_ROLE_REQUEST message to communicate its role to the switch (see
7.3.9), and the switch must remember the role of each controller connection. A controller may change
role at any time, provided the generation_id in the message is current (see below).

The role request message offers a lightweight mechanism to help the controller master election process,
the controllers configure their role and usually still need to coordinate among themselve. The switch
can not change the state of a controller on its own, controller state is always changed as a result of a
request from one of the controllers. Any Slave controller or Equal controller can elect itself Master. A
switch may be simultaneously connected to multiple controllers in Equal state, multiple controllers in
Slave state, and at most one controller in Master state. The controller in Master state (if any) and
all the controllers in Equal state can fully change the switch state, there is no mechanism to enforce
partitioning of the switch between those controllers. If the controller in Master role need to be the only
controller able to make changes on the switch, then no controllers should be in Equal state and all other
controllers should be in Slave state.

A controller can also control which types of switch asynchronous messages are sent over its OpenFlow
channel, and change the defaults described above. This is done via a Asynchronous Configuration
message (See, listing all reasons for each message type that need to be enabled or filtered out (see
for the specific OpenFlow channel. Using this feature, different controllers can receive different
notifications, a controller in master mode can selectively disable notifications it does not care about,
and a controller in slave mode can enable notifications it wants to monitor.

To detect out-of-order messages during a master/slave transition, the OFPT_ROLE_REQUEST message
contains a 64-bit sequence number field, generation_id, that identifies a given mastership view. As
a part of the master election mechanism, controllers (or a third party on their behalf) coordinate the
assignment of generation_id. generation_id is a monotonically increasing counter: a new (larger)
generation_id is assigned each time the mastership view changes, e.g. when a new master is designated.
generation_id can wrap around.

On receiving a OFPT_ROLE_REQUEST with role equal to OFPCR_ROLE_MASTER or OFPCR_ROLE_SLAVE the
switch must compare the generation_id in the message against the largest generation id seen so far.
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A message with a generation_id smaller than a previously seen generation id must be considered
stale and discarded. The switch must respond to stale messages with an error message with type
OFPET_ROLE_REQUEST_FAILED and code OFPRRFC_STALE.

The following pseudo-code describes the behavior of the switch in dealing with generation_id.
On switch startup:
generation_is_defined = false;

On receiving OFPT_ROLE_REQUEST with role equal to OFPCR_ROLE_MASTER or OFPCR_ROLE_SLAVE and
with a given generation_id, say GEN_ID_X:

if (generation_is_defined AND
distance(GEN_ID_X, cached_generation_id) < 0) {
<discard OFPT_ROLE_REQUEST message>;
<send an error message with code OFPRRFC_STALE>;
} else {
cached_generation_id = GEN_ID_X;
generation_is_defined = true;
<process the message normally>;

where distance () is the Wrapping Sequence Number Distance operator defined as following:
distance(a, b) := (int64_t)(a - Db)

I.e. distance() is the unsigned difference between the sequence numbers, interpreted as a two’s com-
plement signed value. This results in a positive distance if a is greater than b (in a circular sense) but
less than “half the sequence number space” away from it. It results in a negative distance otherwise
(a < Db).

The switch must ignore generation_id if the role in the OFPT_ROLE_REQUEST is OFPCR_ROLE_EQUAL,
as generation_id is specifically intended for the disambiguation of race condition in master/slave
transition.

6.3.5 Auxiliary Connections

By default, the OpenFlow channel between an OpenFlow switch and an OpenFlow controller is a
single network connection. The OpenFlow channel may also be composed of a main connection
and multiple auxiliary connections. Auxiliary connections are created by the OpenFlow switch and
are helpful to improve the switch processing performance and exploit the parallelism of most switch
implementations.

Each connection from the switch to the controller is identified by the switch Datapath ID and a Auxiliary
ID (see|7.3.1). The main connection must have its Auxiliary ID set to zero, whereas auxiliary connection
must have a non-zero Auxiliary ID and the same Datapath ID. Auxiliary connections must use the same
source IP address as the main connection, but can use a different transport, for example TLS, TCP,
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DTLS or UDP, depending on the switch configuration. The auxiliary connection should have the same
destination IP address and same transport destination port as the main connection, unless the switch
configuration specifies otherwise. The controller must recognise incoming connections with non-zero
Auxiliary ID as auxiliary connections and bind them to the main connection with the same Datapath
1D.

The switch must not initiate auxiliary connection before having completed the connection setup over
the main connection (see , it must setup and maintain auxiliary connections with the controller
only while the corresponding main connection is alive. The connection setup for auxiliary connections
is the same as for the main connection (see . If the switch detects that the main connection to a
controller is broken, it must immediately close all its auxiliary connections to that controller, to enable
the controller to properly resolve Datapath ID conflicts.

Both the OpenFlow switch and the OpenFlow controller must accept any OpenFlow message types and
sub-types on all connections : the main connection or an auxiliary connection can not be restricted to
a specific message type or sub-type. However, the processing performance of different message types or
sub-types on different connections may be different. The switch may service auxiliary connections with
different priorities, for example one auxiliary connection may be dedicated to high priority requests
and always processed by the switch before other auxiliary connections. A switch configuration, for
example using the OpenFlow Configuration Protocol, may optionally configure the priority of auxiliary
connections.

A reply to an OpenFlow request must be made on the same connection it came in. There is no
synchronisation between connections, and messages sent on different connections may be processed in
any order. A barrier message applies only to the connection where it is used (see . Auxiliary
connections using DTLS or UDP may lose or reorder messages, OpenFlow does not provide ordering
or delivery guarantees on those connections (see . If messages must be processed in sequence, they
must be sent over the same connection, use a connection that does not reorder packets, and use barrier
messages.

The controller is free to use the various switch connections for sending OpenFlow messages at its entire
discretion, however to maximise performance on most switches the following guidelines are suggested:

e All OpenFlow controller messages which are not Packet-out (flow-mod, statistic request...) should
be sent over the main connection.

e All Packet-Out messages containing a packet from a Packet-In message should be sent on the
connection where the Packet-In came from.

e All other Packet-Out messages should be spread across the various auxiliary connections using a
mechanism keeping the packets of a same flow mapped to the same connection.

e If the desired auxiliary connection is not available, the controller should use the main connection.

The switch is free to use the various controller connections for sending OpenFlow messages as it wishes,
however the following guidelines are suggested :

e All OpenFlow messages which are not Packet-in should be sent over the main connection.

e All Packet-In messages spread across the various auxiliary connection using a mechanism keeping
the packets of a same flow mapped to the same connection.
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Auxiliary connection on unreliable transports (UDP, DTLS) have additional restrictions
and rules that don’t apply to auxiliary connection on other transport (TCP, TLS). The only
message types supported on unreliable auxiliary connections are OFPT_HELLO, OFPT_ERROR,
OFPT_ECHO_REQUEST, OFPT_ECHO_REPLY, OFPT_FEATURES_REQUEST, OFPT_FEATURES_REPLY,
OFPT_PACKET_IN, OFPT_PACKET_OUT and OFPT_EXPERIMENTER, other messages types are not sup-
ported by the specification.

On unreliable auxiliary connection, Hello messages are sent at connection initiation to setup the con-
nection (see . If an OpenFlow device receives another message on an unreliable auxiliary con-
nection prior to receiving a Hello message, the device must either assume the connection is setup
properly and use the version number from that message, or it must return an Error message with
OFPET_BAD_REQUEST type and OFPBRC_BAD_VERSION code. If a OpenFlow device receives a error mes-
sage with OFPET_BAD_REQUEST type and OFPBRC_BAD_VERSION code on unreliable auxiliary connection,
it must either send a new Hello message or terminate the unreliable auxiliary connection (the connection
may be retried at a later time). If no message was ever received on an auxiliary connection after some
implementation chosen amount of time lower than 5 seconds, the device must either send a new Hello
message or terminate the unreliable auxiliary connection. If after sending a Feature Request message,
the controller does not receives a Feature Reply message after some implementation chosen amount of
time lower than 5 seconds, the device must either send a new Feature Request message or terminate
the unreliable auxiliary connection. If after receiving a message, a device does not receives any other
message after some implementation chosen amount of time lower than 30 seconds, the device must
terminate the unreliable auxiliary connection. If a device receives a message for a unreliable auxiliary
connection already terminated, it must assume it is a new connection.

OpenFlow devices using unreliable auxiliary connection should follow recommendations in RFC 5405
when possible.

6.4 Flow Table Modification Messages

Flow table modification messages can have the following types:

enum ofp_flow_mod_command {
OFPFC_ADD = 0, /* New flow. */
OFPFC_MODIFY =1, /* Modify all matching flows. */
OFPFC_MODIFY_STRICT = 2, /* Modify entry strictly matching wildcards and
priority. */
3, /* Delete all matching flows. */
4, /* Delete entry strictly matching wildcards and
priority. */

OFPFC_DELETE
OFPFC_DELETE_STRICT

};

For add requests (OFPFC_ADD) with the OFPFF_CHECK_OVERLAP flag set, the switch must first check for
any overlapping flow entries in the requested table. Two flow entries overlap if a single packet may match
both, and both entries have the same priority. If an overlap conflict exists between an existing flow
entry and the add request, the switch must refuse the addition and respond with an ofp_error_msg
with OFPET_FLOW_MOD_FAILED type and OFPFMFC_OVERLAP code.

For non-overlapping add requests, or those with no overlap checking, the switch must insert the flow
entry in the requested table. If a flow entry with identical match fields and priority already resides in
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the requested table, then that entry, including its duration, must be cleared from the table, and the
new flow entry added. If the OFPFF_RESET_COUNTS flag is set, the flow entry counters must be cleared,
otherwise they should be copied from the replaced flow entry. No flow-removed message is generated
for the flow entry eliminated as part of an add request; if the controller wants a flow-removed message
it should explicitly send a delete request for the old flow entry prior to adding the new one.

For modify requests (OFPFC_MODIFY or OFPFC_MODIFY_STRICT), if a matching entry exists in the ta-
ble, the instructions field of this entry is updated with the value from the request, whereas its
cookie, idle_timeout, hard_timeout, flags, counters and duration fields are left unchanged. If the
OFPFF_RESET_COUNTS flag is set, the flow entry counters must be cleared. For modify requests, if no
flow entry currently residing in the requested table matches the request, no error is recorded, and no
flow table modification occurs.

For delete requests (OFPFC_DELETE or OFPFC_DELETE_STRICT), if a matching entry exists in the table,
it must be deleted, and if the entry has the OFPFF_SEND_FLOW_REM flag set, it should generate a flow
removed message. For delete requests, if no flow entry currently residing in the requested table matches
the request, no error is recorded, and no flow table modification occurs.

Modify and delete flow_mod commands have non-strict versions (OFPFC_MODIFY and OFPFC_DELETE)
and strict versions (OFPFC_MODIFY_STRICT or OFPFC_DELETE_STRICT). In the strict versions, the set of
match fields, all match fields, including their masks, and the priority, are strictly matched against the
entry, and only an identical flow entry is modified or removed. For example, if a message to remove
entries is sent that has no match fields included, the OFPFC_DELETE command would delete all flow
entries from the tables, while the OFPFC_DELETE_STRICT command would only delete a flow entry that
applies to all packets at the specified priority.

For non-strict modify and delete commands, all flow entries that match the flow_mod description are
modified or removed. In the non-strict versions, a match will occur when a flow entry exactly matches
or is more specific than the description in the flow_mod command; in the flow_mod the missing match
fields are wildcarded, field masks are active, and other flow_mod fields such as priority are ignored. For
example, if a OFPFC_DELETE command says to delete all flow entries with a destination port of 80, then a
flow entry that wildcards all match fields will not be deleted. However, a OFPFC_DELETE command that
wildcards all match fields will delete an entry that matches all port 80 traffic. This same interpretation
of mixed wildcard and exact match fields also applies to individual and aggregate flows stats requests.

Delete commands can be optionally filtered by destination group or output port. If the out_port
field contains a value other than OFPP_ANY, it introduces a constraint when matching. This constraint
is that each matching flow entry must contain an output action directed at the specified port in the
actions associated with that flow entry. This constraint is limited to only the actions directly associated
with the flow entry. In other words, the switch must not recurse through the action sets of pointed-to
groups, which may have matching output actions. The out_group, if different from 0FPG_ANY, introduce
a similar constraint on the group action. These fields are ignored by OFPFC_ADD, OFPFC_MODIFY and
OFPFC_MODIFY_STRICT messages.

Modify and delete commands can also be filtered by cookie value, if the cookie_mask field con-
tains a value other than 0. This constraint is that the bits specified by the cookie_mask in both
the cookie field of the flow mod and a flow entry’s cookie value must be equal. In other words,
(flow_entry.cookie & flow_-mod.cookie_mask) == ( flow_mod.cookie & flow_-mod.cookie_mask).
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Delete commands can use the OFPTT_ALL value for table-id to indicate that matching flow entries are
to be deleted from all flow tables.

If the flow modification message specifies an invalid table-id, the switch must send an ofp_error_msg
with OFPET_FLOW_MOD_FAILED type and OFPFMFC_BAD_TABLE_ID code. If the flow modification message
specifies OFPTT_ALL for table-id in a add or modify request, the switch must send the same error
message.

If a switch cannot find any space in the requested table in which to add the incoming flow entry, the
switch must send an ofp_error_msg with OFPET_FLOW_MOD_FAILED type and OFPFMFC_TABLE_FULL
code.

If the instructions requested in a flow mod message are unknown the switch must return an
ofp_error_msg with OFPET_BAD_INSTRUCTION type and OFPBIC_UNKNOWN_INST code. If the instruc-
tions requested in a flow mod message are unsupported the switch must return an ofp_error_msg with
OFPET_BAD_INSTRUCTION type and OFPBIC_UNSUP_INST code.

If the instructions requested contain a Goto-Table and the next-table-id refers to an invalid table the
switch must return an ofp_error_msg with OFPET_BAD_INSTRUCTION type and OFPBIC_BAD_TABLE_ID
code.

If the instructions requested contain a Write-Metadata and the metadata value or metadata mask value
is unsupported then the switch must return an ofp_error_msg with OFPET_BAD_INSTRUCTION type and
OFPBIC_UNSUP_METADATA or OFPBIC_UNSUP_METADATA_MASK code.

If the match in a flow mod message specifies a field that is unsupported in the table, the switch must
return an ofp_error_msg with OFPET_BAD_MATCH type and OFPBMC_BAD_FIELD code. If the match in
a flow mod message specifies a field more than once, the switch must return an ofp_error_msg with
OFPET_BAD_MATCH type and OFPBMC_DUP_FIELD code. If the match in a flow mod message specifies
a field but fail to specify its associated prerequisites, for example specifies an IPv4 address without
matching the EtherType to 0x800, the switch must return an ofp_error_msg with OFPET_BAD_MATCH
type and OFPBMC_BAD_PREREQ code.

If the match in a flow mod specifies an arbitrary bitmask for either the datalink or network addresses
which the switch cannot support, the switch must return an ofp_error_msg with OFPET_BAD_MATCH
type and either OFPBMC_BAD_DL_ADDR_MASK or OFPBMC_BAD_NW_ADDR_MASK. If the bitmasks specified in
both the datalink and network addresses are not supported then OFPBMC_BAD_DL_ADDR_MASK should be
used. If the match in a flow mod specifies an arbitrary bitmask for another field which the switch cannot
support, the switch must return an ofp_error_msg with OFPET_BAD_MATCH type and OFPBMC_BAD_MASK
code.

If the match in a flow mod specifies values that cannot be matched, for example, a VLAN ID greater
than 4095 and not one of the reserved values, or a DSCP value with one of the two higher bits set, the
switch must return an ofp_error_msg with OFPET_BAD_MATCH type and OFPBMC_BAD_VALUE code.

If any action references a port that will never be valid on a switch, the switch must return an
ofp_error_msg with OFPET_BAD_ACTION type and OFPBAC_BAD_OUT_PORT code. If the referenced port
may be valid in the future, e.g. when a linecard is added to a chassis switch, or a port is dynamically
added to a software switch, the switch must either silently drop packets sent to the referenced port, or
immediately return an OFPBAC_BAD_QUT_PORT error and refuse the flow mod.
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If an action in a flow mod message references a group that is not currently defined on the switch, or is a
reserved group, such as OFPG_ALL, the switch must return an ofp_error_msg with OFPET_BAD_ACTION
type and OFPBAC_BAD_QUT_GROUP code.

If an action in a flow mod message has a value that is invalid, for example a Set VLAN ID action
with value greater than 4095, or a Push action with an invalid Ethertype, the switch must return an
ofp_error_msg with OFPET_BAD_ACTION type and OFPBAC_BAD_ARGUMENT code.

If an action in a flow mod message performs an operation which is inconsistent with the match, for
example, a pop VLAN action with a match specifying no VLAN, or a set IPv4 address action with
a match wildcarding the Ethertype, the switch may optionally reject the flow mod and immediately
return an ofp_error_msg with OFPET_BAD_ACTION type and OFPBAC_MATCH_INCONSISTENT code. The
effect of any inconsistent actions on matched packets is undefined. Controllers are strongly encouraged
to avoid generating combinations of table entries that may yield inconsistent actions.

If an action list contain a sequence of actions that the switch can not support in the specified order, the
switch must return an ofp_error_msg with OFPET_BAD_ACTION type and OFPBAC_UNSUPPORTED_ORDER
code.

If any other errors occur during the processing of the flow mod message, the switch may return an
ofp_error_msg with OFPET_FLOW_MOD_FAILED type and OFPFMC_UNKNOWN code.

6.5 Group Table Modification Messages
Group table modification messages can have the following types:

/* Group commands */
enum ofp_group_mod_command {

OFPGC_ADD =0, /* New group. */
OFPGC_MODIFY = 1, /* Modify all matching groups. */
OFPGC_DELETE = 2, /* Delete all matching groups. */

};

Groups may consist of zero or more buckets. A group with no buckets will not alter the action set
associated with a packet. A group may also include buckets which themselves forward to other groups
if the switch supports it.

The action set for each bucket must be validated using the same rules as those for flow mods (Section
6.4]), with additional group-specific checks. If an action in one of the buckets is invalid or unsupported,
the switch should return an ofp_error_msg with OFPET_BAD_ACTION type and code corresponding to

the error (see [6.4)).

For add requests (OFPGC_ADD), if a group entry with the specified group identifier already resides in
the group table, then the switch must refuse to add the group entry and must send an ofp_error_msg
with OFPET_GROUP_MOD_FAILED type and OFPGMFC_GROUP_EXISTS code.

For modify requests (OFPGC_MODIFY), if a group entry with the specified group identifier already resides
in the group table, then that entry, including its type and action buckets, must be removed, and the new
group entry added. If a group entry with the specified group identifier does not already exist then the
switch must refuse the group mod and send an ofp_error_msg with OFPET_GROUP_MOD_FAILED type
and OFPGMFC_UNKNOWN_GROUP code.
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If a specified group type is invalid (ie: includes fields such as weight that are undefined for the specified
group type) then the switch must refuse to add the group entry and must send an ofp_error_msg with
OFPET_GROUP_MOD_FAILED type and OFPGMFC_INVALID_GROUP code.

If a switch does not support unequal load sharing with select groups (buckets with weight dif-
ferent than 1), it must refuse to add the group entry and must send an ofp_error_msg with
OFPET_GROUP_MOD_FAILED type and OFPGMFC_WEIGHT _UNSUPPORTED code.

If a switch cannot add the incoming group entry due to lack of space, the switch must send an
ofp_error_msg with OFPET_GROUP_MOD_FAILED type and OFPGMFC_OUT_OF_GROUPS code.

If a switch cannot add the incoming group entry due to restrictions (hardware or otherwise) limiting
the number of group buckets, it must refuse to add the group entry and must send an ofp_error_msg
with OFPET_GROUP_MOD_FAILED type and OFPGMFC_OUT_OF_BUCKETS code.

If a switch cannot add the incoming group because it does not support the proposed liveliness
configuration, the switch must send an ofp_error_msg with OFPET_GROUP_MOD_FAILED type and
OFPGMFC_WATCH_UNSUPPORTED code. This includes specifying watch_port or watch_group for a group
that does not support liveness, or specifying a port that does not support liveness in watch_port, or
specifying a group that does not support liveness in watch_group.

For delete requests (OFPGC_DELETE), if no group entry with the specified group identifier currently
exists in the group table, no error is recorded, and no group table modification occurs. Otherwise, the
group is removed, and all flow entries containing this group in a Group action are also removed. The
group type need not be specified for the delete request. Delete also differs from an add or modify
with no buckets specified in that future attempts to add the group identifier will not result in a group
exists error. If one wishes to effectively delete a group yet leave in flow entries using it, that group can
be cleared by sending a modify with no buckets specified.

To delete all groups with a single message, specify OFPG_ALL as the group value.

Groups may be chained if the switch supports it, when at least one group forward to another group, or
in more complex configuration. For example, a fast reroute group may have two buckets, where each
points to a select group. If a switch does not support groups of groups, it must send an ofp_error_msg
with OFPET_GROUP_MOD_FAILED type and OFPGMFC_CHAINING_UNSUPPORTED code.

A switch may support checking that no loop is created while chaining groups : if a group mod is sent
such that a forwarding loop would be created, the switch must reject the group mod and must send an
ofp_error_msg with OFPET_GROUP_MOD_FAILED type and OFPGMFC_LOOP code. If the switch does not
support such checking, the forwarding behavior is undefined.

A switch may support checking that groups forwarded to by other groups are not removed : If a switch
cannot delete a group because it is referenced by another group, it must refuse to delete the group entry
and must send an ofp_error_msg with OFPET_GROUP_MOD_FAILED type and OFPGMFC_CHAINED_GROUP
code. If the switch does not support such checking, the forwarding behavior is undefined.

Fast failover group support requires liveness monitoring, to determine the specific bucket to execute.
Other group types are not required to implement liveness monitoring, but may optionally implement
it. If a switch cannot implement liveness checking for any bucket in a group, it must refuse the group
mod and return an error. The rules for determining liveness include:
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e A port is considered live if it has the OFPPS_LIVE flag set in its port state. Port liveness may be
managed by code outside of the OpenFlow portion of a switch, defined outside of the OpenFlow
specification, such as Spanning Tree or a KeepAlive mechanism. The port must not be considered
live (and the OFPPS_LIVE flag must be unset) if one of the port liveness mechanisms enabled on
the switch consider the port not live, or if the port config bit OFPPC_PORT_DOWN indicates the port
is down, or if the port state bit OFPPS_LINK_DOWN indicates the link is down.

e A bucket is considered live if either watch_port is not OFPP_ANY and the port watched is live, or
if watch_group is not OFPG_ANY and the group watched is live.

e A group is considered live if a least one of its buckets is live.

The controller can infer the liveness state of the group by monitoring the states of the various ports.

6.6 Meter Modification Messages

Meter modification messages can have the following types:

/* Meter commands */
enum ofp_meter_mod_command {

OFPMC_ADD, /* New meter. */
OFPMC_MODIFY, /* Modify specified meter. */
OFPMC_DELETE, /* Delete specified meter. */

};

For add requests (OFPMC_ADD), if a meter entry with the specified meter identifier already ex-
ist, then the switch must refuse to add the meter entry and must send an ofp_error_msg with
OFPET_METER_MOD_FAILED type and OFPMMFC_METER_EXISTS code.

For modify requests (OFPMC_MODIFY), if a meter entry with the specified meter identifier already exists,
then that entry, including its bands, must be removed, and the new meter entry added. If a meter entry
with the specified meter identifier does not already exists then the switch must refuse the meter mod and
send an ofp_error_msg with OFPET_METER_MOD_FAILED type and OFPMMFC_UNKNOWN_METER code.

If a switch cannot add the incoming meter entry due to lack of space, the switch must send an
ofp_error_msg with OFPET_METER_MOD_FAILED type and OFPMMFC_OUT_OF_METERS code.

If a switch cannot add the incoming meter entry due to restrictions (hardware or otherwise) limiting
the number of bands, it must refuse to add the meter entry and must send an ofp_error_msg with
OFPET_METER_MOD_FAILED type and OFPMMFC_QUT_OF_BANDS code.

For delete requests (OFPMC_DELETE), if no meter entry with the specified meter identifier currently
exists, no error is recorded, and no meter modification occurs. Otherwise, the meter is removed, and all
flows that include the meter in their instruction set are also removed. Only the meter identifier need to
be specified for the delete request, other fields such as bands can be omitted.

To delete all meters with a single message, specify OFPM_ALL as the meter value. Virtual meters can
never be deleted and are not removed when deleting all meters.
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7 The OpenFlow Protocol

The heart of the OpenFlow switch specification is the set of structures used for OpenFlow Protocol
messages.

The structures, defines, and enumerations described below are derived from the file
include/openflow/openflow.h, which is part of the standard OpenFlow specification distribu-
tion. All structures are packed with padding and 8-byte aligned, as checked by the assertion
statements. All OpenFlow messages are sent in big-endian format.

7.1 OpenFlow Header

Each OpenFlow message begins with the OpenFlow header:

/* Header on all OpenFlow packets. */
struct ofp_header {

uint8_t version; /* OFP_VERSION. */

uint8_t type; /* One of the OFPT_ constants. */

uint16_t length; /* Length including this ofp_header. */
uint32_t xid; /* Transaction id associated with this packet.

Replies use the same id as was in the request
to facilitate pairing. */

};

OFP_ASSERT (sizeof (struct ofp_header) == 8);

The version specifies the OpenFlow protocol version being used. During the earlier draft phase of the
OpenFlow Protocol, the most significant bit was set to indicate an experimental version. The lower
bits indicate the revision number of the protocol. The version of the protocol described by the current
specification is 1.3.2, and its ofp_version is 0x04 .

The length field indicates the total length of the message, so no additional framing is used to distinguish
one frame from the next. The type can have the following values:

enum ofp_type {
/* Immutable messages. */
OFPT_HELLO =
OFPT_ERROR =
OFPT_ECHO_REQUEST =
OFPT_ECHO_REPLY =
OFPT_EXPERIMENTER =

/* Symmetric message */
, /* Symmetric message */
/* Symmetric message */
, /* Symmetric message */
/* Symmetric message */

> W N = O

/* Switch configuration messages. */
OFPT_FEATURES_REQUEST = 5, /* Controller/switch message */
OFPT_FEATURES_REPLY = 6, /* Controller/switch message */
OFPT_GET_CONFIG_REQUEST = 7, /* Controller/switch message */
8
9

OFPT_GET_CONFIG_REPLY , /* Controller/switch message */
OFPT_SET_CONFIG =9, /* Controller/switch message */

/* Asynchronous messages. */

OFPT_PACKET_IN = 10, /* Async message */
OFPT_FLOW_REMOVED = 11, /* Async message */
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OFPT_PORT_STATUS =

12, /* Async message */

/* Controller command messages. */

OFPT_PACKET_OUT =
OFPT_FLOW_MOD =
OFPT_GROUP_MOD =
OFPT_PORT_MOD =
OFPT_TABLE_MOD =

/* Multipart messages. */
OFPT_MULTIPART _REQUEST
OFPT_MULTIPART_REPLY

/* Barrier messages. */
OFPT_BARRIER_REQUEST
OFPT_BARRIER_REPLY

13, /* Controller/switch message
14, /* Controller/switch message
15, /* Controller/switch message
16, /* Controller/switch message
17, /* Controller/switch message

Version 1.3.2

*/
*/
*/
*/
*/

= 18, /* Controller/switch message */
= 19, /* Controller/switch message */

20, /* Controller/switch message
21, /* Controller/switch message

/* Queue Configuration messages. */
OFPT_QUEUE_GET_CONFIG_REQUEST = 22, /* Controller/switch message */
OFPT_QUEUE_GET_CONFIG_REPLY = 23, /* Controller/switch message */

/* Controller role change
OFPT_ROLE_REQUEST =
OFPT_ROLE_REPLY =

request messages. */
24, /* Controller/switch message
25, /* Controller/switch message

/* Asynchronous message configuration. */

OFPT_GET_ASYNC_REQUEST =
OFPT_GET_ASYNC_REPLY =
OFPT_SET_ASYNC =

26, /* Controller/switch message
27, /* Controller/switch message
28, /* Controller/switch message

/* Meters and rate limiters configuration messages. */

OFPT_METER_MOD =
};

7.1.1 Padding

29, /* Controller/switch message

*/
*/

*/
*/

*/
*/
*/

*/

Most OpenFlow messages contain padding fields. Those are included in the various message types and
in various common structures. Most of those padding fields can be identified by the fact that their
name start with pad. The goal of padding fields is to align multi-byte entities on natural processor

boundaries.

All common structures included in messages are aligned on 64 bit boundaries. Various other types are
aligned as needed, for example 32 bits integer are aligned on 32 bit boundaries. An exception to the
padding rules are OXM match fields which are never padded . In general, the end of OpenFlow
messages is not padded, unless explicitly specified. On the other hand, common structures are almost

always padded at the end.

The padding fields should be set to zero. An OpenFlow implementation must accept any values set in
padding fields, and must just ignore the content of padding fields.
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7.2 Common Structures

This section describes structures used by multiple message types.

7.2.1 Port Structures

The OpenFlow pipeline receives and sends packets on ports. The switch may define physical and logical
ports, and the OpenFlow specification defines some reserved ports (see 4.1)).

The physical ports, switch-defined logical ports, and the OFPP_LOCAL reserved port are described with
the following structure:

/* Description of a port */
struct ofp_port {
uint32_t port_no;
uint8_t pad[4];
uint8_t hw_addr [OFP_ETH_ALEN] ;
uint8_t pad2[2]; /* Align to 64 bits. */
char name [OFP_MAX_PORT_NAME_LEN]; /* Null-terminated */

uint32_t config; /* Bitmap of OFPPC_x flags. */
uint32_t state; /* Bitmap of OFPPS_x flags. */

/* Bitmaps of OFPPF_x* that describe features. All bits zeroed if
* unsupported or unavailable. */

uint32_t curr; /* Current features. */

uint32_t advertised; /* Features being advertised by the port. */
uint32_t supported; /* Features supported by the port. */
uint32_t peer; /* Features advertised by peer. */

uint32_t curr_speed; /* Current port bitrate in kbps. */

uint32_t max_speed; /* Max port bitrate in kbps */

};
OFP_ASSERT (sizeof (struct ofp_port) == 64);

The port_no field uniquely identifies a port within a switch. The hw_addr field typically is the MAC
address for the port; OFP_ETH_ALEN is 6. The name field is a null-terminated string containing a
human-readable name for the interface. The value of OFP_MAX_PORT_NAME_LEN is 16.

The config field describes port administrative settings, and has the following structure:
/* Flags to indicate behavior of the physical port. These flags are

* used in ofp_port to describe the current configuration. They are
* used in the ofp_port_mod message to configure the port’s behavior.

*/

enum ofp_port_config {
OFPPC_PORT_DOWN =1 << 0, /* Port is administratively down. */
OFPPC_NO_RECV =1 << 2, /* Drop all packets received by port. */
OFPPC_NO_FWD = 1 << 5, /*x Drop packets forwarded to port. */

OFPPC_NO_PACKET_IN = 1 << 6 /* Do not send packet-in msgs for port. */
};
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The OFPPC_PORT_DOWN bit indicates that the port has been administratively brought down and should
not be used by OpenFlow. The O0FPPC_NO_RECV bit indicates that packets received on that port should
be ignored. The OFPPC_NO_FWD bit indicates that OpenFlow should not send packets to that port. The
OFPPFL_NO_PACKET_IN bit indicates that packets on that port that generate a table miss should never
trigger a packet-in message to the controller.

In general, the port config bits are set by the controller and not changed by the switch. Those bits
may be useful for the controller to implement protocols such as STP or BFD. If the port config bits are
changed by the switch through another administrative interface, the switch sends an OFPT_PORT_STATUS
message to notify the controller of the change.

The state field describes the port internal state, and has the following structure:

/* Current state of the physical port. These are not configurable from
* the controller.
*/
enum ofp_port_state {
OFPPS_LINK_DOWN 1 << 0, /* No physical link present. */
OFPPS_BLOCKED =1<< 1, /* Port is blocked */
OFPPS_LIVE =1 << 2, /* Live for Fast Failover Group. */

};

The port state bits represent the state of the physical link or switch protocols outside of OpenFlow. The
OFPPS_LINK_DOWN bit indicates the the physical link is not present. The OFPPS_BLOCKED bit indicates
that a switch protocol outside of OpenFlow, such as 802.1D Spanning Tree, is preventing the use of
that port with OFPP_FLOQOD.

All port state bits are read-only and cannot be changed by the controller. When the port flags are
changed, the switch sends an OFPT_PORT_STATUS message to notify the controller of the change.

The port numbers use the following conventions:

/* Port numbering. Ports are numbered starting from 1. */

enum ofp_port_no {
/* Maximum number of physical and logical switch ports. */
OFPP_MAX = 0xfff£££00,

/* Reserved OpenFlow Port (fake output "ports"). */

OFPP_IN_PORT = Oxfffffff8, /* Send the packet out the input port. This
reserved port must be explicitly used
in order to send back out of the input
port. */

OFPP_TABLE = Oxfffffff9, /x Submit the packet to the first flow table
NB: This destination port can only be
used in packet-out messages. */

OFPP_NORMAL = Oxfffffffa, /* Process with normal L2/L3 switching. */

OFPP_FLOOD = Oxfffffffb, /* All physical ports in VLAN, except input
port and those blocked or link down. */

OFPP_ALL = Oxfffffffc, /x All physical ports except input port. */

OFPP_CONTROLLER = Oxfffffffd, /* Send to controller. */

OFPP_LOCAL = Oxfffffffe, /* Local openflow "port". */

OFPP_ANY = Oxffffffff /* Wildcard port used only for flow mod

(delete) and flow stats requests. Selects
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all flows regardless of output port
(including flows with no output port). */
};

The curr, advertised, supported, and peer fields indicate link modes (speed and duplexity), link
type (copper/fiber) and link features (autonegotiation and pause). Port features are represented by the
following structure:

/* Features of ports available in a datapath. */
enum ofp_port_features {

OFPPF_10MB_HD =1<<0, /* 10 Mb half-duplex rate support. */
OFPPF_10MB_FD =1<< 1, /* 10 Mb full-duplex rate support. */
OFPPF_100MB_HD = 1 << 2, /* 100 Mb half-duplex rate support. */
OFPPF_100MB_FD = 1 << 3, /% 100 Mb full-duplex rate support. */
OFPPF_1GB_HD =1 << 4, /* 1 Gb half-duplex rate support. */
OFPPF_1GB_FD =1<< 5, /*x 1 Gb full-duplex rate support. */
OFPPF_10GB_FD =1 << 6, /* 10 Gb full-duplex rate support. */
OFPPF_40GB_FD =1<< 7, /* 40 Gb full-duplex rate support. */
OFPPF_100GB_FD = 1 << 8, /* 100 Gb full-duplex rate support. */
OFPPF_1TB_FD =1<< 9, /%1 Tb full-duplex rate support. */
OFPPF_OTHER =1 << 10, /#* Other rate, not in the list. */
OFPPF_COPPER =1 << 11, /* Copper medium. */

OFPPF_FIBER = << 12, /#* Fiber medium. */

OFPPF_AUTONEG =
OFPPF_PAUSE =
OFPPF_PAUSE_ASYM =

<< 13, /* Auto-negotiation. */
<< 14, /* Pause. */
<< 15 /* Asymmetric pause. */

e

};

Multiple of these flags may be set simultaneously. If none of the port speed flags are set, the max_speed
or curr_speed are used.

The curr_speed and max_speed fields indicate the current and maximum bit rate (raw transmission
speed) of the link in kbps. The number should be rounded to match common usage. For example,
an optical 10 Gb Ethernet port should have this field set to 10000000 (instead of 10312500), and an
OC-192 port should have this field set to 10000000 (instead of 9953280).

The max_speed fields indicate the maximum configured capacity of the link, whereas the curr_speed
indicates the current capacity. If the port is a LAG with 3 links of 1Gb/s capacity, with one of the ports
of the LAG being down, one port auto-negotiated at 1Gb/s and 1 port auto-negotiated at 100Mb/s,
the max_speed is 3 Gb/s and the curr_speed is 1.1 Gb/s.

7.2.2 Queue Structures

An OpenFlow switch provides limited Quality-of-Service support (QoS) through a simple queuing mech-
anism. One (or more) queues can attach to a port and be used to map flow entries on it. Flow entries
mapped to a specific queue will be treated according to that queue’s configuration (e.g. min rate).

A queue is described by the ofp_packet_queue structure:
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/* Full description for a queue. */
struct ofp_packet_queue {

uint32_t queue_id; /* id for the specific queue. */

uint32_t port; /* Port this queue is attached to. */
uintl6_t len; /* Length in bytes of this queue desc. */
uint8_t pad[6]; /* 64-bit alignment. */

struct ofp_queue_prop_header properties[0]; /* List of properties. */
}
OFP_ASSERT (sizeof (struct ofp_packet_queue) == 16);

Each queue is further described by a set of properties, each of a specific type and configuration.

enum ofp_queue_properties {
OFPQT_MIN_RATE =1, /* Minimum datarate guaranteed. */
OFPQT_MAX_RATE =2, /* Maximum datarate. */
OFPQT_EXPERIMENTER Oxffff /* Experimenter defined property. */

};
Each queue property description starts with a common header:

/* Common description for a queue. */
struct ofp_queue_prop_header {

uintl6_t property; /* One of OFPQT_. */
uint16_t len; /* Length of property, including this header. */
uint8_t pad[4]; /* 64-bit alignemnt. */

};
OFP_ASSERT (sizeof (struct ofp_queue_prop_header) == 8);

A minimum-rate queue property uses the following structure and fields:

/* Min-Rate queue property description. */

struct ofp_queue_prop_min_rate {
struct ofp_queue_prop_header prop_header; /* prop: OFPQT_MIN, len: 16. */
uint16_t rate; /* In 1/10 of a percent; >1000 -> disabled. */
uint8_t pad[6]; /* 64-bit alignment */

};

OFP_ASSERT (sizeof (struct ofp_queue_prop_min_rate) == 16);

If rate is not configured, it is set to OFPQ_MIN_RATE_UNCFG, which is Oxffff.

A mazimum-rate queue property uses the following structure and fields:

/* Max-Rate queue property description. */

struct ofp_queue_prop_max_rate {
struct ofp_queue_prop_header prop_header; /* prop: OFPQT_MAX, len: 16. x/
uintl16_t rate; /* In 1/10 of a percent; >1000 -> disabled. */
uint8_t pad[6]; /* 64-bit alignment */

};

OFP_ASSERT (sizeof (struct ofp_queue_prop_max_rate) == 16);

If rate is not configured, it is set to OFPQ_MAX_RATE_UNCFG, which is Oxffff.

A experimenter queue property uses the following structure and fields:
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/* Experimenter queue property description. */
struct ofp_queue_prop_experimenter {
struct ofp_queue_prop_header prop_header; /* prop: OFPQT_EXPERIMENTER, len: 16. */
uint32_t experimenter; /* Experimenter ID which takes the same
form as in struct
ofp_experimenter_header. */
uint8_t pad[4]; /* 64-bit alignment */
uint8_t datal0]; /* Experimenter defined data. */
};
OFP_ASSERT (sizeof (struct ofp_queue_prop_experimenter) == 16);

The rest of the experimenter queue property body is uninterpreted by standard OpenFlow processing
and is arbitrarily defined by the corresponding experimenter.

7.2.3 Flow Match Structures

An OpenFlow match is composed of a flow match header and a sequence of zero or more flow match

fields.

7.2.3.1 Flow Match Header

The flow match header is described by the ofp_match structure:

/* Fields to match against flows */
struct ofp_match {
uintl6_t type; /* One of OFPMT_x x/
uint16_t length; /* Length of ofp_match (excluding padding) */
/* Followed by:
* - Exactly (length - 4) (possibly 0) bytes containing 0XM TLVs, then
* - Exactly ((length + 7)/8*8 - length) (between O and 7) bytes of
* all-zero bytes
* In summary, ofp_match is padded as needed, to make its overall size
* a multiple of 8, to preserve alignement in structures using it.

*/
uint8_t oxm_fields[0]; /* 0 or more OXM match fields */
uint8_t pad[4]; /* Zero bytes - see above for sizing */

};
OFP_ASSERT (sizeof (struct ofp_match) == 8);

The type field is set to OFPMT_OXM and length field is set to the actual length of ofp_match structure
including all match fields. The payload of the OpenFlow match is a set of OXM Flow match fields.

/* The match type indicates the match structure (set of fields that compose the
* match) in use. The match type is placed in the type field at the beginning
of all match structures. The "OpenFlow Extensible Match" type corresponds

to OXM TLV format described below and must be supported by all OpenFlow
switches. Extensions that define other match types may be published on the
ONF wiki. Support for extensions is optional.

* X X %

*/
enum ofp_match_type {
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OFPMT_STANDARD
OFPMT_0XM

0, /* Deprecated. */
1, /* OpenFlow Extensible Match */

};

The only valid match type in this specification is OFPMT_OXM, the OpenFlow 1.1 match type
OFPMT_STANDARD is deprecated. If an alternate match type is used, the match fields and payload may
be set differently, but this is outside the scope of this specification.

7.2.3.2 Flow Match Field Structures

The flow match fields are described using the OpenFlow Extensible Match (OXM) format, which is a
compact type-length-value (TLV) format. Each OXM TLV is 5 to 259 (inclusive) bytes long. OXM
TLVs are not aligned on or padded to any multibyte boundary. The first 4 bytes of an OXM TLV are
its header, followed by the entry’s body.

An OXM TLV’s header is interpreted as a 32-bit word in network byte order (see figure .

31 16 15 9 8 7 0

oxm_class oxm _field E oxm_length

Figure™4: OXM TLV header layout.

The OXM TLV’s header fields are defined in Table

Name Width Usage

oxm_class 16 Match class: member class or reserved class

oxm_field Match field within the class

Set if OXM include a bitmask in payload
Length of OXM payload

oxm_type

oxm_hasmask

o) —| =

oxm_length

Table™9: OXM TLV header fields.

The oxm_class is a OXM match class that contains related match types, and is described in section
7.2.3.3l oxm_field is an class-specific value, identifying one of the match types within the match
class. The combination of oxm_class and oxm_field (the most-significant 23 bits of the header) are
collectively oxm_type. The oxm_type normally designates a protocol header field, such as the Ethernet
type, but it can also refer to packet metadata, such as the switch port on which a packet arrived.

oxm_hasmask defines if the OXM TLV contains a bitmask, more details is explained in section [7.2.3.5

oxm_length is a positive integer describing the length of the OXM TLV payload in bytes. The length
of the OXM TLV, including the header, is exactly 4 + oxm_length bytes.

For a given oxm_class, oxm_field, and oxm_hasmask value, oxm_length is a constant. It is in-
cluded only to allow software to minimally parse OXM TLVs of unknown types. (Similarly, for a
given oxm_class, oxm_field, and oxm_length, oxm_hasmask is a constant.)
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7.2.3.3 OXM classes

The match types are structured using OXM match classes. The OpenFlow specification distinguishes
two types of OXM match classes, ONF member classes and ONF reserved classes, differentiated by their
high order bit. Classes with the high order bit set to 1 are ONF reserved classes, they are used for the
OpenFlow specification itself. Classes with the high order bit set to zero are ONF member classes, they
are allocated by the ONF on an as needed basis, they uniquely identify an ONF member and can be
used arbitrarily by that member. Support for ONF member classes is optional.

The following OXM classes are defined:

/* OXM Class IDs.

* The high order bit differentiate reserved classes from member classes.

* Classes 0x0000 to Ox7FFF are member classes, allocated by ONF.

* Classes 0x8000 to OxFFFE are reserved classes, reserved for standardisation.
*/

enum ofp_oxm_class {

OFPXMC_NXM_O = 0x0000, /* Backward compatibility with NXM */
OFPXMC_NXM_1 = 0x0001, /* Backward compatibility with NXM */
OFPXMC_OPENFLOW_BASIC = 0x8000, /* Basic class for OpenFlow */
OFPXMC_EXPERIMENTER = OxFFFF, /* Experimenter class */

};

The class OFPXMC_OPENFLOW_BASIC contains the basic set of OpenFlow match fields (see [7.2.3.7). The
optional class OFPXMC_EXPERIMENTER is used for experimenter matches (see . Other ONF re-
served classes are reserved for future uses such as modularisation of the specification. The first two
ONF member classes OFPXMC_NXM_0 and OFPXMC_NXM_1 are reserved for backward compatibility with
the Nicira Extensible Match (NXM) specification.

7.2.3.4 Flow Matching

A zero-length OpenFlow match (one with no OXM TLVs) matches every packet. Match fields that
should be wildcarded are omitted from the OpenFlow match.

An OXM TLV places a constraint on the packets matched by the OpenFlow match:

e If oxm_hasmask is 0, the OXM TLV’s body contains a value for the field, called oxm_value. The
OXM TLV match matches only packets in which the corresponding field equals oxm_value.

e If oxm_hasmask is 1, then the oxm_entry’s body contains a value for the field (oxm_value), followed
by a bitmask of the same length as the value, called oxm_mask. Each 1-bit in oxm_mask constrains
the OXM TLV to match only packets in which the corresponding bit of the field equals the the
corresponding bit in oxm_value. Each 0-bit in oxm_mask places no constraint on the corresponding
bit in the field.

When using masking, it is an error for a 0-bit in oxm_mask to have a corresponding 1-bit in oxm_value.
The switch must report an error message of type OFPET_BAD_MATCH and code OFPBMC_BAD_WILDCARDS
in such a case.

48 (© 2013; The Open Networking Foundation



OpenFlow Switch Specification Version 1.3.2

The following table summarizes the constraint that a pair of corresponding oxm_mask and oxm_value
bits place upon the corresponding field bit when using masking. Omitting oxm_mask is equivalent to
supplying an oxm_mask that is all 1-bits.

oxm_value
oxm_mask 0 1

0 | no constraint error
1 must be 0 must be 1

Table™10: OXM mask and value.

When there are multiple OXM TLVs, all of the constraints must be met: the packet fields must match
all OXM TLVs part of the OpenFlow match. The fields for which OXM TLVs that are not present are
wildcarded to ANY, omitted OXM TLVs are effectively fully masked to zero.

7.2.3.5 Flow Match Field Masking

When oxm_hasmask is 1, the OXM TLV contains a bitmask and its length is effectively doubled, so
oxm_length is always even. The bitmask follows the field value and is encoded in the same way. The
masks are defined such that a 0 in a given bit position indicates a “don’t care” match for the same bit
in the corresponding field, whereas a 1 means match the bit exactly.

An all-zero-bits oxm_mask is equivalent to omitting the OXM TLV entirely. An all-one-bits oxm_mask
is equivalent to specifying 0 for oxm_hasmask and omitting oxm_mask.

Some oxm_types may not support masked wildcards, that is, oxm_hasmask must always be 0 when
these fields are specified. For example, the field that identifies the ingress port on which a packet was
received may not be masked.

Some oxm_types that do support masked wildcards may only support certain oxm_mask patterns. For
example, some fields that have IPv4 address values may be restricted to CIDR masks (subnet masks).

These restrictions are detailed in specifications for individual fields. A switch may accept an
oxm_hasmask or oxm_mask value that the specification disallows, but only if the switch correctly imple-
ments support for that oxm_hasmask or oxm_mask value. A switch must reject an attempt to set up a
flow entry that contains a oxm_hasmask or oxm_mask value that it does not support (see .

7.2.3.6 Flow Match Field Prerequisite

The presence of an OXM TLV with a given oxm_type may be restricted based on the presence or values
of other OXM TLVs. In general, matching header fields of a protocol can only be done if the OpenFlow
match explitly matches the corresponding protocol.

For example:

e An OXM TLV for oxm_type=OXM_OF IPV4_SRC is allowed only if it is preceded by another en-
try with oxm_type=0XM_0F_ETH_TYPE, oxm_hasmask=0, and oxm_value=0x0800. That is, match-
ing on the IPv4 source address is allowed only if the Ethernet type is explicitly set to IPv4.
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e An OXM TLV for oxm_type=OXM_OF_TCP_SRC is allowed only if it is preceded by an entry with
oxm_type=OXM_OF_ETH_TYPE, oxm_hasmask=0, oxm_value=0x0800 or 0x86dd, and another
with oxm_type=OXM_OF_IP_PROTO, oxm_hasmask=0, oxm_value=6, in that order. That is,
matching on the TCP source port is allowed only if the Ethernet type is IP and the IP protocol
is TCP.

e An OXM TLV for oxm_type=OXM_OF_MPLS_LABEL is allowed only if it is preceded by an
entry with oxm_type=OXM_OF_ETH_TYPE, oxm_hasmask=0, oxm_value=0x8847 or 0x8848.

e An OXM TLV for oxm_type=OXM_OF_VLAN_PCP is allowed only if it is preceded by an entry
with oxm_type=OXM_OF_VLAN_VID, oxm_value!=OFPVID_NONE.

These restrictions are noted in specifications for individual fields (see[7.2.3.7). A switch may implement
relaxed versions of these restrictions. For example, a switch may accept no prerequisite at all. A switch
must reject an attempt to set up a flow entry that violates its restrictions (see , and must deal with
inconsistent matches created by the lack of prerequisite (for example matching both a TCP source port
and a UDP destination port).

New match fields defined by members (in member classes or as experimenter fields) may provide alternate
prerequisites to already specified match fields. For example, this could be used to reuse existing IP
match fields over an alternate link technology (such as PPP) by substituting the ETH_TYPE prerequisite
as needed (for PPP, that could be an hypothetical PPP_PROTOCOL field).

An OXM TLV that has prerequisite restrictions must appear after the OXM TLVs for its prerequisites.
Ordering of OXM TLVs within an OpenFlow match is not otherwise constrained.

Any given oxm_type may appear in an OpenFlow match at most once, otherwise the switch must
generate an error (see . A switch may implement a relaxed version of this rule and may allow
in some cases a oxm_type to appear multiple time in an OpenFlow match, however the behaviour of
matching is then implementation-defined.

If a flow table implements a specific OXM TLV, this flow table must accept valid matches containing
the prerequisites of this OXM TLV, even if the flow table does not support matching all possible values
for the match fields specified by those prerequisites. For example, if a flow table matches the IPv4
source address, this flow table must accept matching the Ethertype exactly to IPv4, however this flow
table does not need to support matching Ethertype to any other value.

7.2.3.7 Flow Match Fields

The specification defines a default set of match fields with oxm_class=0FPXMC_OPENFLOW_BASIC which
can have the following values:

/* 0XM Flow match field types for OpenFlow basic class. */
enum oxm_ofb_match_fields {
OFPXMT_OFB_IN_PORT

OFPXMT_OFB_IN_PHY_PORT

OFPXMT_OFB_METADATA
OFPXMT_OFB_ETH_DST
OFPXMT_OFB_ETH_SRC
OFPXMT_OFB_ETH_TYPE
OFPXMT_OFB_VLAN_VID

0, /* Switch input port. */

1, /* Switch physical input port. */

2, /* Metadata passed between tables. */
3, /* Ethernet destination address. */
4, /x Ethernet source address. */

5, /* Ethernet frame type. */

6, /* VLAN id. */

50 (© 2013; The Open Networking Foundation



OpenFlow Switch Specification

};

OFPXMT_OFB_VLAN_PCP
OFPXMT_OFB_IP_DSCP
OFPXMT_OFB_IP_ECN
OFPXMT_OFB_IP_PROTO
OFPXMT_OFB_IPV4_SRC
OFPXMT_OFB_IPV4_DST
OFPXMT_OFB_TCP_SRC
OFPXMT_OFB_TCP_DST
OFPXMT_OFB_UDP_SRC
OFPXMT_OFB_UDP_DST
OFPXMT_OFB_SCTP_SRC
OFPXMT_OFB_SCTP_DST
OFPXMT_OFB_ICMPV4_TYPE
OFPXMT_OFB_ICMPV4_CODE
OFPXMT_OFB_ARP_OP
OFPXMT_OFB_ARP_SPA
OFPXMT_OFB_ARP_TPA
OFPXMT_OFB_ARP_SHA
OFPXMT_OFB_ARP_THA
OFPXMT_OFB_IPV6_SRC
OFPXMT_OFB_IPV6_DST
OFPXMT_OFB_IPV6_FLABEL
OFPXMT_OFB_ICMPV6_TYPE
OFPXMT_OFB_ICMPV6_CODE

OFPXMT_OFB_IPV6_ND_TARGET

OFPXMT_OFB_IPV6_ND_SLL
OFPXMT_OFB_IPV6_ND_TLL
OFPXMT_OFB_MPLS_LABEL
OFPXMT_OFB_MPLS_TC
OFPXMT_OFP_MPLS_BOS
OFPXMT_OFB_PBB_ISID
OFPXMT_OFB_TUNNEL_ID
OFPXMT_OFB_IPV6_EXTHDR

8,

9,

10,
11,
12,
13,
14,
15,
16,
17,
18,
19,
20,
21,
22,
23,
24,
25,
26,
27,
28,
29,
30,
31,
32,
33,
34,

= 35,

36,
37,
38,
39,

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

VLAN priority. */

IP DSCP (6 bits in ToS field). */
IP ECN (2 bits in ToS field). x/
IP protocol. */

IPv4 source address. */

IPv4 destination address. */
TCP source port. */

TCP destination port. */

UDP source port. */

UDP destination port. */

SCTP source port. */

SCTP destination port. */

ICMP type. */

ICMP code. */

ARP opcode. */

ARP source IPv4 address. */

ARP target IPv4 address. */

ARP source hardware address. */
ARP target hardware address. */
IPv6 source address. */

IPv6 destination address. */
IPv6 Flow Label */

ICMPv6 type. */

ICMPv6 code. */

Target address for ND. */
Source link-layer for ND. */
Target link-layer for ND. */
MPLS label. */

MPLS TC. */

MPLS BoS bit. */

PBB I-SID. */

Logical Port Metadata. */

IPv6 Extension Header pseudo-field */

Version 1.3.2

A switch must support the required match fields listed in Table [L1}in its pipeline. Each required match
field must be supported in at least one flow table of the switch : that flow table must enable matching
that field and the match field prerequisites must be met in that table (see . The required fields
don’t need to be implemented in all flow tables, and don’t need to be implemented in the same flow
table. Flow tables can support non-required and experimenter match fields. The controller can query

the switch about which match fields are supported in each flow table (see[7.3.5.5)).
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Field
OXM_OF_IN_PORT
OXM_OF_ETH_DST
OXM_OF_ETH_SRC
OXM_OF_ETH_TYPE
0XM_OF_IP_PROTO
0XM_OF_IPV4_SRC
OXM_OF_IPV4_DST
0XM_OF_IPV6_SRC
OXM_OF_IPV6_DST
0XM_OF_TCP_SRC
0XM_OF_TCP_DST
0XM_OF_UDP_SRC
0XM_OF_UDP_DST

Description

Required
Required
Required
Required

Ingress port. This may be a physical or switch-defined logical port.
Ethernet destination address. Can use arbitrary bitmask

Ethernet source address. Can use arbitrary bitmask

Ethernet type of the OpenFlow packet payload, after VLAN tags.
IPv4 or IPv6 protocol number

Required

Required | IPv4 source address. Can use subnet mask or arbitrary bitmask

Required | TPv4 destination address. Can use subnet mask or arbitrary bitmask
Required
Required
Required
Required
Required

Required

IPv6 source address. Can use subnet mask or arbitrary bitmask

IPv6 destination address. Can use subnet mask or arbitrary bitmask
TCP source port

TCP destination port

UDP source port

UDP destination port

Table™11: Required match fields.

All match fields have different size, prerequisites and masking capability, as specified in Table If
not explictely specified in the field description, each field type refer the the outermost occurrence of the
field in the packet headers.

Field Bits | Mask | Pre-requisite Description

OXM_OF_IN_PORT 32 No None Ingress port. Numerical representation of in-
coming port, starting at 1. This may be a phys-
ical or switch-defined logical port.

OXM_OF_IN_PHY_PORT 32 No IN_PORT present Physical port. In ofp_packet_in messages, un-
derlying physical port when packet received on
a logical port.

O0XM_OF_METADATA 64 Yes None Table metadata. Used to pass information be-
tween tables.

O0XM_OF_ETH_DST 48 Yes None Ethernet destination MAC address.

0XM_OF_ETH_SRC 48 Yes None Ethernet source MAC address.

O0XM_OF_ETH_TYPE 16 No None Ethernet type of the OpenFlow packet payload,
after VLAN tags.

OXM_OF_VLAN_VID 1241 Yes None VLAN-ID from 802.1Q header. The CF1I bit in-
dicate the presence of a valid VLAN-ID, see be-
low.

0XM_OF_VLAN_PCP 3 No VLAN_VID!=NONE VLAN-PCP from 802.1Q header.

0XM_OF_IP_DSCP 6 No ETH_TYPE=0x0800 or | Diff Serv Code Point (DSCP). Part of the IPv4

ETH_TYPE=0x86dd TosS field or the IPv6 Traffic Class field.
0XM_OF_IP_ECN 2 No ETH_TYPE=0x0800 or | ECN bits of the IP header. Part of the IPv4
ETH_TYPE=0x86dd ToS field or the IPv6 Traffic Class field.
0XM_OF_IP_PROTO 8 No ETH_TYPE=0x0800 or | IPv4 or IPv6 protocol number.
ETH_TYPE=0x86dd

0XM_OF_IPV4_SRC 32 Yes ETH_TYPE=0x0800 IPv4 source address. Can use subnet mask or
arbitrary bitmask

0XM_OF_IPV4_DST 32 Yes ETH_TYPE=0x0800 IPv4 destination address. Can use subnet mask
or arbitrary bitmask

Table 12 — Continued on next page
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Table 12 — concluded from previous page

Field Bits | Mask | Pre-requisite Description
0XM_OF_TCP_SRC 16 No IP_.PROTO=6 TCP source port
0XM_OF_TCP_DST 16 No IP_.PROTO=6 TCP destination port
0XM_OF_UDP_SRC 16 No IP_.PROTO=17 UDP source port
0XM_OF_UDP_DST 16 No IP_.PROTO=17 UDP destination port
0XM_OF_SCTP_SRC 16 No IP_.PROTO=132 SCTP source port
0XM_OF_SCTP_DST 16 No IP_PROTO=132 SCTP destination port
0XM_OF_ICMPV4_TYPE 8 No | IP.PROTO=1 ICMP type
0XM_OF_ICMPV4_CODE 8 No IP_.PROTO=1 ICMP code
OXM_OF _ARP_QOP 16 No ETH_TYPE=0x0806 ARP opcode
O0XM_OF_ARP_SPA 32 Yes ETH_TYPE=0x0806 Source IPv4 address in the ARP payload. Can
use subnet mask or arbitrary bitmask
OXM_OF_ARP_TPA 32 Yes ETH_TYPE=0x0806 Target IPv4 address in the ARP payload. Can
use subnet mask or arbitrary bitmask
0XM_OF_ARP_SHA 48 Yes ETH_TYPE=0x0806 Source Ethernet address in the ARP payload.
O0XM_OF_ARP_THA 48 Yes ETH_TYPE=0x0806 Target Ethernet address in the ARP payload.
0XM_OF_IPV6_SRC 128 Yes ETH_TYPE=0x86dd IPv6 source address. Can use subnet mask or
arbitrary bitmask
0XM_OF_IPV6_DST 128 Yes ETH_TYPE=0x86dd IPv6 destination address. Can use subnet mask
or arbitrary bitmask
OXM_OF_IPV6_FLABEL 20 Yes ETH_TYPE=0x86dd IPv6 flow label.
0XM_OF_ICMPV6_TYPE 8 No | IP.PROTO=58 ICMPvV6 type
0XM_OF _ICMPV6_CODE 8 No IP_PROTO=58 ICMPv6 code
OXM_OF_IPV6_ND_TARGET | 128 No ICMPV6_TYPE=135 or | The target address in an IPv6 Neighbor Discov-
ICMPV6_TYPE=136 ery message.
OXM_OF_IPV6_ND_SLL 48 No ICMPV6_TYPE=135 The source link-layer address option in an IPv6
Neighbor Discovery message.
0XM_OF_IPV6_ND_TLL 48 No ICMPV6_TYPE=136 The target link-layer address option in an IPv6
Neighbor Discovery message.
0XM_OF_MPLS_LABEL 20 No ETH TYPE=0x8847 or | The LABEL in the first MPLS shim header.
ETH_TYPE=0x8848
0XM_OF_MPLS_TC 3 No ETH_TYPE=0x8847 or | The TC in the first MPLS shim header.
ETH_TYPE=0x8848
0XM_OF_MPLS_BOS 1 No ETH_TYPE=0x8847 or | The BoS bit (Bottom of Stack bit) in the first
ETH_TYPE=0x8848 MPLS shim header.
0XM_OF_PBB_ISID 24 Yes ETH_TYPE=0x88E7 The I-SID in the first PBB service instance tag.
0XM_OF _TUNNEL_ID 64 Yes None Metadata associated with a logical port.
0XM_OF_IPV6_EXTHDR 9 Yes ETH_TYPE=0x86dd IPv6 Extension Header pseudo-field.

Table™12: Match fields details.

The ingress port OXM_OF_IN_PORT is a valid standard OpenFlow port, either a physical, a logi-

cal port, the OFPP_LOCAL reserved port or the OFPP_CONTROLLER reserved port.

The physical port

OXM_OF_IN_PHY_PORT is used in Packet-in messages to identify a physical port underneath a logical

port (see(7.4.1)).

The metadata field OXM_OF_METADATA is used to pass information between lookups across multiple
tables. This value can be arbitrarily masked.

The Tunnel ID field OXM_OF_TUNNEL_ID carries optional metadata associated with a logical port. The
mapping of this metadata is defined by the logical port implementation. If the logical port does not
provide such data or if the packet was received on a physical port, its value is zero. For example, for
a packet received via GRE tunnel including a (32-bit) key, the key is stored in the low 32-bits and the
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high bits are zeroed. For a MPLS logical port, the low 20 bits represent the MPLS Label. For a VXxLAN
logical port, the low 24 bits represent the VNI

Omitting the OFPXMT_OFB_VLAN_VID field specifies that a flow entry should match packets regardless
of whether they contain the corresponding tag. Special values are defined below for the VLAN tag
to allow matching of packets with any tag, independent of the tag’s value, and to supports matching
packets without a VLAN tag. The special values defined for OFPXMT_QOFB_VLAN_VID are:

/* The VLAN id is 12-bits, so we can use the entire 16 bits to indicate

* special conditioms.

*/

enum ofp_vlan_id {
OFPVID_PRESENT
OFPVID_NONE

0x1000, /* Bit that indicate that a VLAN id is set */
0x0000, /* No VLAN id was set. */

};

The OFPXMT_OFB_VLAN_PCP field must be rejected when the OFPXMT_OFB_VLAN_VID field is wildcarded
(not present) or when the value of OFPXMT_OFB_VLAN_VID is set to OFPVID_NONE. Table |13| summarizes
the combinations of wildcard bits and field values for particular VLAN tag matches.

OXM field oxm_value oxm_mask Matching packets
absent - - Packets with and without a VLAN tag
present OFPVID_NONE absent Only packets without a VLAN tag
present OFPVID_PRESENT OFPVID_PRESENT | Only packets with a VLAN tag regardless of its
value
present value | OFPVID_PRESENT absent Only packets with VLAN tag and VID equal
value

Table™13: Match combinations for VLAN tags.

The field 0XM_OF_IPV6_EXTHDR is a pseudo field that indicates the presence of various IPv6 extension
headers in the packet header. The IPv6 extension header bits are combined together in the fields
0XM_OF_IPV6_EXTHDR, and those bits can have the following values:

/* Bit definitions for IPv6 Extension Header pseudo-field. */
enum ofp_ipv6exthdr_flags {

OFPIEH_NONEXT = 1 << 0, /* "No next header" encountered. */
OFPIEH_ESP =1<< 1, /* Encrypted Sec Payload header present. */
OFPIEH_AUTH =1 << 2, /* Authentication header present. */
OFPIEH_DEST =1 << 3, /* 1 or 2 dest headers present. */
OFPIEH_FRAG = 1 << 4, /* Fragment header present. */
OFPIEH_ROUTER = 1 << 5, /* Router header present. */

OFPIEH_HOP =1 << 6, /* Hop-by-hop header present. */
OFPIEH_UNREP =1 << 7, /* Unexpected repeats encountered. */
OFPIEH_UNSEQ = 1 << 8, /* Unexpected sequencing encountered. */

e OFPIEH_HOP is set to 1 if a hop-by-hop IPv6 extension header is present as the first extension
header in the packet.

e OFPIEH_ROUTER is set to 1 if a router IPv6 extension header is present.
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e OFPIEH_FRAG is set to 1 if a fragmentation IPv6 extension header is present.

e OFPIEH_DEST is set to 1 if one or more Destination options IPv6 extension headers are present. It
is normal to have either one or two of these in one IPv6 packet (see RFC 2460).

e OFPIEH_AUTH is set to 1 if an Authentication IPv6 extension header is present.
e OFPIEH_ESP is set to 1 if an Encrypted Security Payload IPv6 extension header is present.
e OFPIEH_NONEXT is set to 1 if a No Next Header IPv6 extension header is present.

e OFPIEH_UNSEQ is set to 1 if IPv6 extension headers were not in the order preferred (but not
required) by RFC 2460.

e OFPIEH_UNREP is set to 1 if more than one of a given IPv6 extension header is unexpectedly
encountered. (Two destination options headers may be expected and would not cause this bit to
be set.)

7.2.3.8 Experimenter Flow Match Fields

Support for experimenter-specific flow match fields is optional. Experimenter-specific flow match fields
may defined using the oxm_class=0FPXMC_EXPERIMENTER. The first four bytes of the OXM TLV’s body
contains the experimenter identifier, which takes the same form as in struct ofp_experimenter (see
7.5.4]). Both oxm_field and the rest of the OXM TLV is experimenter-defined and does not need to be
padded or aligned.

/* Header for OXM experimenter match fields. */
struct ofp_oxm_experimenter_header {
uint32_t oxm_header; /* oxm_class = OFPXMC_EXPERIMENTER x*/
uint32_t experimenter; /* Experimenter ID which takes the same
form as in struct ofp_experimenter_header. */
};
OFP_ASSERT (sizeof (struct ofp_oxm_experimenter_header) == 8);

7.2.4 Flow Instruction Structures

Flow instructions associated with a flow table entry are executed when a flow matches the entry. The
list of instructions that are currently defined are:

enum ofp_instruction_type {
OFPIT_GOTO_TABLE = 1, /* Setup the next table in the lookup
pipeline */
OFPIT_WRITE_METADATA = 2, /* Setup the metadata field for use later in
pipeline */

OFPIT_WRITE_ACTIONS = 3, /* Write the action(s) onto the datapath action
set */
OFPIT_APPLY_ACTIONS = 4, /* Applies the action(s) immediately */
OFPIT_CLEAR_ACTIONS = 5, /* Clears all actions from the datapath
action set */
OFPIT_METER = 6, /* Apply meter (rate limiter) x*/
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OFPIT_EXPERIMENTER = OxFFFF /* Experimenter instruction */
};

The instruction set is described in section [5.9] Flow tables may support a subset of instruction types.
An instruction definition contains the instruction type, length, and any associated data:

/* Instruction header that is common to all instructions. The length includes
* the header and any padding used to make the instruction 64-bit aligned.
* NB: The length of an instruction *must* always be a multiple of eight. */
struct ofp_instruction {

uintl6_t type; /* Instruction type */

uint16_t len; /* Length of this struct in bytes. */
};
OFP_ASSERT (sizeof (struct ofp_instruction) == 4);

The OFPIT_GOTO_TABLE instruction uses the following structure and fields:

/* Instruction structure for OFPIT_GOTO_TABLE */
struct ofp_instruction_goto_table {

uintl6_t type; /* OFPIT_GOTO_TABLE */

uintl6_t len; /* Length of this struct in bytes. */
uint8_t table_id; /* Set next table in the lookup pipeline */
uint8_t pad[3]; /* Pad to 64 bits. */

};
OFP_ASSERT (sizeof (struct ofp_instruction_goto_table) == 8);

table_id indicates the next table in the packet processing pipeline.

The OFPIT_WRITE_METADATA instruction uses the following structure and fields:

/* Instruction structure for OFPIT_WRITE_METADATA */
struct ofp_instruction_write_metadata {

uintl6_t type; /* OFPIT_WRITE_METADATA */
uint16_t len; /* Length of this struct in bytes. */
uint8_t pad[4]; /* Align to 64-bits */
uint64_t metadata; /* Metadata value to write */
uint64_t metadata_mask; /* Metadata write bitmask */

};

OFP_ASSERT (sizeof (struct ofp_instruction_write_metadata) == 24);

Metadata for the next table lookup can be written using the metadata and the metadata_mask in
order to set specific bits on the match field. If this instruction is not specified, the metadata is passed,
unchanged.

The OFPIT_WRITE_ACTIONS, OFPIT_APPLY_ACTIONS, and OFPIT_CLEAR_ACTIONS instructions use the
following structure and fields:
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/* Instruction structure for OFPIT_WRITE/APPLY/CLEAR_ACTIONS */
struct ofp_instruction_actions {

uintl6_t type; /* One of OFPIT_x_ACTIONS */

uintl6_t len; /* Length of this struct in bytes. */

uint8_t pad[4]; /* Align to 64-bits */

struct ofp_action_header actions[0]; /* O or more actions associated with

OFPIT_WRITE_ACTIONS and
OFPIT_APPLY_ACTIONS */
};
OFP_ASSERT (sizeof (struct ofp_instruction_actions) == 8);

For the Apply-Actions instruction, the actions field is treated as a list and the actions are applied to
the packet in-order. For the Write-Actions instruction, the actions field is treated as a set and the
actions are merged into the current action set.

For the Clear-Actions instruction, the structure does not contain any actions.
The OFPIT_METER instruction uses the following structure and fields:

/* Instruction structure for OFPIT_METER */
struct ofp_instruction_meter {

uint16_t type; /* OFPIT_METER */
uint16_t len; /* Length is 8. */
uint32_t meter_id; /* Meter instance. */

};
OFP_ASSERT (sizeof (struct ofp_instruction_meter) == 8);

meter_id indicates which meter to apply on the packet.

An OFPIT_EXPERIMENTER instruction uses the following structure and fields:

/* Instruction structure for experimental instructions */

struct ofp_instruction_experimenter {
uint16_t type; /* OFPIT_EXPERIMENTER */
uintl6_t len; /* Length of this struct in bytes */
uint32_t experimenter; /* Experimenter ID which takes the same form

as in struct ofp_experimenter_header. */

/* Experimenter-defined arbitrary additional data. */

};

OFP_ASSERT (sizeof (struct ofp_instruction_experimenter) == 8);

The experimenter field is the Experimenter ID, which takes the same form as in struct
ofp_experimenter (see[7.5.4)).

7.2.5 Action Structures

A number of actions may be associated with flow entries, groups or packets. The currently defined
action types are:
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enum ofp_action_type {

OFPAT_OUTPUT = 0, /* Output to switch port. */

OFPAT_COPY_TTL_OUT = 11, /* Copy TTL "outwards" -- from next-to-outermost
to outermost */

OFPAT_COPY_TTL_IN = 12, /* Copy TTL "inwards" -- from outermost to

next-to-outermost */
15, /% MPLS TTL */
16, /* Decrement MPLS TTL */

OFPAT_SET_MPLS_TTL
OFPAT_DEC_MPLS_TTL

OFPAT_PUSH_VLAN = 17, /* Push a new VLAN tag */

OFPAT_POP_VLAN = 18, /* Pop the outer VLAN tag */

OFPAT_PUSH_MPLS = 19, /* Push a new MPLS tag */

OFPAT_POP_MPLS = 20, /* Pop the outer MPLS tag */

OFPAT_SET_QUEUE = 21, /* Set queue id when outputting to a port */
OFPAT_GROUP = 22, /* Apply group. */

OFPAT_SET_NW_TTL = 23, /* IP TTL. */

OFPAT_DEC_NW_TTL = 24, /* Decrement IP TTL. */

OFPAT_SET_FIELD = 25, /* Set a header field using 0XM TLV format. */
OFPAT_PUSH_PBB = 26, /* Push a new PBB service tag (I-TAG) */
OFPAT_POP_PBB = 27, /* Pop the outer PBB service tag (I-TAG) */

OFPAT_EXPERIMENTER = Oxffff
};

Output, group, and set-queue actions are described in Section tag push/pop actions are described
in Table [0 and Set-Field actions are described from their OXM types in Table An action definition
contains the action type, length, and any associated data:

/* Action header that is common to all actions. The length includes the
* header and any padding used to make the action 64-bit aligned.
* NB: The length of an action *must* always be a multiple of eight. */
struct ofp_action_header {
uint16_t type; /* One of OFPAT_*. */
uintl6_t len; /* Length of action, including this
header. This is the length of action,
including any padding to make it
64-bit aligned. */
uint8_t pad[4];
};
OFP_ASSERT (sizeof (struct ofp_action_header) == 8);

An Output action uses the following structure and fields:

/* Action structure for OFPAT_OUTPUT, which sends packets out ’port’.
When the ’port’ is the OFPP_CONTROLLER, ’max_len’ indicates the max
number of bytes to send. A ’max_len’ of zero means no bytes of the
packet should be sent. A ’max_len’ of OFPCML_NO_BUFFER means that
the packet is not buffered and the complete packet is to be sent to
* the controller. */

struct ofp_action_output {

* X X ¥

uint16_t type; /* OFPAT_QUTPUT. */

uint16_t len; /* Length is 16. */

uint32_t port; /* Output port. */

uint16_t max_len; /* Max length to send to controller. */
uint8_t padl[6]; /* Pad to 64 bits. */
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};
OFP_ASSERT (sizeof (struct ofp_action_output) == 16);

The port specifies the port through which the packet should be sent. The max_len indicates the
maximum amount of data from a packet that should be sent when the port is OFPP_CONTROLLER. If
max_len is zero, the switch must send zero bytes of the packet. A max_len of OFPCML_NO_BUFFER
means that the complete packet should be sent, and it should not be buffered.

enum ofp_controller_max_len {

OFPCML_MAX = Oxffeb, /* maximum max_len value which can be used
to request a specific byte length. */

OFPCML_NO_BUFFER = Oxffff /+* indicates that no buffering should be
applied and the whole packet is to be
sent to the controller. */

};

A Group action uses the following structure and fields:

/* Action structure for OFPAT_GROUP. */
struct ofp_action_group {

uint16_t type; /* OFPAT_GROUP. */
uint16_t len; /* Length is 8. */
uint32_t group_id; /* Group identifier. */

};
OFP_ASSERT (sizeof (struct ofp_action_group) == 8);

The group_id indicates the group used to process this packet. The set of buckets to apply depends on
the group type.

The Set-Queue action sets the queue id that will be used to map a flow entry to an already-configured
queue on a port, regardless of the ToS and VLAN PCP bits. The packet should not change as a result
of a Set-Queue action. If the switch needs to set the ToS/PCP bits for internal handling, the original
values should be restored before sending the packet out.

A switch may support only queues that are tied to specific PCP/ToS bits. In that case, we cannot
map an arbitrary flow entry to a specific queue, therefore the Set-Queue action is not supported. The
user can still use these queues and map flow entries to them by setting the relevant fields (ToS, VLAN
PCP).

A Set Queue action uses the following structure and fields:

/* OFPAT_SET_QUEUE action struct: send packets to given queue on port. */
struct ofp_action_set_queue {

uintl6_t type; /* OFPAT_SET_QUEUE. */
uint16_t len; /* Len is 8. %/
uint32_t queue_id; /* Queue id for the packets. */

};
OFP_ASSERT (sizeof (struct ofp_action_set_queue) == 8);

A Set MPLS TTL action uses the following structure and fields:
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/* Action structure for OFPAT_SET_MPLS_TTL. */
struct ofp_action_mpls_ttl {

uint16_t type; /% OFPAT_SET_MPLS_TTL. */
uintl6_t len; /* Length is 8. x/
uint8_t mpls_ttl; /* MPLS TTL */

uint8_t pad[3];
};
OFP_ASSERT (sizeof (struct ofp_action_mpls_ttl) == 8);

The mpls_ttl field is the MPLS TTL to set.

A Decrement MPLS TTL action takes no arguments and consists only of a generic ofp_action_header.
The action decrements the MPLS TTL.

A Set IPv4 TTL action uses the following structure and fields:

/* Action structure for OFPAT_SET_NW_TTL. */
struct ofp_action_nw_ttl {

uint16_t type; /* OFPAT_SET_NW_TTL. */
uint16_t len; /* Length is 8. */
uint8_t nw_ttl; /*x IP TTL */

uint8_t padl[3];
}s
OFP_ASSERT (sizeof (struct ofp_action_nw_ttl) == 8);

The nw_ttl field is the TTL address to set in the IP header.

An Decrement IPv4 TTL action takes no arguments and consists only of a generic ofp_action_header.
This action decrement the TTL in the IP header if one is present.

A Copy TTL outwards action takes no arguments and consists only of a generic ofp_action_header.
The action copies the TTL from the next-to-outermost header with TTL to the outermost header with
TTL.

A Copy TTL inwards action takes no arguments and consists only of a generic ofp_action_header.
The action copies the TTL from the outermost header with TTL to the next-to-outermost header with
TTL.

A Push VLAN header action, Push MPLS header and Push PBB header action use the following
structure and fields:

/* Action structure for OFPAT_PUSH_VLAN/MPLS/PBB. */
struct ofp_action_push {

uint16_t type; /* OFPAT_PUSH_VLAN/MPLS/PBB. */
uint16_t len; /* Length is 8. x/
uint16_t ethertype; /* Ethertype */

uint8_t pad[2];
};
OFP_ASSERT (sizeof (struct ofp_action_push) == 8);

60 (© 2013; The Open Networking Foundation



OpenFlow Switch Specification Version 1.3.2

The ethertype indicates the Ethertype of the new tag. It is used when pushing a new VLAN tag, new
MPLS header or PBB service header.

The Push PBB header action logically pushes a new PBB service instance header onto the packet (I-
TAG TCI), and copy the original Ethernet addresses of the packet into the customer addresses (C-DA
and C-SA) of the tag. The customer addresses of the I-TAG are in the location of the original Ethernet
addresses of the encapsulated packet, therefore this operations can be seen as adding both the backbone
MAC-in-MAC header and the I-SID field to the front of the packet. The Push PBB header action does
not add a backbone VLAN header (B-TAG) to the packet, it can be added via the Push VLAN header
action after the push PBB header operation. After this operation, regular set-field actions can be used
to modify the outer Ethernet addresses (B-DA and B-SA).

A Pop VLAN header action takes no arguments and consists only of a generic ofp_action_header.
The action pops the outermost VLAN tag from the packet.

A Pop PBB header action takes no arguments and consists only of a generic ofp_action_header. The
action logically pops the outer-most PBB service instance header from the packet (I-TAG TCI) and
copy the customer addresses (C-DA and C-SA) in the Ethernet addresses of the packet. This operation
can be seen as removing the backbone MAC-in-MAC header and the I-SID field from the front of the
packet. The Pop PBB header action does not remove the backbone VLAN header (B-TAG) from the
packet, it should be removed prior to this operation via the Pop VLAN header action.

A Pop MPLS header action uses the following structure and fields:

/* Action structure for OFPAT_POP_MPLS. */
struct ofp_action_pop_mpls {

uintl6_t type; /* OFPAT_POP_MPLS. x*/
uintl6_t len; /* Length is 8. x/
uintl6_t ethertype; /* Ethertype */

uint8_t pad[2];
};
OFP_ASSERT (sizeof (struct ofp_action_pop_mpls) == 8);

The ethertype indicates the Ethertype of the MPLS payload. The ethertype is used as the Ethertype
for the resulting packet regardless of whether the “bottom of stack (BoS)” bit was set in the removed
MPLS shim. It is recommended that flow entries using this action match both the MPLS label and the
MPLS BoS fields to avoid applying the wrong Ethertype to the MPLS payload.

The MPLS specification does not allow to set arbitrary Ethertype to MPLS payload when BoS is not
equal to 1, and the controller is responsible in complying with this requirement and only set 0x8847
or 0x8848 as the Ethertype for those MPLS payloads. The switch can optionally enforce this MPLS
requirement: in this case the switch should reject any flow entry matching a wildcard BoS and any
flow entry matching BoS to 0 with the wrong ethertype in the Pop MPLS header action, and in both
cases should return an ofp_error_msg with OFPET_BAD_ACTION type and OFPBAC_MATCH_INCONSISTENT
code.

Set Field actions uses the following structure and fields:

/* Action structure for OFPAT_SET_FIELD. x/
struct ofp_action_set_field {
uintl16_t type; /* OFPAT_SET_FIELD. */
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uintl6_t len; /* Length is padded to 64 bits. */
/* Followed by:
* - Exactly oxm_len bytes containing a single 0XM TLV, then
* - Exactly ((oxm_len + 4) + 7)/8+8 - (oxm_len + 4) (between O and 7)
* bytes of all-zero bytes
*/
uint8_t field[4]; /* 0XM TLV - Make compiler happy */

};
OFP_ASSERT (sizeof (struct ofp_action_set_field) == 8);

The field contains a header field described using a single OXM TLV structure (see . Set-Field
actions are defined by oxm_type, the type of the OXM TLV, and modify the corresponding header field in
the packet with the value of oxm_value, the payload of the OXM TLV. The value of oxm_hasmask must
be zero and no oxm_mask is included. The match of the flow entry must contain the OXM prerequisite
curresponding to the field to be set (see , otherwise an error must be generated (see .

The type of a set-field action can be any valid OXM header type, the list of possible OXM types
are described in Section and Table Set-Field actions for OXM types OFPXMT_OFB_IN_PORT,
OXM_OF_IN_PHY_PORT and OFPXMT_OFB_METADATA are not supported, because those are not header fields.
The Set-Field action overwrite the header field specified by the OXM type, and perform the necessary
CRC recalculation based on the header field. The OXM fields refers to the outermost-possible occurence
in the header, unless the field type explictely specifies otherwise, and therefore in general the set-field
actions applies to the outermost-possible header (e.g. a “Set VLAN ID” set-field action always sets the
ID of the outermost VLAN tag).

An FEzxperimenter action uses the following structure and fields:
/* Action header for OFPAT_EXPERIMENTER.

* The rest of the body is experimenter-defined. */
struct ofp_action_experimenter_header {

uint16_t type; /* OFPAT_EXPERIMENTER. */
uint16_t len; /* Length is a multiple of 8. */
uint32_t experimenter; /* Experimenter ID which takes the same

form as in struct
ofp_experimenter_header. */
};
OFP_ASSERT (sizeof (struct ofp_action_experimenter_header) == 8);

The experimenter field is the Experimenter ID, which takes the same form as in struct
ofp_experimenter (see|7.5.4).

7.3 Controller-to-Switch Messages

7.3.1 Handshake

The OFPT_FEATURES_REQUEST message is used by the controller to identify the switch and read
its basic capabilities. =~ Upon session establishment (see [6.3.1), the controller should send an

OFPT_FEATURES_REQUEST message. This message does not contain a body beyond the OpenFlow header.
The switch must respond with an OFPT_FEATURES_REPLY message:
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/* Switch features. */
struct ofp_switch_features {
struct ofp_header header;
uint64_t datapath_id; /* Datapath unique ID. The lower 48-bits are for
a MAC address, while the upper 16-bits are
implementer-defined. */

uint32_t n_buffers; /* Max packets buffered at once. */

uint8_t n_tables; /* Number of tables supported by datapath. */
uint8_t auxiliary_id; /* Identify auxiliary connections */

uint8_t pad[2]; /* Align to 64-bits. */

/* Features. */
uint32_t capabilities; /* Bitmap of support "ofp_capabilities". */
uint32_t reserved;

}s

OFP_ASSERT (sizeof (struct ofp_switch_features) == 32);

The datapath_id field uniquely identifies a datapath. The lower 48 bits are intended for the switch
MAC address, while the top 16 bits are up to the implementer. An example use of the top 16 bits would
be a VLAN ID to distinguish multiple virtual switch instances on a single physical switch. This field
should be treated as an opaque bit string by controllers.

The n_buffers field specifies the maximum number of packets the switch can buffer when sending
packets to the controller using packet-in messages (see [6.1.2]).

The n_tables field describes the number of tables supported by the switch, each of which can have a
different set of supported match fields, actions and number of entries. When the controller and switch
first communicate, the controller will find out how many tables the switch supports from the Features
Reply. If it wishes to understand the size, types, and order in which tables are consulted, the controller
sends a OFPMP_TABLE_FEATURES multipart request (see [7.3.5.5). A switch must return these tables in
the order the packets traverse the tables.

The auxiliary_id field identify the type of connection from the switch to the controller, the main
connection has this field set to zero, an auxiliary connection has this field set to a non-zero value (see
6.3.5)).

The capabilities field uses a combination of the following flags:

/* Capabilities supported by the datapath. */
enum ofp_capabilities {

OFPC_FLOW_STATS =1 << 0, /* Flow statistics. */
OFPC_TABLE_STATS =1 << 1, /* Table statistics. */
OFPC_PORT_STATS =1 << 2, /* Port statistics. */
OFPC_GROUP_STATS =1 << 3, /* Group statistics. */

OFPC_IP_REASM 1 << 5, /* Can reassemble IP fragments. */
OFPC_QUEUE_STATS =1 << 6, /* Queue statistics. */
OFPC_PORT_BLOCKED =1<< 8 /* Switch will block looping ports. */

};
The OFPC_PORT_BLOCKED bit indicates that a switch protocol outside of OpenFlow, such as 802.1D

Spanning Tree, will detect topology loops and block ports to prevent packet loops. If this bit is not set,
in most cases the controller should implement a mechanism to prevent packet loops.
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7.3.2 Switch Configuration

The controller is able to set and query configuration parameters in the switch with the OFPT_SET_CONFIG
and OFPT_GET_CONFIG_REQUEST messages, respectively. The switch responds to a configuration request
with an OFPT_GET_CONFIG_REPLY message; it does not reply to a request to set the configuration.

There is no body for OFPT_GET_CONFIG_REQUEST beyond the OpenFlow header. The OFPT_SET_CONFIG
and OFPT_GET_CONFIG_REPLY use the following:

/* Switch configuration. */
struct ofp_switch_config {
struct ofp_header header;
uint16_t flags; /* Bitmap of OFPC_x flags. */
uintl6_t miss_send_len; /* Max bytes of packet that datapath
should send to the controller. See
ofp_controller_max_len for valid values.
*/
};
OFP_ASSERT (sizeof (struct ofp_switch_config) == 12);

The configuration flags include the following:

enum ofp_config flags {
/* Handling of IP fragments. */

OFPC_FRAG_NORMAL = 0, /* No special handling for fragments. */
OFPC_FRAG_DROP =1 << 0, /* Drop fragments. */

OFPC_FRAG_REASM =1 << 1, /* Reassemble (only if OFPC_IP_REASM set). */
OFPC_FRAG_MASK = 3,

};

The OFPC_FRAG_x flags indicate whether IP fragments should be treated normally, dropped, or reassem-
bled. “Normal” handling of fragments means that an attempt should be made to pass the fragments
through the OpenFlow tables. If any field is not present (e.g., the TCP/UDP ports didn’t fit), then the
packet should not match any entry that has that field set.

The miss_send_len field defines the number of bytes of each packet sent to the controller by the
OpenFlow pipeline when not using an output action to the OFPP_CONTROLLER logical port, for example
sending packets with invalid T'TL if this message reason is enabled. If this field equals 0, the switch must
send zero bytes of the packet in the ofp_packet_in message. If the value is set to OFPCML_NO_BUFFER
the complete packet must be included in the message, and should not be buffered.

7.3.3 Flow Table Configuration

Flow tables are numbered from 0 and can take any number until OFPTT_MAX. OFPTT_ALL is a reserved
value.
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/* Table numbering. Tables can use any number up to OFPT_MAX. */
enum ofp_table {

/* Last usable table number. */

OFPTT_MAX = Oxfe,

/* Fake tables. */
OFPTT_ALL = Oxff /* Wildcard table used for table config,
flow stats and flow deletes. */
};

The controller can configure and query table state in the switch with the OFP_TABLE_MOD and
OFPMP_TABLE requests, respectively. The switch responds to a table multipart request with a
OFPT_MULTIPART_REPLY message. The OFP_TABLE_MOD use the following structure and fields:

/* Configure/Modify behavior of a flow table */
struct ofp_table_mod {
struct ofp_header header;

uint8_t table_id; /* ID of the table, OFPTT_ALL indicates all tables */
uint8_t pad[3]; /* Pad to 32 bits */
uint32_t config; /* Bitmap of OFPTC_* flags */

};
OFP_ASSERT (sizeof (struct ofp_table_mod) == 16);

The table_id chooses the table to which the configuration change should be applied. If the table_id
is OFPTT_ALL, the configuration is applied to all tables in the switch.

The config field is a bitmap that is provided for backward compatibility with earlier version of the
specification, it is reserved for future use. There is no flags that are currently defined for that field. The
following values are defined for that field :

/* Flags to configure the table. Reserved for future use. */
enum ofp_table_config {

OFPTC_DEPRECATED_MASK = 3, /* Deprecated bits */
I

7.3.4 Modify State Messages
7.3.4.1 Modify Flow Entry Message

Modifications to a flow table from the controller are done with the OFPT_FLOW_MOD message:

/* Flow setup and teardown (controller -> datapath). */
struct ofp_flow_mod {
struct ofp_header header;
uint64_t cookie; /* Opaque controller-issued identifier. */
uint64_t cookie_mask; /* Mask used to restrict the cookie bits
that must match when the command is
OFPFC_MODIFY* or OFPFC_DELETE*. A value
of 0 indicates no restriction. */

/* Flow actions. */
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uint8_t table_id; /* ID of the table to put the flow in.
For OFPFC_DELETE_* commands, OFPTT_ALL
can also be used to delete matching
flows from all tables. */

uint8_t command; /* One of OFPFC_x. %/

uint16_t idle_timeout; /* Idle time before discarding (seconds). */
uint16_t hard_timeout; /* Max time before discarding (seconds). */
uint16_t priority; /* Priority level of flow entry. */

uint32_t buffer_id; /* Buffered packet to apply to, or

OFP_NO_BUFFER.
Not meaningful for OFPFC_DELETEx*. */
uint32_t out_port; /* For OFPFC_DELETE* commands, require
matching entries to include this as an
output port. A value of OFPP_ANY
indicates no restriction. */
uint32_t out_group; /* For OFPFC_DELETE* commands, require
matching entries to include this as an
output group. A value of OFPG_ANY
indicates no restriction. */

uint16_t flags; /* Bitmap of OFPFF_x flags. */
uint8_t pad[2];
struct ofp_match match; /* Fields to match. Variable size. */

/* The variable size and padded match is always followed by instructiomns. */
//struct ofp_instruction instructions[0]; /* Instruction set - O or more.
The length of the instruction
set is inferred from the
length field in the header. */
};
OFP_ASSERT (sizeof (struct ofp_flow_mod) == 56);

The cookie field is an opaque data value chosen by the controller. This value appears in flow removed
messages and flow statistics, and can also be used to filter flow statistics, flow modification and flow
deletion (see . It is not used by the packet processing pipeline, and thus does not need to reside in
hardware. The value -1 (OxfHffHHITT) is reserved and must not be used. When a flow entry is inserted
in a table through an OFPFC_ADD message, its cookie field is set to the provided value. When a flow
entry is modified (OFPFC_MODIFY or OFPFC_MODIFY_STRICT messages), its cookie field is unchanged.

If the cookie_mask field is non-zero, it is used with the cookie field to restrict flow matching while
modifying or deleting flow entries. This field is ignored by OFPFC_ADD messages. The cookie_mask
field’s behavior is explained in Section [6.4}

The table_id field specifies the table into which the flow entry should be inserted, modified or deleted.
Table 0 signifies the first table in the pipeline. The use of OFPTT_ALL is only valid for delete requests.

The command field must be one of the following:

enum ofp_flow_mod_command {
OFPFC_ADD = 0, /* New flow. */
OFPFC_MODIFY 1, /* Modify all matching flows. */
OFPFC_MODIFY_STRICT = 2, /* Modify entry strictly matching wildcards and
priority. */
/* Delete all matching flows. */
/* Delete entry strictly matching wildcards and

OFPFC_DELETE
OFPFC_DELETE_STRICT

non
S ow

priority. */
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The differences between OFPFC_MODIFY and OFPFC_MODIFY_STRICT are explained in Section [6.4] and
differences between OFPFC_DELETE and OFPFC_DELETE_STRICT are explained in Section [6.4

The idle_timeout and hard_timeout fields control how quickly flow entries expire (see |5.5). When
a flow entry is inserted in a table, its idle_timeout and hard_timeout fields are set with the values
from the message. When a flow entry is modified (OFPFC_MODIFY or OFPFC_MODIFY_STRICT messages),
the idle_timeout and hard_timeout fields are ignored.

If the idle_timeout is set and the hard_timeout is zero, the entry must expire after idle_timeout
seconds with no received traffic. If the idle_timeout is zero and the hard_timeout is set, the entry
must expire in hard_timeout seconds regardless of whether or not packets are hitting the entry. If both
idle_timeout and hard_timeout are set, the flow entry will timeout after idle_timeout seconds with
no traffic, or hard_timeout seconds, whichever comes first. If both idle_timeout and hard_timeout
are zero, the entry is considered permanent and will never time out. It can still be removed with a
flow_mod message of type OFPFC_DELETE.

The priority indicates priority within the specified flow table table. Higher numbers indicate higher
priorities. This field is used only for OFPFC_ADD messages when matching and adding flow entries, and
for OFPFC_MODIFY_STRICT or OFPFC_DELETE_STRICT messages when matching flow entries.

The buffer_id refers to a packet buffered at the switch and sent to the controller by a packet-in
message. If no buffered packet is associated with the flow mod, it must be set to OFP_NO_BUFFER.
A flow mod that includes a valid buffer_id removes the corresponding packet from the buffer and
processes it through the entire OpenFlow pipeline after the flow is inserted, starting at the first flow
table. This is effectively equivalent to sending a two-message sequence of a flow mod and a packet-out
forwarding to the OFPP_TABLE logical port (see , with the requirement that the switch must fully
process the flow mod before the packet out. These semantics apply regardless of the table to which the
flow mod refers, or the instructions contained in the flow mod. This field is ignored by OFPFC_DELETE
and OFPFC_DELETE_STRICT flow mod messages.

The out_port and out_group fields optionally filter the scope of OFPFC_DELETE and
OFPFC_DELETE_STRICT messages by output port and group. If either out_port or out_group con-
tains a value other than OFPP_ANY or OFPG_ANY respectively, it introduces a constraint when match-
ing. This constraint is that the flow entry must contain an output action directed at that port or
group. Other constraints such as ofp_match structs and priorities are still used; this is purely an
additional constraint. Note that to disable output filtering, both out_port and out_group must be
set to OFPP_ANY and OFPG_ANY respectively. These fields are ignored by OFPFC_ADD, OFPFC_MODIFY or
OFPFC_MODIFY_STRICT messages.

The flags field may include a combination of the following flags:

enum ofp_flow_mod_flags {
OFPFF_SEND_FLOW_REM = 1 << 0, /* Send flow removed message when flow
* expires or is deleted. */
OFPFF_CHECK_OVERLAP = 1 << 1, /% Check for overlapping entries first. */
OFPFF_RESET_COUNTS = 1 << 2, /* Reset flow packet and byte counts. */
OFPFF_NO_PKT_COUNTS = 1 << 3, /* Don’t keep track of packet count. */
OFPFF_NO_BYT_COUNTS = 1 << 4, /* Don’t keep track of byte count. */
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When the OFPFF_SEND_FLOW_REM flag is set, the switch must send a flow removed message when the
flow entry expires or is deleted.

When the OFPFF_CHECK_OVERLAP flag is set, the switch must check that there are no conflicting entries
with the same priority prior to inserting it in the flow table. If there is one, the flow mod fails and an
error message is returned (see [6.4)).

When the OFPFF_NO_PKT_COUNTS flag is set, the switch does not need to keep track of the flow packet
count. When the OFPFF_NO_BYT_COUNTS flag is set, the switch does not need to keep track of the flow
byte count. Setting those flags may decrease the processing load on some OpenFlow switches, however
those counters may not be available in flow statistics and flow removed messages for this flow entry. A
switch is not required to honor those flags and may keep track of a flow count and return it despite the
corresponding flag being set. If a switch does not keep track of a flow count, the corresponding counter
is not available and must be set to the maximum field value (see .

When a flow entry is inserted in a table, its flags field is set with the values from the message. When
a flow entry is matched and modified (OFPFC_MODIFY or OFPFC_MODIFY_STRICT messages), the flags
field is ignored.

The instructions field contains the instruction set for the flow entry when adding or modifying entries.
If the instruction set is not valid or supported, the switch must generate an error (see [6.4)).

7.3.4.2 Modify Group Entry Message

Modifications to the group table from the controller are done with the OFPT_GROUP_MOD message:

/* Group setup and teardown (controller -> datapath). */
struct ofp_group_mod {
struct ofp_header header;

uint16_t command; /* One of OFPGC_x. */
uint8_t type; /* One of OFPGT_x. %/
uint8_t pad; /* Pad to 64 bits. */
uint32_t group_id; /* Group identifier. */

struct ofp_bucket buckets[0]; /* The length of the bucket array is inferred
from the length field in the header. */
};
OFP_ASSERT (sizeof (struct ofp_group_mod) == 16);

The semantics of the type and group fields are explained in Section 6.5

The command field must be one of the following:

/* Group commands */

enum ofp_group_mod_command {
OFPGC_ADD =0, /* New group. */
OFPGC_MODIFY = 1, /* Modify all matching groups. */
OFPGC_DELETE = 2, /* Delete all matching groups. */

};

The type field must be one of the following:
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/* Group types. Values in the range [128, 255] are reserved for experimental

* use. */

enum ofp_group_type {
OFPGT_ALL
OFPGT_SELECT
OFPGT_INDIRECT
OFPGT_FF

, /* A1l (multicast/broadcast) group. */
, /* Select group. */

, /* Indirect group. */

, /* Fast failover group. */

nwon
W N = O

};

The group_id field uniquely identifies a group within a switch. The following special group identifiers
are defined:

/* Group numbering. Groups can use any number up to OFPG_MAX. */
enum ofp_group {

/* Last usable group number. */

OFPG_MAX = Oxffffff00,

/* Fake groups. */

OFPG_ALL = Oxfffffffc, /* Represents all groups for group delete
commands. */
OFPG_ANY = Oxffffffff /* Wildcard group used only for flow stats

requests. Selects all flows regardless of
group (including flows with no group).
*/

};

The buckets field is an array of buckets. For Indirect group, the arrays must contain exactly one
bucket (see , other group types may have multiple buckets in the array. For Fast Failover group,
the bucket order does define the bucket priorities (see , and the bucket order can be changed by
modifying the group (for example using a OFPT_GROUP_MOD message with command OFPGC_MODIFY).

Buckets in the array use the following struct:

/* Bucket for use in groups. */
struct ofp_bucket {
uintl6_t len; /* Length the bucket in bytes, including
this header and any padding to make it
64-bit aligned. */

uintl16_t weight; /* Relative weight of bucket. Only
defined for select groups. */
uint32_t watch_port; /* Port whose state affects whether this

bucket is live. Only required for fast
failover groups. */
uint32_t watch_group; /* Group whose state affects whether this
bucket is live. Only required for fast
failover groups. */
uint8_t pad[4];
struct ofp_action_header actions[0]; /* O or more actions associated with
the bucket - The action list length
is inferred from the length
of the bucket. */
};
OFP_ASSERT (sizeof (struct ofp_bucket) == 16);
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The weight field is only defined for select groups, and its support is optional. The bucket’s share of the
traffic processed by the group is defined by the individual bucket’s weight divided by the sum of the
bucket weights in the group. When a port goes down, the change in traffic distribution is undefined.
The precision by which a switch’s packet distribution should match bucket weights is undefined.

The watch_port and watch_group fields are only required for fast failover groups, and may be optionally
implemented for other group types. These fields indicate the port and/or group whose liveness controls
whether this bucket is a candidate for forwarding. For fast failover groups, the first bucket defined is
the highest-priority bucket, and only the highest-priority live bucket is used (see .

The actions field is the action set associated with the bucket. When the bucket is selected for a packet,
its action set is applied to the packet (see [5.10]).

7.3.4.3 Port Modification Message

The controller uses the OFPT_PORT_MOD message to modify the behavior of the port:

/* Modify behavior of the physical port */
struct ofp_port_mod {
struct ofp_header header;
uint32_t port_no;
uint8_t pad[4];
uint8_t hw_addr [OFP_ETH_ALEN]; /* The hardware address is not
configurable. This is used to
sanity-check the request, so it must
be the same as returned in an
ofp_port struct. */

uint8_t pad2[2]; /* Pad to 64 bits. */

uint32_t config; /* Bitmap of OFPPC_x flags. */

uint32_t mask; /* Bitmap of OFPPC_* flags to be changed. */

uint32_t advertise; /* Bitmap of OFPPF_x. Zero all bits to prevent
any action taking place. */

uint8_t pad3[4]; /* Pad to 64 bits. */

};
OFP_ASSERT (sizeof (struct ofp_port_mod) == 40);

The mask field is used to select bits in the config field to change. The advertise field has no mask;
all port features change together.

7.3.4.4 Meter Modification Message

Modifications to a meter from the controller are done with the OFPT_METER_MOD message:

/* Meter configuration. OFPT_METER_MOD. */
struct ofp_meter_mod {
struct ofp_header header;

uint16_t command ; /* One of OFPMC_x. x/
uintl6_t flags; /* Bitmap of OFPMF_x* flags. */
uint32_t meter_id; /* Meter instance. */
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struct ofp_meter_band_header bands[0]; /* The band list length is

};

inferred from the length field
in the header. */

OFP_ASSERT (sizeof (struct ofp_meter_mod) == 16);

The meter_id field uniquely identifies a meter within a switch. Meter are defined starting with
meter_id=1 up to the maximum number of meters that the switch can support. The OpenFlow
protocol also defines some additional virtual meters that can not be associated with flows:

/* Meter numbering. Flow meters can use any number up to OFPM_MAX. */

enum ofp_meter {
/* Last usable meter. */
OFPM_MAX = 0xf£££0000,

/* Virtual meters. */

OFPM_SLOWPATH = Oxfffffffd,
OFPM_CONTROLLER = Oxfffffffe,
OFPM_ALL = Oxffffffff,

};

/* Meter for slow datapath. */

/* Meter for controller connection. */

/* Represents all meters for stat requests
commands. */

Virtual meters are provided to support existing implementations of OpenFlow. New implementations
are encouraged to use regular per-flow meters or priority queues instead.

e OFPM_CONTROLLER: Virtual meter controlling all packets sent to the controller via Packet-in mes-
sages, either using the CONTROLLER reserved port or in other processing (see|6.1.2)). Can be
used to limit the amount of traffic sent to the controller.

e OFPM_SLOWPATH: Virtual meter controlling all packets processed by the slow datapath of the switch.
Many switch implementations have a fast and slow datapath, for example a hardware switch may
have a slow software datapath, or a software switch may have a slow userspace datapath.

The command field must be one of the following:

/* Meter commands */
enum ofp_meter_mod_command {

OFPMC_ADD, /* New meter. */
OFPMC_MODIFY, /* Modify specified meter. */
OFPMC_DELETE, /* Delete specified meter. */

};

The flags field may include a combination of following flags:

/* Meter configuration flags */
enum ofp_meter_flags {

OFPMF_KBPS =1 << 0, /*
OFPMF_PKTPS =1 << 1, /%
OFPMF_BURST = 1 << 2, /%

OFPMF_STATS

]
-
A
A

»

/*

Rate value in kb/s (kilo-bit per second). */
Rate value in packet/sec. */

Do burst size. */

Collect statistics. */
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The bands field is a list of rate bands. It can contain any number of bands, and each band type can be
repeated when it make sense. Only a single band is used at a time, if the current rate of packets exceed
the rate of multiple bands, the band with the highest configured rate is used.

All the rate bands are defined using the same common header:

/* Common header for all meter bands */
struct ofp_meter_band_header {

uintl16_t type; /* One of OFPMBT_x. */

uintl6_t len; /* Length in bytes of this band. */
uint32_t rate; /* Rate for this band. */

uint32_t burst_size; /* Size of bursts. */

};
OFP_ASSERT (sizeof (struct ofp_meter_band_header) == 12);

The rate field indicates the rate value above which the corresponding band may apply to packets (see
5.7.1). The rate value is in kilobit per seconds, unless the flags field includes OFPMF_PKTPS, in which
case the rate is in packets per seconds.

The burst_size field is used only if the flags field includes OFPMF_BURST. It defines the granularity
of the meter, for all packet or byte burst which length is greater than burst value, the meter rate will
always be strictly enforced. The burst value is in kilobits, unless the flags field includes OFPMF_PKTPS,
in which case the burst value is in packets.

The type field must be one of the following:

/* Meter band types */

enum ofp_meter_band_type {
OFPMBT_DROP =1, /* Drop packet. */
OFPMBT_DSCP_REMARK 2, /* Remark DSCP in the IP header. */
OFPMBT_EXPERIMENTER OxFFFF /* Experimenter meter band. */

}s

An OpenFlow switch may not support all band types, and may not allow to use all its supported bands
on all meters, i.e. some meters may be specialised.

The band OFPMBT_DROP defines a simple rate limiter that drop packets that exceed the band rate value,
and uses the following structure:

/* OFPMBT_DROP band - drop packets */
struct ofp_meter_band_drop {

uint16_t type; /* OFPMBT_DROP. */

uint16_t len; /* Length in bytes of this band. */
uint32_t rate; /* Rate for dropping packets. */
uint32_t burst_size; /* Size of bursts. */

uint8_t pad[4];

};
OFP_ASSERT (sizeof (struct ofp_meter_band_drop) == 16);

The band OFPMBT_DSCP_REMARK defines a simple DiffServ policer that remark the drop precedence of
the DSCP field in the IP header of the packets that exceed the band rate value, and uses the following
structure:
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/* OFPMBT_DSCP_REMARK band - Remark DSCP in the IP header */
struct ofp_meter_band_dscp_remark {

uintl6_t type; /* OFPMBT_DSCP_REMARK. */

uintl6_t len; /* Length in bytes of this band. */

uint32_t rate; /* Rate for remarking packets. */

uint32_t burst_size; /* Size of bursts. */

uint8_t prec_level; /* Number of drop precedence level to add. */
uint8_t pad[3];

};
OFP_ASSERT (sizeof (struct ofp_meter_band_dscp_remark) == 16);

The prec_level field indicates by which amount the drop precedence of the packet should be increased
if the band is exceeded.

The band OFPMBT_EXPERIMENTER is experimenter defined and uses the following structure:

/* OFPMBT_EXPERIMENTER band - Write actions in action set */
struct ofp_meter_band_experimenter {

uintl6_t type; /* One of OFPMBT_*. */

uint16_t len; /* Length in bytes of this band. */

uint32_t rate; /* Rate for this band. */

uint32_t burst_size; /* Size of bursts. */

uint32_t experimenter; /* Experimenter ID which takes the same

form as in struct
ofp_experimenter_header. */
}
OFP_ASSERT (sizeof (struct ofp_meter_band_experimenter) == 16);

7.3.5 Multipart Messages

Multipart messages are used to encode requests or replies that potentially carry a large amount of data
and would not always fit in a single OpenFlow message, which is limited to 64KB. The request or reply
is encoded as a sequence of multipart messages with a specific multipart type, and re-assembled by
the receiver. Multipart messages are primarily used to request statistics or state information from the
switch.

The request is carried in one or more OFPT_MULTIPART_REQUEST messages:

struct ofp_multipart_request {
struct ofp_header header;

uintl6_t type; /* One of the OFPMP_x constants. */
uint16_t flags; /* OFPMPF_REQ_* flags. */

uint8_t pad[4];

uint8_t bodyl[0]; /* Body of the request. O or more bytes. */

};
OFP_ASSERT (sizeof (struct ofp_multipart_request) == 16);

enum ofp_multipart_request_flags {
OFPMPF_REQ_MORE = 1 << 0 /* More requests to follow. */
};

The switch responds with one or more OFPT_MULTIPART_REPLY messages:
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struct ofp_multipart_reply {
struct ofp_header header;

uintl6_t type; /* One of the OFPMP_* constants. */
uintl16_t flags; /* OFPMPF_REPLY_* flags. */

uint8_t pad[4];

uint8_t bodyl[0]; /* Body of the reply. O or more bytes. */

};
OFP_ASSERT (sizeof (struct ofp_multipart_reply) == 16);

enum ofp_multipart_reply_flags {
OFPMPF_REPLY_MORE = 1 << 0 /* More replies to follow. */
I

The only value defined for flags in a request and reply is whether more requests/replies will follow
this one - this has the value 0x0001. To ease implementation, the controller is allowed to send requests
and the switch is allowed to send replies with no additional entries (i.e. an empty body). However,
another message must always follow a message with the more flag set. A request or reply that spans
multiple messages (has one or more messages with the more flag set), must use the same multipart type
and transaction id (xid) for all messages in the message sequence. Messages from a multipart request
or reply may be interleaved with other OpenFlow message types, including other multipart requests
or replies, but must have distinct transaction ids if multiple unanswered multipart requests or replies
are in flight simultaneously. Transaction ids of replies must always match the request that prompted
them.

In both the request and response, the type field specifies the kind of information being passed and
determines how the body field is interpreted:

enum ofp_multipart_type {
/* Description of this OpenFlow switch.
* The request body is empty.
* The reply body is struct ofp_desc. */
OFPMP_DESC = 0,

/* Individual flow statistics.

* The request body is struct ofp_flow_stats_request.

* The reply body is an array of struct ofp_flow_stats. */
OFPMP_FLOW = 1,

/* Aggregate flow statistics.
* The request body is struct ofp_aggregate_stats_request.
* The reply body is struct ofp_aggregate_stats_reply. */
OFPMP_AGGREGATE = 2,

/* Flow table statistics.

* The request body is empty.

* The reply body is an array of struct ofp_table_stats. */
OFPMP_TABLE = 3,

/* Port statistics.

* The request body is struct ofp_port_stats_request.

* The reply body is an array of struct ofp_port_stats. */
OFPMP_PORT_STATS = 4,
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/* Queue statistics for a port

* The request body is struct ofp_queue_stats_request.

* The reply body is an array of struct ofp_queue_stats */
OFPMP_QUEUE = 5,

/* Group counter statistics.
* The request body is struct ofp_group_stats_request.
* The reply is an array of struct ofp_group_stats. */
OFPMP_GROUP = 6,

/* Group description.

* The request body is empty.

* The reply body is an array of struct ofp_group_desc. */
OFPMP_GROUP_DESC = 7,

/* Group features.

* The request body is empty.

* The reply body is struct ofp_group_features. */
OFPMP_GROUP_FEATURES = 8,

/* Meter statistics.
* The request body is struct ofp_meter_multipart_requests.
* The reply body is an array of struct ofp_meter_stats. */
OFPMP_METER = 9,

/* Meter configuration.
* The request body is struct ofp_meter_multipart_requests.
* The reply body is an array of struct ofp_meter_config. */
OFPMP_METER_CONFIG = 10,

/* Meter features.

* The request body is empty.

* The reply body is struct ofp_meter_features. */
OFPMP_METER_FEATURES = 11,

/* Table features.

The request body is either empty or contains an array of
struct ofp_table_features containing the controller’s
desired view of the switch. If the switch is unable to

set the specified view an error is returned.

* The reply body is an array of struct ofp_table_features. */
OFPMP_TABLE_FEATURES = 12,

* % ¥ *

/* Port description.

* The request body is empty.

* The reply body is an array of struct ofp_port. */
OFPMP_PORT_DESC = 13,

/* Experimenter extension.
* The request and reply bodies begin with
* struct ofp_experimenter_multipart_header.
* The request and reply bodies are otherwise experimenter-defined. */
OFPMP_EXPERIMENTER = Oxffff
};

If a multipart request spans multiple messages and grows to a size that the switch is unable to
buffer, the switch must respond with an error messsage of type OFPET_BAD_REQUEST and code
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OFPBRC_MULTIPART_BUFFER_OVERFLOW. If a multipart request contains a type that is not sup-
ported, the switch must respond with an error messsage of type OFPET_BAD_REQUEST and code
OFPBRC_BAD_MULTIPART.

In all types of multipart reply containing statistics, if a specific numeric counter is not available in the
switch, its value must be set to the maximum field value (the unsigned equivalent of -1). Counters are
unsigned and wrap around with no overflow indicator.

7.3.5.1 Description

Information about the switch manufacturer, hardware revision, software revision, serial number, and a
description field is available from the OFPMP_DESC multipart request type:

/* Body of reply to OFPMP_DESC request. Each entry is a NULL-terminated
* ASCII string. */
struct ofp_desc {

char mfr_desc[DESC_STR_LEN]; /* Manufacturer description. */

char hw_desc[DESC_STR_LEN]; /* Hardware description. */

char sw_desc[DESC_STR_LEN]; /* Software description. */

char serial_num[SERIAL_NUM_LEN]; /* Serial number. */

char dp_desc[DESC_STR_LEN]; /* Human readable description of datapath. */

};
OFP_ASSERT (sizeof (struct ofp_desc) == 1056);

Each entry is ASCII formatted and padded on the right with null bytes (\0). DESC_STR_LEN is 256 and
SERIAL_NUM_LEN is 32. The dp_desc field is a free-form string to describe the datapath for debugging
purposes, e.g., “switch3d in room 3120”. As such, it is not guaranteed to be unique and should not be
used as the primary identifier for the datapath—use the datapath_id field from the switch features
instead (see[7.3.1]).

7.3.5.2 Individual Flow Statistics

Information about individual flow entries is requested with the OFPMP_FLOW multipart request type:

/* Body for ofp_multipart_request of type OFPMP_FLOW. */
struct ofp_flow_stats_request {

uint8_t table_id; /* ID of table to read (from ofp_table_stats),
OFPTT_ALL for all tables. */

uint8_t pad[3]; /* Align to 32 bits. */

uint32_t out_port; /* Require matching entries to include this

as an output port. A value of OFPP_ANY
indicates no restriction. */

uint32_t out_group; /* Require matching entries to include this
as an output group. A value of OFPG_ANY
indicates no restriction. */

uint8_t pad2[4]; /* Align to 64 bits. */

uint64_t cookie; /* Require matching entries to contain this
cookie value */

uint64_t cookie_mask; /* Mask used to restrict the cookie bits that

must match. A value of O indicates
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no restriction. */
struct ofp_match match; /* Fields to match. Variable size. */
};
OFP_ASSERT (sizeof (struct ofp_flow_stats_request) == 40);

The match field contains a description of the flow entries that should be matched and may contain
wildcarded and masked fields. This field’s matching behavior is described in Section [6.4]

The table_id field indicates the index of a single table to read, or OFPTT_ALL for all tables.

The out_port and out_group fields optionally filter by output port and group. If either out_port or
out_group contain a value other than OFPP_ANY and OFPG_ANY respectively, it introduces a constraint
when matching. This constraint is that the flow entry must contain an output action directed at that
port or group. Other constraints such as ofp_match structs are still used; this is purely an additional
constraint. Note that to disable output filtering, both out_port and out_group must be set to OFPP_ANY
and OFPG_ANY respectively.

The usage of the cookie and cookie_mask fields is defined in Section [6.4]

The body of the reply to a OFPMP_FLOW multipart request consists of an array of the following:

/* Body of reply to OFPMP_FLOW request. */
struct ofp_flow_stats {

uint16_t length; /* Length of this entry. */

uint8_t table_id; /* ID of table flow came from. */

uint8_t pad;

uint32_t duration_sec; /* Time flow has been alive in seconds. */

uint32_t duration_nsec; /* Time flow has been alive in nanoseconds beyond
duration_sec. */

uintl6_t priority; /* Priority of the entry. */

uintl16_t idle_timeout; /* Number of seconds idle before expiration. */

uint16_t hard_timeout; /* Number of seconds before expiration. */

uint16_t flags; /* Bitmap of OFPFF_* flags. */

uint8_t pad2[4]; /* Align to 64-bits. */

uint64_t cookie; /* Opaque controller-issued identifier. */

uint64_t packet_count; /* Number of packets in flow. */

uint64_t byte_count; /* Number of bytes in flow. */

struct ofp_match match; /* Description of fields. Variable size. */

/* The variable size and padded match is always followed by instructions. */
//struct ofp_instruction instructions[0]; /* Instruction set - O or more. */
};
OFP_ASSERT (sizeof (struct ofp_flow_stats) == 56);

The fields consist of those provided in the flow_mod that created the flow entry (see [7.3.4.1)), plus
the table_id into which the entry was inserted, the packet_count, and the byte_count counting all
packets processed by the flow entry.

The duration_sec and duration_nsec fields indicate the elapsed time the flow entry has been installed
in the switch. The total duration in nanoseconds can be computed as duration_secx 10°+duration_nsec.

Implementations are required to provide second precision; higher precision is encouraged where avail-
able.
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7.3.5.3 Aggregate Flow Statistics

Aggregate information about multiple flow entries is requested with the OFPMP_AGGREGATE multipart
request type:

/* Body for ofp_multipart_request of type OFPMP_AGGREGATE. */
struct ofp_aggregate_stats_request {

uint8_t table_id; /* ID of table to read (from ofp_table_stats)
OFPTT_ALL for all tables. */

uint8_t padl[3]; /* Align to 32 bits. */

uint32_t out_port; /* Require matching entries to include this

as an output port. A value of OFPP_ANY
indicates no restriction. */

uint32_t out_group; /* Require matching entries to include this
as an output group. A value of OFPG_ANY
indicates no restriction. */

uint8_t pad2[4]; /* Align to 64 bits. */

uint64_t cookie; /* Require matching entries to contain this
cookie value */

uint64_t cookie_mask; /* Mask used to restrict the cookie bits that

must match. A value of O indicates
no restriction. */
struct ofp_match match; /* Fields to match. Variable size. */
};
OFP_ASSERT (sizeof (struct ofp_aggregate_stats_request) == 40);

The fields in this message have the same meanings as in the individual flow stats request type
(OFPMP_FLQW).

The body of the reply consists of the following:

/* Body of reply to OFPMP_AGGREGATE request. */
struct ofp_aggregate_stats_reply {

uint64_t packet_count; /* Number of packets in flows. */
uint64_t byte_count; /* Number of bytes in flows. */
uint32_t flow_count; /* Number of flows. */

uint8_t pad[4]; /* Align to 64 bits. */

};
OFP_ASSERT (sizeof (struct ofp_aggregate_stats_reply) == 24);

7.3.5.4 Table Statistics

Information about tables is requested with the OFPMP_TABLE multipart request type. The request does
not contain any data in the body.
The body of the reply consists of an array of the following:

/* Body of reply to OFPMP_TABLE request. */
struct ofp_table_stats {

uint8_t table_id; /* Identifier of table. Lower numbered tables
are consulted first. */
uint8_t pad[3]; /* Align to 32-bits. */
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uint32_t active_count; /* Number of active entries. */
uint64_t lookup_count; /* Number of packets looked up in table. */
uint64_t matched_count; /* Number of packets that hit table. */

};

OFP_ASSERT (sizeof (struct ofp_table_stats) == 24);

The array has one structure for each table supported by the switch. The entries are returned in the
order that packets traverse the tables.

7.3.5.5 Table Features

The OFPMP_TABLE_FEATURES multipart type allows a controller to both query for the capabilities of
existing tables, and to optionally ask the switch to reconfigure its tables to match a supplied configura-
tion. In general, the table feature capabilities represents all possible features of a table, however some
features may be mutually exclusive and the current capabilities structures do not allow us to represent
such exclusions.

7.3.5.5.1 Table Features request and reply

If the OFPMP_TABLE_FEATURES request body is empty the switch will return an array of struct
ofp_table_features containing the capabilities of the currently configured flow tables.

If the request body contains an array of one or more ofp_table_features structs, the switch will
attempt to change its flow tables to match the requested flow table configuration. This operation
configures the entire pipeline, and the set of flow tables in the pipeline must match the set in the
request, or an error must be returned. In particular, if the requested configuration does not contain an
ofp_table_features struct for one or more flow tables that the switch supports, these flow tables are
to be removed from the pipeline if the configuration is successfully set. A successful configuration change
will modify the features for all flow tables in the request, that is, either all the flow tables specified in
the request are modified or none, and the new capabilities for each flow table must be either a superset
of, or equal to the requested capabilities. If the flow table configuration is successful, flow entries from
flow tables that have been removed or flow tables that had their capabilities change between the prior
and new configuration are removed from the flow table, however no ofp_flow_removed messages are
sent. The switch then replies with the new configuration. If the switch is unable to set the requested
configuration, an error of type OFPET_TABLE_FEATURES_FAILED is returned with the appropriate error
code.

Requests and replies containing ofp_table_features are expected to meet the following minimum
requirements:

e Each ofp_table_features struct’s table_id field value should be unique amongst all
ofp_table_features structs in the message

e FEach ofp_table_features struct’s properties field must contain exactly one of each of the
ofp_table_feature_prop_type properties, with two exceptions. First, properties with the _MISS
suffix may be ommited if it is the same as the corresponding property for regular flow entries.
Second, properties of type OFPTFPT_EXPERIMENTER and OFPTFPT_EXPERIMENTER_MISS may be
ommited or included many times. Ordering is unspecified, but implementers are encouraged to

use the ordering listed in the specification (see[7.3.5.5.2)).
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A switch receiving a request that does not meet these requirements should return an error of type
OFPET_TABLE_FEATURES_FAILED with the appropriate error code.

The following structure describes the body of the table features request and reply:
/* Body for ofp_multipart_request of type OFPMP_TABLE_FEATURES./

* Body of reply to OFPMP_TABLE_FEATURES request. */
struct ofp_table_features {

uint16_t length; /* Length is padded to 64 bits. */

uint8_t table_id; /* Identifier of table. Lower numbered tables
are consulted first. */

uint8_t pad[5]; /* Align to 64-bits. */

char name [OFP_MAX_TABLE_NAME_LEN] ;

uint64_t metadata_match; /* Bits of metadata table can match. */
uint64_t metadata_write; /* Bits of metadata table can write. */
uint32_t config; /* Bitmap of OFPTC_* values */

uint32_t max_entries; /* Max number of entries supported. */

/* Table Feature Property list */

struct ofp_table_feature_prop_header properties[0]; /* List of properties */
I
OFP_ASSERT (sizeof (struct ofp_table_features) == 64);

The array has one structure for each flow table supported by the switch. The entries are always returned
in the order that packets traverse the flow tables. OFP_MAX_TABLE_NAME_LEN is 32 .

The metadata_match field indicates the bits of the metadata field that the table can match on, when
using the metadata field of struct ofp_match. A value of OxFFFFFFFFFFFFFFFF indicates that the
table can match the full metadata field.

The metadata_write field indicates the bits of the metadata field that the table can write using the
OFPIT_WRITE_METADATA instruction. A value of OxFFFFFFFFFFFFFFFF indicates that the table can write
the full metadata field.

The config field is the table configuration that was set on the table via a table configuration message
(see[7.3.3).

The max_entries field describes the maximum number of flow entries that can be inserted into that
table. Due to limitations imposed by modern hardware, the max_entries value should be considered
advisory and a best effort approximation of the capacity of the table. Despite the high-level abstraction
of a table, in practice the resource consumed by a single flow table entry is not constant. For example,
a flow table entry might consume more than one entry, depending on its match parameters (e.g.,
IPv4 vs. IPv6). Also, tables that appear distinct at an OpenFlow-level might in fact share the same
underlying physical resources. Further, on OpenFlow hybrid switches, those table may be shared with
non-OpenFlow functions. The result is that switch implementers should report an approximation of
the total flow entries supported and controller writers should not treat this value as a fixed, physical
constant.

The properties field is a list of table feature properties, describing various capabilities of the table.
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7.3.5.5.2 Table Features properties

The list of table feature property types that are currently defined are:

/* Table Feature property types.

* Low order bit cleared indicates a property for a regular Flow Entry.
* Low order bit set indicates a property for the Table-Miss Flow Entry.
*/

enum ofp_table_feature_prop_type {

OFPTFPT_INSTRUCTIONS = 0, /* Instructions property. */
OFPTFPT_INSTRUCTIONS_MISS =1, /x Instructions for table-miss. */
OFPTFPT_NEXT_TABLES = 2, /* Next Table property. */
OFPTFPT_NEXT_TABLES_MISS = 3, /x Next Table for table-miss. */
OFPTFPT_WRITE_ACTIONS = 4, /* Write Actions property. */
OFPTFPT_WRITE_ACTIONS_MISS =5, /* Write Actions for table-miss. */
OFPTFPT_APPLY_ACTIONS = 6, /* Apply Actions property. */
OFPTFPT_APPLY_ACTIONS_MISS =7, /% Apply Actions for table-miss. */
OFPTFPT_MATCH = 8, /# Match property. */
OFPTFPT_WILDCARDS = 10, /* Wildcards property. */
OFPTFPT_WRITE_SETFIELD = 12, /* Write Set-Field property. */
OFPTFPT_WRITE_SETFIELD_MISS = 13, /* Write Set-Field for table-miss. */
OFPTFPT_APPLY_SETFIELD = 14, /* Apply Set-Field property. */
OFPTFPT_APPLY_SETFIELD_MISS = 15, /* Apply Set-Field for table-miss. */
OFPTFPT_EXPERIMENTER = OxFFFE, /* Experimenter property. */
OFPTFPT_EXPERIMENTER_MISS = OxFFFF, /* Experimenter for table-miss. */

};

The properties with the _MISS suffix describe the capabilities for the table-miss flow entry (see ,
whereas other properties describe the capabilities for regular flow entry. If a specific property does not
have any capability (for example no Set-Field support), a property with an empty list must be included
in the property list. When a property of the table-miss flow entry is the same as the corresponding
property for regular flow entries (i.e. both properties have the same list of capabilities), this table-miss
property can be omited from the property list.

A property definition contains the property type, length, and any associated data:

/* Common header for all Table Feature Properties */
struct ofp_table_feature_prop_header {
uinti6_t type; /* One of OFPTFPT_*. */
uintl6_t length; /* Length in bytes of this property. */
};
OFP_ASSERT (sizeof (struct ofp_table_feature_prop_header) == 4);

The OFPTFPT_INSTRUCTIONS and OFPTFPT_INSTRUCTIONS_MISS properties use the following structure
and fields:

/* Instructions property */
struct ofp_table_feature_prop_instructions {

uint16_t type; /* One of OFPTFPT_INSTRUCTIONS,
OFPTFPT_INSTRUCTIONS_MISS. */
uint16_t length; /* Length in bytes of this property. */
/* Followed by:
* - Exactly (length - 4) bytes containing the instruction ids, then
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* - Exactly (length + 7)/8*8 - (length) (between O and 7)
* bytes of all-zero bytes */
struct ofp_instruction instruction_ids[0]; /* List of instructions */

};
OFP_ASSERT (sizeof (struct ofp_table_feature_prop_instructions) == 4);

The instruction_ids is the list of instructions supported by this table (see[5.9)). The elements of that
list are variable size to enable expressing experimenter instructions, non-experimenter instructions are
4 bytes.

The OFPTFPT_NEXT_TABLES and OFPTFPT_NEXT_TABLES_MISS properties use the following structure and
fields:

/* Next Tables property */
struct ofp_table_feature_prop_next_tables {

uintl6_t type; /* One of OFPTFPT_NEXT_TABLES,
OFPTFPT_NEXT_TABLES_MISS. */
uint16_t length; /* Length in bytes of this property. */
/* Followed by:
* - Exactly (length - 4) bytes containing the table_ids, then
* - Exactly (length + 7)/8%8 - (length) (between O and 7)
* bytes of all-zero bytes */
uint8_t next_table_ids[0]; /* List of table ids. */

};
OFP_ASSERT (sizeof (struct ofp_table_feature_prop_next_tables) == 4);

The next_table_ids is the array of tables that can be directly reached from the present table using
the OFPIT_GOTO_TABLE instruction (see [5.1]).

The OFPTFPT_WRITE_ACTIONS, OFPTFPT_WRITE_ACTIONS_MISS, OFPTFPT_APPLY_ACTIONS and
OFPTFPT_APPLY_ACTIONS_MISS properties use the following structure and fields:

/* Actions property */
struct ofp_table_feature_prop_actions {
uintl6_t type; /* One of OFPTFPT_WRITE_ACTIONS,
OFPTFPT_WRITE_ACTIONS_MISS,
OFPTFPT_APPLY_ACTIONS,
OFPTFPT_APPLY_ACTIONS_MISS. */

uintl6_t length; /* Length in bytes of this property. */
/* Followed by:

* - Exactly (length - 4) bytes containing the action_ids, then

* - Exactly (length + 7)/8*8 - (length) (between O and 7)

* bytes of all-zero bytes */

struct ofp_action_header action_ids[0]; /* List of actions */

};
OFP_ASSERT (sizeof (struct ofp_table_feature_prop_actions) == 4);

The action_ids is the list of actions for the feature (see . The elements of that list are
variable size to enable expressing experimenter actions, non-experimenter actions are 4 bytes. The
OFPTFPT_WRITE_ACTIONS and OFPTFPT_WRITE_ACTIONS_MISS properties describe actions supported
by the table using the OFPIT_WRITE_ACTIONS instruction, whereas the OFPTFPT_APPLY_ACTIONS
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and OFPTFPT_APPLY_ACTIONS_MISS properties describe actions supported by the table using the
OFPIT_APPLY_ACTIONS instruction.

The OFPTFPT_MATCH, OFPTFPT_WILDCARDS, OFPTFPT_WRITE_SETFIELD,
OFPTFPT_WRITE_SETFIELD_MISS, OFPTFPT_APPLY_SETFIELD and OFPTFPT_APPLY_SETFIELD_MISS
properties use the following structure and fields:

/* Match, Wildcard or Set-Field property */
struct ofp_table_feature_prop_oxm {
uint16_t type; /* One of OFPTFPT_MATCH,
OFPTFPT_WILDCARDS,
OFPTFPT_WRITE_SETFIELD,
OFPTFPT_WRITE_SETFIELD_MISS,
OFPTFPT_APPLY_SETFIELD,
OFPTFPT_APPLY_SETFIELD_MISS. */
uintl6_t length; /* Length in bytes of this property. */
/* Followed by:
* - Exactly (length - 4) bytes containing the oxm_ids, then
* - Exactly (length + 7)/8*8 - (length) (between O and 7)
* bytes of all-zero bytes */
uint32_t oxm_ids[0]; /* Array of 0XM headers */
};
OFP_ASSERT (sizeof (struct ofp_table_feature_prop_oxm) == 4);

The oxm_ids is the list of OXM types for the feature (see[7.2.3.2]). The elements of that list are 32-bit
OXM headers or 64-bit OXM headers for experimenter OXM fields.

The OFPTFPT_MATCH property indicates the fields for which that particular table supports matching
on (see . For example, if the table can match the ingress port, an OXM header with the type
OXM_OF_IN_PORT should be included in the list. If the HASMASK bit is set on the OXM header then the
switch must support masking for the given type. The OFPTFPT_WILDCARDS property indicates the fields
for which that particular table supports wildcarding (omiting). For example, a direct look-up hash table
would have that list empty, while a TCAM or sequentially searched table would have it set to the same
value as the OFPTFPT_MATCH property.

The OFPTFPT_WRITE_SETFIELD and OFPTFPT_WRITE_SETFIELD_MISS properties describe Set-Field
action types supported by the table using the OFPIT_WRITE_ACTIONS instruction, whereas the
OFPTFPT_APPLY_SETFIELD and OFPTFPT_APPLY_SETFIELD_MISS properties describe Set-Field action
types supported by the table using the OFPIT_APPLY_ACTIONS instruction.

All fields in ofp_table_features may be requested to be changed by the controller with the exception
of the max_entries field, this is read only and returned by the switch.

The OFPTFPT_APPLY_ACTIONS, OFPTFPT_APPLY_ACTIONS_MISS, OFPTFPT_APPLY_SETFIELD, and
OFPTFPT_APPLY_SETFIELD_MISS properties contain actions and fields the table is capable of applying.
For each of these lists, if an element is present it means the table is at least capable of applying the
element in isolation one time. There is currently no way to indicate which elements can be applied
together, in which order, and how many time an element can be applied in a single flow entry.

The OFPTFPT_EXPERIMENTER and OFPTFPT_EXPERIMENTER_MISS properties uses the following structure
and fields:
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/* Experimenter table feature property */
struct ofp_table_feature_prop_experimenter {

uint16_t type; /* One of OFPTFPT_EXPERIMENTER,
OFPTFPT_EXPERIMENTER_MISS. */

uinti6_t length; /* Length in bytes of this property. */

uint32_t experimenter; /* Experimenter ID which takes the same

form as in struct
ofp_experimenter_header. */

uint32_t exp_type; /* Experimenter defined. */
/* Followed by:
* - Exactly (length - 12) bytes containing the experimenter data, then
* - Exactly (length + 7)/8%8 - (length) (between O and 7)
* bytes of all-zero bytes */
uint32_t experimenter_datal[0];
};
OFP_ASSERT (sizeof (struct ofp_table_feature_prop_experimenter) == 12);

The experimenter field is the Experimenter ID, which takes the same form as in struct
ofp_experimenter (see[7.5.4).

7.3.5.6 Port Statistics

Information about ports statistics is requested with the OFPMP_PORT_STATS multipart request type:

/* Body for ofp_multipart_request of type OFPMP_PORT. */
struct ofp_port_stats_request {
uint32_t port_no; /* OFPMP_PORT message must request statistics
* either for a single port (specified in
* port_no) or for all ports (if port_no ==
* OFPP_ANY). */
uint8_t pad[4];
}
OFP_ASSERT (sizeof (struct ofp_port_stats_request) == 8);

The port_no field optionally filters the stats request to the given port. To request all port statistics,
port_no must be set to OFPP_ANY.

The body of the reply consists of an array of the following:

/* Body of reply to OFPMP_PORT request. If a counter is unsupported, set
* the field to all ones. */
struct ofp_port_stats {

uint32_t port_no;

uint8_t pad[4]; /* Align to 64-bits. */

uint64_t rx_packets; /* Number of received packets. */

uint64_t tx_packets; /* Number of transmitted packets. */

uint64_t rx_bytes; /* Number of received bytes. */

uint64_t tx_bytes; /* Number of transmitted bytes. */

uint64_t rx_dropped; /* Number of packets dropped by RX. */

uint64_t tx_dropped; /* Number of packets dropped by TX. */

uint64_t rx_errors; /* Number of receive errors. This is a super-set

of more specific receive errors and should be

84 (© 2013; The Open Networking Foundation



OpenFlow Switch Specification

uint64_t

uint64_t
uint64_t
uint64_t
uint64_t
uint32_t
uint32_t

};

tx_errors;

rx_frame_err;
rx_over_err;
rX_Crc_err;
collisions;
duration_sec;
duration_nsec;

/*

/*
/*
/*
/*
/*
/*

Version 1.3.2

greater than or equal to the sum of all
rx_*_err values. */

Number of

transmit errors. This is a super-set

of more specific transmit errors and should be
greater than or equal to the sum of all
tx_*_err values (none currently defined.) */

Number of
Number of
Number of
Number of
Time port
Time port

frame alignment errors. */

packets with RX overrun. */

CRC errors. */

collisions. */

has been alive in seconds. */

has been alive in nanoseconds beyond

duration_sec. */

OFP_ASSERT (sizeof (struct ofp_port_stats) == 112);

The duration_sec and duration_nsec fields indicate the elapsed time the port has been configured
into the OpenFlow pipeline. The total duration in nanoseconds can be computed as duration_sec X
10 4 duration_nsec. Implementations are required to provide second precision; higher precision is

encouraged where available.

7.3.5.7 Port Description

The port description request OFPMP_PORT_DESCRIPTION enables the controller to get a description of all
the ports in the system that support OpenFlow. The request body is empty. The reply body consists

of an array of the following;:

/* Description of a port */
struct ofp_port {

uint32_t

port_no;

uint8_t pad[4];
uint8_t hw_addr [OFP_ETH_ALEN];
uint8_t pad2[2];

uint32_t
uint32_t

config;
state;

/* Align to 64 bits. */
char name [OFP_MAX_PORT_NAME_LEN]; /* Null-terminated */

/* Bitmap of OFPPC_x flags. */
/* Bitmap of OFPPS_x flags. */

/% Bitmaps of OFPPF_x that describe features. All bits zeroed if
* unsupported or unavailable. */
Current features. */

Features being advertised by the port. */
Features supported by the port. */
Features advertised by peer. */

uint32_t
uint32_t
uint32_t
uint32_t

uint32_t
uint32_t
};

OFP_ASSERT (sizeof (struct ofp_port) == 64);

curr;
advertised;
supported;
peer;

curr_speed;
max_speed;

/*
/*
/*
/*

/*
/*

Current port bitrate in kbps. */
Max port bitrate in kbps */

This structure is described in section [[.2.1]
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7.3.5.8 Queue Statistics

The OFPMP_QUEUE multipart request message provides queue statistics for one or more ports and one
or more queues. The request body contains a port_no field identifying the OpenFlow port for which
statistics are requested, or OFPP_ANY to refer to all ports. The queue_id field identifies one of the priority
queues, or OFPQ_ALL to refer to all queues configured at the specified port. OFPQ_ALL is Oxf{Tffffff.

struct ofp_queue_stats_request {
uint32_t port_no; /* All ports if OFPP_ANY. */
uint32_t queue_id; /* A1l queues if OFPQ_ALL. */
};
OFP_ASSERT (sizeof (struct ofp_queue_stats_request) == 8);

The body of the reply consists of an array of the following structure:

struct ofp_queue_stats {
uint32_t port_no;

uint32_t queue_id; /* Queue i.d */

uint64_t tx_bytes; /* Number of transmitted bytes. */

uint64_t tx_packets; /* Number of transmitted packets. */

uint64_t tx_errors; /* Number of packets dropped due to overrun. */
uint32_t duration_sec; /* Time queue has been alive in seconds. */

uint32_t duration_nsec; /* Time queue has been alive in nanoseconds beyond
duration_sec. */
};
OFP_ASSERT (sizeof (struct ofp_queue_stats) == 40);

The duration_sec and duration_nsec fields indicate the elapsed time the queue has been installed in
the switch. The total duration in nanoseconds can be computed as duration_sec x 109 + duration_nsec.
Implementations are required to provide second precision; higher precision is encouraged where avail-
able.

7.3.5.9 Group Statistics

The OFPMP_GROUP multipart request message provides statistics for one or more groups. The request
body consists of a group_id field, which can be set to OFPG_ALL to refer to all groups on the switch.

/* Body of OFPMP_GROUP request. */

struct ofp_group_stats_request {
uint32_t group_id; /* All groups if OFPG_ALL. */
uint8_t pad[4]; /* Align to 64 bits. */

}

OFP_ASSERT (sizeof (struct ofp_group_stats_request) == 8);

The body of the reply consists of an array of the following structure:
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/* Body of reply to OFPMP_GROUP request. */
struct ofp_group_stats {

uint16_t length; /* Length of this entry. */

uint8_t pad[2]; /* Align to 64 bits. */

uint32_t group_id; /* Group identifier. */

uint32_t ref_count; /* Number of flows or groups that directly forward
to this group. */

uint8_t pad2[4]; /* Align to 64 bits. */

uint64_t packet_count; /* Number of packets processed by group. */

uint64_t byte_count; /* Number of bytes processed by group. */

uint32_t duration_sec; /* Time group has been alive in seconds. */

uint32_t duration_nsec; /* Time group has been alive in nanoseconds beyond
duration_sec. */
struct ofp_bucket_counter bucket_stats[0]; /* One counter set per bucket. */
};
OFP_ASSERT (sizeof (struct ofp_group_stats) == 40);

The fields consist of those provided in the group_mod that created the group, plus the ref_count
counting the number of flows referencing directly the group, the packet_count, and the byte_count
counting all packets processed by the group.

The duration_sec and duration_nsec fields indicate the elapsed time the group has been installed in
the switch. The total duration in nanoseconds can be computed as duration_sec x 109 + duration_nsec.
Implementations are required to provide second precision; higher precision is encouraged where avail-
able.

The bucket_stats field consists of an array of ofp_bucket_counter structs:

/* Used in group stats replies. */
struct ofp_bucket_counter {
uint64_t packet_count; /* Number of packets processed by bucket. */
uint64_t byte_count; /* Number of bytes processed by bucket. */
};
OFP_ASSERT (sizeof (struct ofp_bucket_counter) == 16);

7.3.5.10 Group Description

The OFPMP_GROUP_DESC multipart request message provides a way to list the set of groups on a switch,
along with their corresponding bucket actions. The request body is empty, while the reply body is an
array of the following structure:

/* Body of reply to OFPMP_GROUP_DESC request. */
struct ofp_group_desc {

uint16_t length; /* Length of this entry. */

uint8_t type; /* One of OFPGT_x. */

uint8_t pad; /* Pad to 64 bits. */

uint32_t group_id; /* Group identifier. */

struct ofp_bucket buckets[0]; /* List of buckets - 0 or more. */

};
OFP_ASSERT (sizeof (struct ofp_group_desc) == 8);

Fields for group description are the same as those used with the ofp_group_mod struct (see|7.3.4.2)).
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7.3.5.11 Group Features

The OFPMP_GROUP_FEATURES multipart request message provides a way to list the capabilities of groups
on a switch. The request body is empty, while the reply body is the following structure:

/* Body of reply to OFPMP_GROUP_FEATURES request. Group features. */
struct ofp_group_features {

uint32_t types; /* Bitmap of OFPGT_* values supported. */
uint32_t capabilities; /* Bitmap of OFPGFC_* capability supported. */
uint32_t max_groups[4]; /* Maximum number of groups for each type. */
uint32_t actions[4]; /* Bitmaps of OFPAT_x* that are supported. */

+
OFP_ASSERT (sizeof (struct ofp_group_features) == 40);

The max_groups field is the maximum number of groups for each type of groups. The actions is
the supported actions for each type of groups. The capabilities uses a combination of the following
flags:

/* Group configuration flags */
enum ofp_group_capabilities {

OFPGFC_SELECT_WEIGHT = 1 << 0, /* Support weight for select groups */
OFPGFC_SELECT_LIVENESS = 1 << 1, /* Support liveness for select groups */
OFPGFC_CHAINING =1 << 2, /* Support chaining groups */
OFPGFC_CHAINING_CHECKS = 1 << 3, /* Check chaining for loops and delete */

};

7.3.5.12 Meter Statistics

The OFPMT_METER stats request message provides statistics for one or more meters. The request body
consists of a meter_id field, which can be set to OFPM_ALL to refer to all meters on the switch.

/* Body of OFPMP_METER and OFPMP_METER_CONFIG requests. */
struct ofp_meter_multipart_request {
uint32_t meter_id; /* Meter instance, or OFPM_ALL. */
uint8_t pad[4]; /* Align to 64 bits. */
};
OFP_ASSERT (sizeof (struct ofp_meter_multipart_request) == 8);

The body of the reply consists of an array of the following structure:

/* Body of reply to OFPMP_METER request. Meter statistics. */
struct ofp_meter_stats {

uint32_t meter_id; /* Meter instance. */

uintl6_t len; /* Length in bytes of this stats. */
uint8_t pad[6];

uint32_t flow_count; /* Number of flows bound to meter. */
uint64_t packet_in_count; /* Number of packets in input. */
uint64_t byte_in_count; /* Number of bytes in input. */

uint32_t duration_sec; /* Time meter has been alive in seconds. */
uint32_t duration_nsec; /* Time meter has been alive in nanoseconds beyond
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duration_sec. */
struct ofp_meter_band_stats band_stats[0]; /* The band_stats length is
inferred from the length field. */
};
OFP_ASSERT (sizeof (struct ofp_meter_stats) == 40);

The packet_in_count, and the byte_in_count count all packets processed by the meter.

The duration_sec and duration_nsec fields indicate the elapsed time the meter has been installed in
the switch. The total duration in nanoseconds can be computed as duration_sec x 10° + duration_nsec.
Implementations are required to provide second precision; higher precision is encouraged where avail-
able.

The band_stats field consists of an array of ofp_meter_band_stats structs:

/* Statistics for each meter band */
struct ofp_meter_band_stats {
uint64_t packet_band_count; /* Number of packets in band. */
uint64_t byte_band_count; /* Number of bytes in band. */
};
OFP_ASSERT (sizeof (struct ofp_meter_band_stats) == 16);

The packet_band_count, and the byte_band_count count all packets processed by the band.

The order of the band statistics must be the same as in the OFPMT_METER_CONFIG stats reply.

7.3.5.13 Meter Configuration Statistics

The OFPMT_METER_CONFIG stats request message provides configuration for one or more meter. The
request body consists of a meter_id field, which can be set to OFPM_ALL to refer to all meters on the
switch.

/* Body of OFPMP_METER and OFPMP_METER_CONFIG requests. */
struct ofp_meter_multipart_request {
uint32_t meter_id; /* Meter instance, or OFPM_ALL. */
uint8_t pad[4]; /* Align to 64 bits. */
};
OFP_ASSERT (sizeof (struct ofp_meter_multipart_request) == 8);

The body of the reply consists of an array of the following structure:

/* Body of reply to OFPMP_METER_CONFIG request. Meter configuration. */
struct ofp_meter_config {

uint16_t length; /* Length of this entry. */
uintl6_t flags; /* A1l OFPMC_* that apply. */
uint32_t meter_id; /* Meter instance. */

struct ofp_meter_band_header bands[0]; /* The bands length is
inferred from the length field. */
};
OFP_ASSERT (sizeof (struct ofp_meter_config) == 8);

The fields are the same fields used for configuring the meter (see [7.3.4.4]).
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7.3.5.14 Meter Features Statistics

The OFPMT_METER_FEATURES stats request message provides the set of features of the metering subsys-
tem. The request body is empty, and the body of the reply consists of the following structure:

/* Body of reply to OFPMP_METER_FEATURES request. Meter features. */
struct ofp_meter_features {
uint32_t max_meter; /* Maximum number of meters. */
uint32_t band_types; /* Bitmaps of OFPMBT_* values supported. */
uint32_t capabilities; /* Bitmaps of "ofp_meter_flags". */

uint8_t max_bands; /* Maximum bands per meters */
uint8_t max_color; /* Maximum color value */
uint8_t pad[2];

};
OFP_ASSERT (sizeof (struct ofp_meter_features) == 16);

7.3.5.15 Experimenter Multipart

Experimenter-specific multipart messages are requested with the OFPMP_EXPERIMENTER multipart type.
The first bytes of the request and reply bodies are the following structure:

/* Body for ofp_multipart_request/reply of type OFPMP_EXPERIMENTER. */
struct ofp_experimenter_multipart_header {

uint32_t experimenter; /* Experimenter ID which takes the same form
as in struct ofp_experimenter_header. */
uint32_t exp_type; /* Experimenter defined. */

/* Experimenter-defined arbitrary additional data. */
};
OFP_ASSERT (sizeof (struct ofp_experimenter_multipart_header) == 8);

The rest of the request and reply bodies are experimenter-defined.

The experimenter field is the FExperimenter ID, which takes the same form as in struct
ofp_experimenter (see [7.5.4).

7.3.6 Queue Configuration Messages

Queue configuration takes place outside the OpenFlow protocol, either through a command line tool or
through an external dedicated configuration protocol.

The controller can query the switch for configured queues on a port using the following structure:

/* Query for port queue configuration. */
struct ofp_queue_get_config_request {
struct ofp_header header;
uint32_t port; /* Port to be queried. Should refer
to a valid physical port (i.e. < OFPP_MAX),
or OFPP_ANY to request all configured
queues. */
uint8_t pad[4];
};
OFP_ASSERT (sizeof (struct ofp_queue_get_config request) == 16);
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The switch replies back with an ofp_queue_get_config_reply command, containing a list of configured
queues.

/* Queue configuration for a given port. */
struct ofp_queue_get_config reply {
struct ofp_header header;
uint32_t port;
uint8_t pad[4];
struct ofp_packet_queue queues[0]; /* List of configured queues. */
};
OFP_ASSERT (sizeof (struct ofp_queue_get_config reply) == 16);

7.3.7 Packet-Out Message

When the controller wishes to send a packet out through the datapath, it uses the OFPT_PACKET_QUT
message:

/* Send packet (controller -> datapath). */
struct ofp_packet_out {
struct ofp_header header;

uint32_t buffer_id; /* ID assigned by datapath (OFP_NO_BUFFER

if none). */
uint32_t in_port; /* Packet’s input port or OFPP_CONTROLLER. */
uint16_t actions_len; /* Size of action array in bytes. */

uint8_t padl[6];

struct ofp_action_header actions[0]; /* Action list - O or more. */

/* The variable size action list is optionally followed by packet data.

* This data is only present and meaningful if buffer_id == -1.
/* uint8_t datal[0]; */ /* Packet data. The length is inferred
from the length field in the header. */

};
OFP_ASSERT (sizeof (struct ofp_packet_out) == 24);

The buffer_id is the same given in the ofp_packet_in message. If the buffer_id is OFP_NO_BUFFER,
then the packet data is included in the data array, and the packet encapsulated in the message is
processed by the actions of the message. OFP_NO_BUFFER is Oxffffftff. If buffer_id is valid, the corre-
sponding packet is removed from the buffer and processed by the actions of the message.

The in_port field is the ingress port that must be associated with the packet for OpenFlow processing.
It must be set to either a valid standard switch port (see [4.2]) or OFPP_CONTROLLER. For example, this
field is used when processing the packet using OFPP_TABLE, OFPP_IN_PORT, OFPP_ALL and groups.

The action field is an action list defining how the packet should be processed by the switch. It may in-
clude packet modification, group processing and an output port. The action list of an OFPT_PACKET_0UT
message can also specify the OFPP_TABLE reserved port as an output action to process the packet through
the OpenFlow pipeline, starting at the first flow table (see. If OFPP_TABLE is specified, the in_port
field is used as the ingress port in the flow table lookup.

In some cases, packets sent to OFPP_TABLE may be forwarded back to the controller as the result of a flow
entry action or table miss. Detecting and taking action for such controller-to-switch loops is outside the
scope of this specification. In general, OpenFlow messages are not guaranteed to be processed in order,

91 (© 2013; The Open Networking Foundation



OpenFlow Switch Specification Version 1.3.2

therefore if a OFPT_PACKET_OUT message using OFPP_TABLE depends on a flow that was recently sent to
the switch (with a OFPT_FLOW_MOD message), a OFPT_BARRIER_REQUEST message may be required prior
to the OFPT_PACKET_0OUT message to make sure the flow entry was committed to the flow table prior to
execution of OFPP_TABLE.

7.3.8 Barrier Message

When the controller wants to ensure message dependencies have been met or wants to receive notifica-
tions for completed operations, it may use an OFPT_BARRIER_REQUEST message. This message has no
body. Upon receipt, the switch must finish processing all previously-received messages, including send-
ing corresponding reply or error messages, before executing any messages beyond the Barrier Request.
When such processing is complete, the switch must send an OFPT_BARRIER_REPLY message with the xid
of the original request.

7.3.9 Role Request Message

When the controller wants to change its role, it uses the OFPT_ROLE_REQUEST message with the following
structure:

/* Role request and reply message. */
struct ofp_role_request {
struct ofp_header header; /* Type OFPT_ROLE_REQUEST/OFPT_ROLE_REPLY. */

uint32_t role; /* One of OFPCR_ROLE_*. */
uint8_t pad[4]; /* Align to 64 bits. */
uint64_t generation_id; /* Master Election Generation Id */

}
OFP_ASSERT (sizeof (struct ofp_role_request) == 24);

The field role is the new role that the controller wants to assume, and can have the following values:

/* Controller roles. */

enum ofp_controller_role {
OFPCR_ROLE_NOCHANGE =
OFPCR_ROLE_EQUAL
OFPCR_ROLE_MASTER
OFPCR_ROLE_SLAVE

/* Don’t change current role. */

/* Default role, full access. */

/* Full access, at most one master. */
/* Read-only access. */

]
“ e .

]
w N = O

-

};

If the role value in the message is OFPCR_ROLE_MASTER or OFPCR_ROLE_SLAVE, the switch must vali-
date generation_id to check for stale messages (see . If the validation fails, the switch must
discard the role request and return an error message with type OFPET_ROLE_REQUEST_FAILED and code
OFPRRFC_STALE.

If the role value is OFPCR_ROLE_MASTER, all other controllers whose role was OFPCR_ROLE_MASTER are
changed to OFPCR_ROLE_SLAVE (see [6.3.4]). If the role value is OFPCR_ROLE_NOCHANGE, the current role
of the controller is not changed ; this enables a controller to query its current role without changing
it.
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Upon receipt of a OFPT_ROLE_REQUEST message, if there is no error, the switch must re-
turn a OFPT_ROLE_REPLY message. The structure of this message is exactly the same as the
OFPT_ROLE_REQUEST message, and the field role is the current role of the controller. The field
generation_id is set to the current generation_id (the generation_id associated with the last suc-
cessful role request with role O0FPCR_ROLE_MASTER or OFPCR_ROLE_SLAVE), if the current generation_id
was never set by a controller, the field generation_id in the reply must be set to the maximum field
value (the unsigned equivalent of -1).

7.3.10 Set Asynchronous Configuration Message

The controller is able to set and query the asynchronous messages that it wants to receive (other than
error messages) on a given OpenFlow channel with the OFPT_SET_ASYNC and OFPT_GET_ASYNC_REQUEST
messages, respectively. The switch responds to a OFPT_GET_ASYNC_REQUEST message with an
OFPT_GET_ASYNC_REPLY message; it does not reply to a request to set the configuration.

There is no body for OFPT_GET_ASYNC_REQUEST beyond the OpenFlow header. The OFPT_SET_ASYNC
and OFPT_GET_ASYNC_REPLY messages have the following format:

/* Asynchronous message configuration. */
struct ofp_async_config {
struct ofp_header header; /* OFPT_GET_ASYNC_REPLY or OFPT_SET_ASYNC. x/
uint32_t packet_in_mask[2]; /* Bitmasks of OFPR_* values. */
uint32_t port_status_mask[2]; /* Bitmasks of OFPPR_* values. */
uint32_t flow_removed_mask[2];/* Bitmasks of OFPRR_* values. */
};
OFP_ASSERT (sizeof (struct ofp_async_config) == 32);

struct ofp_async_config contains three 2-element arrays. Each array controls whether the controller
receives asynchronous messages with a specific enum ofp_type. Within each array, element 0 specifies
messages of interest when the controller has a OFPCR_ROLE_EQUAL or OFPCR_ROLE_MASTER role; element
1, when the controller has a OFPCR_ROLE_SLAVE role. Each array element is a bit-mask in which a
0-bit disables receiving a message sent with the reason code corresponding to the bit index and a
1-bit enables receiving it. For example, the bit with value 22 = 4 in port_status_mask[1] determines
whether the controller will receive OFPT_PORT_STATUS messages with reason OFPPR_MODIFY (value 2)
when the controller has role OFPCR_ROLE_SLAVE.

OFPT_SET_ASYNC sets whether a controller should receive a given asynchronous message that is generated
by the switch. Other OpenFlow features control whether a given message is generated; for example,
the OFPFF_SEND_FLOW_REM flag controls whether the switch generates OFPT_FLOW_REMOVED a message
when a flow entry is removed.

A switch configuration, for example using the OpenFlow Configuration Protocol, may set the initial
configuration of asynchronous messages when an OpenFlow connection is established. In the absence
of such switch configuration, the initial configuration shall be:

e In the “master” or “equal” role, enable all OFPT_PACKET_IN messages, except those with reason
OFPR_INVALID_TTL, and enable all OFPT_PORT_STATUS and OFPT_FLOW_REMOVED messages.

93 (© 2013; The Open Networking Foundation



OpenFlow Switch Specification Version 1.3.2
e In the “slave” role, enable all OFPT_PORT_STATUS messages and disable all OFPT_PACKET_IN and
OFPT_FLOW_REMOVED messages.

The configuration set with OFPT_SET_ASYNC is specific to a particular OpenFlow channel. It does not
affect any other OpenFlow channel, whether currently established or to be established in the future.

The configuration set with OFPT_SET_ASYNC does not filter or otherwise affect error messages.

7.4 Asynchronous Messages
7.4.1 Packet-In Message

When packets are received by the datapath and sent to the controller, they use the OFPT_PACKET_IN
message:

/* Packet received on port (datapath -> controller). */
struct ofp_packet_in {
struct ofp_header header;

uint32_t buffer_id; /* ID assigned by datapath. */

uint16_t total_len; /* Full length of frame. */

uint8_t reason; /* Reason packet is being sent (one of OFPR_*) */
uint8_t table_id; /* ID of the table that was looked up */

uint64_t cookie; /* Cookie of the flow entry that was looked up. */

struct ofp_match match; /* Packet metadata. Variable size. */

/* The variable size and padded match is always followed by:

* - Exactly 2 all-zero padding bytes, then

* - An Ethernet frame whose length is inferred from header.length.
* The padding bytes preceding the Ethernet frame ensure that the IP
* header (if any) following the Ethernet header is 32-bit aligned.

*/
//uint8_t pad[2]; /* Align to 64 bit + 16 bit */
//uint8_t datal0]; /* Ethernet frame */

};
OFP_ASSERT (sizeof (struct ofp_packet_in) == 32);

The buffer_id is an opaque value used by the datapath to identify a buffered packet. When a packet
is buffered, some number of bytes from the message will be included in the data portion of the mes-
sage. If the packet is sent because of a “send to controller” action, then max_len bytes from the
ofp_action_output of the flow setup request are sent. If the packet is sent for other reasons, such
as an invalid TTL, then at least miss_send_len bytes from the OFPT_SET_CONFIG message are sent.
The default miss_send_len is 128 bytes. If the packet is not buffered - either because of no available
buffers, or because of explicitly requested via OFPCML_NO_BUFFER - the entire packet is included in the
data portion, and the buffer_id is OFP_NO_BUFFER.

Switches that implement buffering are expected to expose, through documentation, both the amount
of available buffering, and the length of time before buffers may be reused. A switch must gracefully
handle the case where a buffered packet_in message yields no response from the controller. A switch
should prevent a buffer from being reused until it has been handled by the controller, or some amount
of time (indicated in documentation) has passed.
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The data field contains the packet itself, or a fraction of the packet if the packet is buffered. The packet
header reflect any changes applied to the packet in previous processing.

The reason field can be any of these values:

/* Why is this packet being sent to the controller? */

enum ofp_packet_in_reason {
OFPR_NO_MATCH =0, /* No matching flow (table-miss flow entry). */
OFPR_ACTION =1, /% Action explicitly output to controller. */
OFPR_INVALID_TTL 2, /* Packet has invalid TTL */

};

OFPR_INVALID_TTL indicates that a packets with an invalid IP TTL or MPLS TTL was rejected by
the OpenFlow pipeline and passed to the controller. Checking for invalid TTL does not need to
be done for every packet, but it must be done at a minimum every time a OFPAT_DEC_MPLS_TTL or
OFPAT_DEC_NW_TTL action is applied to a packet.

The cookie field contains the cookie of the flow entry that caused the packet to be sent to the controller.
This field must be set to -1 (Ox{HHTTTIT) if a cookie cannot be associated with a particular flow. For
example, if the packet-in was generated in a group bucket or from the action set.

The match field reflect the packet’s headers and context when the event that triggers the packet-in mes-
sage occurred and contains a set of OXM TLVs. This context includes any changes applied to the packet
in previous processing, including actions already executed, if any, but not any changes in the action set.
The OXM TLVs must include context fields, that is, fields whose values cannot be determined from
the packet data. The standard context fields are OFPXMT_OFB_IN_PORT, OFPXMT_OFB_IN_PHY_PORT,
OFPXMT_OFB_METADATA and OFPXMT_OFB_TUNNEL_ID. Fields whose values are all-bits-zero should be
omitted. Optionally, the OXM TLVs may also include packet header fields that were previously ex-
tracted from the packet, including any modifications of those in the course of the processing.

When a packet is received directly on a physical port and not processed by a logical port,
OFPXMT_OFB_IN_PORT and OFPXMT_OFB_IN_PHY_PORT have the same value, the OpenFlow port_no
of this physical port. OFPXMT_OFB_IN_PHY_PORT should be omitted if it has the same value as
OFPXMT_OFB_IN_PORT.

When a packet is received on a logical port by way of a physical port, OFPXMT_OFB_IN_PORT is the logical
port’s port_no and OFPXMT_OFB_IN_PHY_PORT is the physical port’s port_no. For example, consider a
packet received on a tunnel interface defined over a link aggregation group (LAG) with two physical port
members. If the tunnel interface is the logical port bound to OpenFlow, then OFPXMT_OFB_IN_PORT is
the tunnel port_no and OFPXMT_OFB_IN_PHY_PORT is the physical port_no member of the LAG on which
the tunnel is configured.

The port referenced by the OFPXMT_OFB_IN_PORT TLV must be the port used for matching flow entries
(see[5.3) and must be available to OpenFlow processing (i.e. OpenFlow can forward packet to this port,
depending on port flags). OFPXMT_OFB_IN_PHY_PORT need not be available for matching or OpenFlow
processing.
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7.4.2 Flow Removed Message

If the controller has requested to be notified when flow entries time out or are deleted from tables (see
5.5)), the datapath does this with the OFPT_FLOW_REMOVED message:

/* Flow removed (datapath -> controller). */
struct ofp_flow_removed {
struct ofp_header header;

uint64_t cookie; /* Opaque controller-issued identifier. */

uint16_t priority; /* Priority level of flow entry. */

uint8_t reason; /* One of OFPRR_x*. x/

uint8_t table_id; /* ID of the table */

uint32_t duration_sec; /* Time flow was alive in seconds. */

uint32_t duration_nsec; /* Time flow was alive in nanoseconds beyond
duration_sec. */

uintl6_t idle_timeout; /* Idle timeout from original flow mod. */

uint16_t hard_timeout; /* Hard timeout from original flow mod. */

uint64_t packet_count;

uint64_t byte_count;

struct ofp_match match; /* Description of fields. Variable size. */
}
OFP_ASSERT (sizeof (struct ofp_flow_removed) == 56);

The match, cookie, and priority fields are the same as those used in the flow mod request.

The reason field is one of the following:

/* Why was this flow removed? */
enum ofp_flow_removed_reason {

OFPRR_IDLE_TIMEOQOUT = O, /* Flow idle time exceeded idle_timeout. */
OFPRR_HARD_TIMEOQOUT = 1, /* Time exceeded hard_timeout. */
OFPRR_DELETE = 2, /* Evicted by a DELETE flow mod. */
OFPRR_GROUP_DELETE = 3, /* Group was removed. */

};

The duration_sec and duration_nsec fields are described in Section

The idle_timeout and hard_timeout fields are directly copied from the flow mod that created this
entry.

With the above three fields, one can find both the amount of time the flow entry was active, as well as
the amount of time the flow entry received traffic.

The packet_count and byte_count indicate the number of packets and bytes that were associated with
this flow entry, respectively. Those counters should behave like other statistics counters (see [7.3.5) ;
they are unsigned and should be set to the maximum field value if not available.
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7.4.3 Port Status Message

As ports are added, modified, and removed from the datapath, the controller needs to be informed with
the OFPT_PORT_STATUS message:

/* A physical port has changed in the datapath */
struct ofp_port_status {
struct ofp_header header;
uint8_t reason; /* One of OFPPR_*. x/
uint8_t pad[7]; /* Align to 64-bits. */
struct ofp_port desc;
};
OFP_ASSERT (sizeof (struct ofp_port_status) == 80);

The reason can be one of the following values:

/* What changed about the physical port */
enum ofp_port_reason {
OFPPR_ADD =0, /* The port was added. */
OFPPR_DELETE 1, /* The port was removed. */
OFPPR_MODIFY 2, /* Some attribute of the port has changed. */

};

7.4.4 Error Message

There are times that the switch needs to notify the controller of a problem. This is done with the
OFPT_ERROR_MSG message:

/* OFPT_ERROR: Error message (datapath -> controller). */
struct ofp_error_msg {
struct ofp_header header;

uintl6_t type;
uintl6_t code;
uint8_t datal0]; /* Variable-length data. Interpreted based
on the type and code. No padding. */
};
OFP_ASSERT (sizeof (struct ofp_error_msg) == 12);

The type value indicates the high-level type of error. The code value is interpreted based on the type.
The data is variable length and interpreted based on the type and code. Unless specified otherwise, the
data field contains at least 64 bytes of the failed request that caused the error message to be generated,
if the failed request is shorter than 64 bytes it should be the full request without any padding.

If the error message is in response to a specific message from the controller, e.g., OFPET_BAD_REQUEST,
OFPET_BAD_ACTION, OFPET_BAD_INSTRUCTION, OFPET_BAD_MATCH, or OFPET_FLOW_MOD_FAILED, then
the xid field of the header must match that of the offending message.

Error codes ending in _EPERM correspond to a permissions error generated by, for example, an OpenFlow
hypervisor interposing between a controller and switch.

Currently defined error types are:
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/* Values for ’type’ in ofp_error_message.

These values are immutable: they

* will not change in future versions of the protocol (although new values may

* be added). */

enum ofp_error_type {
OFPET_HELLO_FAILED =
OFPET_BAD_REQUEST =
OFPET_BAD_ACTION =
OFPET_BAD_INSTRUCTION =
OFPET_BAD_MATCH =
OFPET_FLOW_MOD_FAILED =
OFPET_GROUP_MOD_FAILED =
OFPET_PORT_MOD_FAILED =
OFPET_TABLE_MOD_FAILED =
OFPET_QUEUE_OP_FAILED =
OFPET_SWITCH_CONFIG_FAILED =
OFPET_ROLE_REQUEST_FAILED =
OFPET_METER_MOD_FAILED =

© 00 ~NO O WN = O

-
o

H

11,
12,

OFPET_TABLE_FEATURES_FAILED = 13,

OFPET_EXPERIMENTER = Oxffff
};

/* Hello protocol failed. */
/* Request was not understood. */
/* Error in action description. */

/*
/*
/*
/*
/*
/*
/*
/*

Error in instruction list. */

*/

Problem modifying flow entry. */
Problem modifying group entry. */
Port mod request failed. */

Table mod request failed. */

Queue operation failed. */

Switch config request failed. */
/* Controller Role request failed. */
/* Error in meter. */

/* Setting table features failed. */
/* Experimenter error messages. */

Error in match.

For the OFPET_HELLO_FAILED error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values for

* ASCII text string that may give

enum ofp_hello_failed_code {
OFPHFC_INCOMPATIBLE =
OFPHFC_EPERM =

0, /*
1, /*

};

The data field contains an ASCII text string that adds detail on why the error occurred.

OFPET_HELLO_FAILED.
failure details.

’data’ contains an

*/

No compatible version. */
Permissions error.

*/

For the OFPET_BAD_REQUEST error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values for OFPET_BAD_REQUEST.

’data’ contains at least

* the first 64 bytes of the failed request. */

enum ofp_bad_request_code {
OFPBRC_BAD_VERSION
OFPBRC_BAD_TYPE =
OFPBRC_BAD_MULTIPART
OFPBRC_BAD_EXPERIMENTER

s /%
s /¥
, /*
s /*

*

]
w N = O

*

*
OFPBRC_BAD_EXP_TYPE =4, /%
OFPBRC_EPERM =5, /%
OFPBRC_BAD_LEN = 6,
7
8
9

/*
OFPBRC_BUFFER_EMPTY =7, /%
OFPBRC_BUFFER_UNKNOWN = 8, /x

OFPBRC_BAD_TABLE_ID =9, /#

*
OFPBRC_IS_SLAVE = 10, /*
OFPBRC_BAD_PORT =11, /*
OFPBRC_BAD_PACKET = 12, /*

OFPBRC_MULTIPART_BUFFER_OVERFLOW

ofp_header.version not supported. */
ofp_header.type not supported. */
ofp_multipart_request.type not supported. */
Experimenter id not supported
(in ofp_experimenter_header or
ofp_multipart_request or
ofp_multipart_reply). */
Experimenter type not supported. */
Permissions error. */
Wrong request length for type. */
Specified buffer has already been used. */
Specified buffer does not exist. */
Specified table-id invalid or does not
*/
Denied because controller is slave. */
Invalid port. */
Invalid packet in packet-out. */

= 13, /* ofp_multipart_request

exist.
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overflowed the assigned buffer. */

};

For the OFPET_BAD_ACTION error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values for OFPET_BAD_ACTION. ’data’ contains at least

* the first 64 bytes of the failed request. */

enum ofp_bad_action_code {
OFPBAC_BAD_TYPE =
OFPBAC_BAD_LEN =
OFPBAC_BAD_EXPERIMENTER =
OFPBAC_BAD_EXP_TYPE =
OFPBAC_BAD_QOUT_PORT
OFPBAC_BAD_ARGUMENT =
OFPBAC_EPERM =
OFPBAC_TOO_MANY =

/* Unknown action type. */
/* Length problem in actions. */
/* Unknown experimenter id specified. */
/* Unknown action for experimenter id. */
/* Problem validating output port. */
/* Bad action argument. */
/* Permissions error. */
/* Can’t handle this many actions. */
OFPBAC_BAD_QUEUE = /* Problem validating output queue. */
OFPBAC_BAD_OUT_GROUP /* Invalid group id in forward action. */
OFPBAC_MATCH_INCONSISTENT = 10, /* Action can’t apply for this match,

or Set-Field missing prerequisite. */
OFPBAC_UNSUPPORTED_ORDER = 11, /* Action order is unsupported for the

action list in an Apply-Actions instruction */

© 00 ~NO O WN - O

OFPBAC_BAD_TAG = 12, /* Actions uses an unsupported

tag/encap. */
OFPBAC_BAD_SET_TYPE = 13, /* Unsupported type in SET_FIELD action. */
OFPBAC_BAD_SET_LEN = 14, /* Length problem in SET_FIELD action. */
OFPBAC_BAD_SET_ARGUMENT = 15, /* Bad argument in SET_FIELD action. */

};

For the OFPET_BAD_INSTRUCTION error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values for OFPET_BAD_INSTRUCTION. ’data’ contains at least
* the first 64 bytes of the failed request. */
enum ofp_bad_instruction_code {
OFPBIC_UNKNOWN_INST = 0, /* Unknown instruction. */
OFPBIC_UNSUP_INST = 1, /* Switch or table does not support the
instruction. */
OFPBIC_BAD_TABLE_ID 2, /* Invalid Table-ID specified. */
OFPBIC_UNSUP_METADATA 3, /* Metadata value unsupported by datapath. */
OFPBIC_UNSUP_METADATA_MASK = 4, /* Metadata mask value unsupported by
datapath. */
OFPBIC_BAD_EXPERIMENTER = 5, /* Unknown experimenter id specified. */
OFPBIC_BAD_EXP_TYPE 6, /* Unknown instruction for experimenter id. */
OFPBIC_BAD_LEN = 7, /* Length problem in instructions. */
OFPBIC_EPERM = 8, /* Permissions error. */

};

For the OFPET_BAD_MATCH error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values for OFPET_BAD_MATCH. ’data’ contains at least
* the first 64 bytes of the failed request. */
enum ofp_bad_match_code {

OFPBMC_BAD_TYPE = 0, /* Unsupported match type specified by the

Version 1.3.2

99 (© 2013; The Open Networking Foundation



OpenFlow Switch Specification

OFPBMC_BAD_LEN =
OFPBMC_BAD_TAG =
OFPBMC_BAD_DL_ADDR_MASK =

OFPBMC_BAD_NW_ADDR_MASK

OFPBMC_BAD_WILDCARDS

OFPBMC_BAD_FIELD
OFPBMC_BAD_VALUE =
OFPBMC_BAD_MASK =

OFPBMC_BAD_PREREQ =

OFPBMC_DUP_FIELD =

OFPBMC_EPERM =
};

9:
10

B

match */

/* Length problem in match. */

/* Match uses an unsupported tag/encap. */

/* Unsupported datalink addr mask - switch
does not support arbitrary datalink
address mask. */

/* Unsupported network addr mask - switch
does not support arbitrary network
address mask. */

/* Unsupported combination of fields masked
or omitted in the match. */

/* Unsupported field type in the match. */

/* Unsupported value in a match field. */

/* Unsupported mask specified in the match,
field is not dl-address or nw-address. */

/* A prerequisite was not met. */

/* A field type was duplicated. */

11, /* Permissions error. */

For the OFPET_FLOW_MOD_FAILED error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values for OFPET_FLOW_MOD_FAILED. ’data’ contains
* at least the first 64 bytes of the failed request. */

enum ofp_flow_mod_failed_code
OFPFMFC_UNKNOWN =0,

OFPFMFC_TABLE_FULL =1,
OFPFMFC_BAD_TABLE_ID = 2,
OFPFMFC_OVERLAP = 3,
OFPFMFC_EPERM =4,
OFPFMFC_BAD_TIMEOUT = 5,
OFPFMFC_BAD_COMMAND = 6,
OFPFMFC_BAD_FLAGS =7,

}s

For the OFPET_GROUP_MOD_FATILED error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values

* at least the first 64 bytes

enum ofp_group_mod_failed_code
OFPGMFC_GROUP_EXISTS
OFPGMFC_INVALID_GROUP

OFPGMFC_WEIGHT _UNSUPPORTED

OFPGMFC_OUT_OF _GROUPS
OFPGMFC_OUT_OF _BUCKETS

OFPGMFC_CHAINING_UNSUPPORT

{

/*
/*
/*
/*

/*
/*

/*
/*

Unspecified error. */

Flow not added because table was full. */
Table does not exist */

Attempted to add overlapping flow with
CHECK_OVERLAP flag set. x/

Permissions error. */

Flow not added because of unsupported
idle/hard timeout. */

Unsupported or unknown command. */
Unsupported or unknown flags. */

for OFPET_GROUP_MOD_FAILED. ‘’data’ contains
of the failed request. */

{

ED

0, /* Group not added because a group ADD
attempted to replace an
already-present group. */

1, /* Group not added because Group
specified is invalid. */

2, /* Switch does not support unequal load
sharing with select groups. */

3, /* The group table is full. */

4, /x The maximum number of action buckets
for a group has been exceeded. */

5, /* Switch does not support groups that
forward to groups. */
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OFPGMFC_WATCH_UNSUPPORTED = 6, /* This group cannot watch the watch_port
or watch_group specified. */

OFPGMFC_LOOP = 7, /* Group entry would cause a loop. */

OFPGMFC_UNKNOWN_GROUP = 8, /* Group not modified because a group

MODIFY attempted to modify a
non-existent group. */

OFPGMFC_CHAINED_GROUP =9, /* Group not deleted because another
group is forwarding to it. */

OFPGMFC_BAD_TYPE = 10, /* Unsupported or unknown group type. */

OFPGMFC_BAD_COMMAND = 11, /* Unsupported or unknown command. */

OFPGMFC_BAD_BUCKET = 12, /* Error in bucket. */

OFPGMFC_BAD_WATCH = 13, /* Error in watch port/group. */

OFPGMFC_EPERM = 14, /* Permissions error. */

};

For the OFPET_PORT_MOD_FAILED error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values for OFPET_PORT_MOD_FAILED. ’data’ contains
* at least the first 64 bytes of the failed request. */
enum ofp_port_mod_failed_code {
OFPPMFC_BAD_PORT = 0, /* Specified port number does not exist. */

OFPPMFC_BAD_HW_ADDR =1, /* Specified hardware address does not
* match the port number. */
OFPPMFC_BAD_CONFIG = 2, /% Specified config is invalid. */
OFPPMFC_BAD_ADVERTISE = 3, /* Specified advertise is invalid. */
OFPPMFC_EPERM =4, /* Permissions error. */

}s

For the OFPET_TABLE_MOD_FAILED error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values for OFPET_TABLE_MOD_FAILED. ’data’ contains

* at least the first 64 bytes of the failed request. */

enum ofp_table_mod_failed_code {
OFPTMFC_BAD_TABLE s /* Specified table does not exist. */
OFPTMFC_BAD_CONFIG s /* Specified config is invalid. */
OFPTMFC_EPERM s /* Permissions error. */

non
N = O

};

For the OFPET_QUEUE_OP_FAILED error type, the following codes are currently defined:

/* ofp_error msg ’code’ values for OFPET_QUEUE_OP_FAILED. ’data’ contains
* at least the first 64 bytes of the failed request */
enum ofp_queue_op_failed_code {

OFPQOFC_BAD_PORT = 0, /* Invalid port (or port does not exist). */
OFPQOFC_BAD_QUEUE = 1, /* Queue does not exist. */
OFPQOFC_EPERM =2, /* Permissions error. */

};

For the OFPET_SWITCH_CONFIG_FAILED error type, the following codes are currently defined:
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/* ofp_error_msg ’code’ values for OFPET_SWITCH_CONFIG_FAILED. ’data’ contains
* at least the first 64 bytes of the failed request. */
enum ofp_switch_config_failed_code {

OFPSCFC_BAD_FLAGS = 0, /* Specified flags is invalid. */
OFPSCFC_BAD_LEN =1, /* Specified len is invalid. */
OFPSCFC_EPERM =2, /* Permissions error. */

};
For the OFPET_ROLE_REQUEST_FAILED error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values for OFPET_ROLE_REQUEST_FAILED. ’data’ contains

* at least the first 64 bytes of the failed request. */

enum ofp_role_request_failed_code {
OFPRRFC_STALE =0, /* Stale Message: old generation_id. */
OFPRRFC_UNSUP =1, /* Controller role change unsupported. */
OFPRRFC_BAD_ROLE 2, /* Invalid role. */

I
For the OFPET_METER_MOD_FAILED error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values for OFPET_METER_MOD_FAILED. ’data’ contains
* at least the first 64 bytes of the failed request. */
enum ofp_meter_mod_failed_code {

OFPMMFC_UNKNOWN = 0, /* Unspecified error. */

OFPMMFC_METER_EXISTS = 1, /* Meter not added because a Meter ADD
* attempted to replace an existing Meter. */
OFPMMFC_INVALID_METER = 2, /* Meter not added because Meter specified
* ig invalid. */
OFPMMFC_UNKNOWN_METER = 3, /* Meter not modified because a Meter
MODIFY attempted to modify a non-existent
Meter. */
OFPMMFC_BAD_COMMAND = 4, /* Unsupported or unknown command. */
OFPMMFC_BAD_FLAGS = 5, /* Flag configuration unsupported. */
OFPMMFC_BAD_RATE = 6, /* Rate unsupported. */
OFPMMFC_BAD_BURST =7, /* Burst size unsupported. */
OFPMMFC_BAD_BAND = 8, /* Band unsupported. */

OFPMMFC_BAD_BAND_VALUE = 9, /* Band value unsupported. */

OFPMMFC_OUT_OF_METERS = 10, /* No more meters available. */

OFPMMFC_OUT_OF_BANDS = 11, /* The maximum number of properties
* for a meter has been exceeded. */

};
For the OFPET_TABLE_FEATURES_FAILED error type, the following codes are currently defined:

/* ofp_error_msg ’code’ values for OFPET_TABLE_FEATURES_FAILED. ’data’ contains

* at least the first 64 bytes of the failed request. */

enum ofp_table_features_failed_code {
OFPTFFC_BAD_TABLE =0, /* Specified table does not exist. */
OFPTFFC_BAD_METADATA = 1, /* Invalid metadata mask. */
OFPTFFC_BAD_TYPE =2, /* Unknown property type. */
OFPTFFC_BAD_LEN = 3, /* Length problem in properties. */
OFPTFFC_BAD_ARGUMENT , /* Unsupported property value. */
OFPTFFC_EPERM =5, /* Permissions error. */

gD wWwN
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For the OFPET_EXPERIMENTER error type, the error message is defined by the following structure and
fields, followed by experimenter defined data:

/* OFPET_EXPERIMENTER: Error message (datapath -> controller). */
struct ofp_error_experimenter_msg {
struct ofp_header header;

uint16_t type; /* OFPET_EXPERIMENTER. */

uintl6_t exp_type; /* Experimenter defined. */

uint32_t experimenter; /* Experimenter ID which takes the same form
as in struct ofp_experimenter_header. */

uint8_t datal[0]; /* Variable-length data. Interpreted based

on the type and code. No padding. */
};
OFP_ASSERT (sizeof (struct ofp_error_experimenter_msg) == 16);

The experimenter field is the FExperimenter ID, which takes the same form as in struct
ofp_experimenter (see[7.5.4).

7.5 Symmetric Messages
7.5.1 Hello

The OFPT_HELLO message consists of an OpenFlow header plus a set of variable size hello elements.

/* OFPT_HELLO. This message includes zero or more hello elements having
* variable size. Unknown elements types must be ignored/skipped, to allow
* for future extensions. */
struct ofp_hello {
struct ofp_header header;

/* Hello element list */

struct ofp_hello_elem_header elements[0]; /* List of elements - O or more */
};
OFP_ASSERT (sizeof (struct ofp_hello) == 8);

The version field part of the header field (see must be set to the highest OpenFlow protocol
version supported by the sender (see [6.3.1)).

The elements field is a set of hello elements, containing optional data to inform the initial handshake
of the connection. Implementations must ignore (skip) all elements of a Hello message that they do not
support. The list of hello elements types that are currently defined are:

/* Hello elements types.
*/
enum ofp_hello_elem_type {
OFPHET_VERSIONBITMAP =1, /* Bitmap of version supported. */
}

An element definition contains the element type, length, and any associated data:
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/* Common header for all Hello Elements */
struct ofp_hello_elem_header {
uintl16_t type; /* One of OFPHET_x. */
uintl6_t length; /* Length in bytes of this element. */
};
OFP_ASSERT (sizeof (struct ofp_hello_elem_header) == 4);

The OFPHET_VERSIONBITMAP element use the following structure and fields:

/* Version bitmap Hello Element */
struct ofp_hello_elem_versionbitmap {

uintl6_t type; /* OFPHET_VERSIONBITMAP. x*/
uint16_t length; /* Length in bytes of this element. */
/* Followed by:
* - Exactly (length - 4) bytes containing the bitmaps, then
* - Exactly (length + 7)/8%8 - (length) (between O and 7)
* bytes of all-zero bytes */
uint32_t bitmaps[0]; /* List of bitmaps - supported versions */

1
OFP_ASSERT (sizeof (struct ofp_hello_elem_versionbitmap) == 4);

The bitmaps field indicates the set of versions of the OpenFlow switch protocol a device supports,
and may be used during version negotiation (see . The bits of the set of bitmaps are indexed
by the ofp_version number of the protocol ; if the bit identified by the number of left bitshift equal
to a ofp_version number is set, this OpenFlow version is supported. The number of bitmaps included
in the field depend on the highest version number supported : ofp_versions 0 to 31 are encoded in
the first bitmap, ofp_versions 32 to 63 are encoded in the second bitmap and so on. For example, if
a switch supports only version 1.0 (ofp_version=0x01) and version 1.3 (ofp_version=0x04), the first
bitmap would be set to 0x00000012.

7.5.2 Echo Request

An Echo Request message consists of an OpenFlow header plus an arbitrary-length data field. The
data field might be a message timestamp to check latency, various lengths to measure bandwidth, or
zero-size to verify liveness between the switch and controller.

7.5.3 Echo Reply

An Echo Reply message consists of an OpenFlow header plus the unmodified data field of an echo
request message.

In an OpenFlow protocol implementation divided into multiple layers, the echo request/reply logic
should be implemented in the ”deepest” practical layer. For example, in the OpenFlow reference
implementation that includes a userspace process that relays to a kernel module, echo request/reply is
implemented in the kernel module. Receiving a correctly formatted echo reply then shows a greater
likelihood of correct end-to-end functionality than if the echo request/reply were implemented in the
userspace process, as well as providing more accurate end-to-end latency timing.
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7.5.4 Experimenter

The Experimenter message is defined as follows:

/* Experimenter extension. */
struct ofp_experimenter_header {
struct ofp_header header; /* Type OFPT_EXPERIMENTER. */
uint32_t experimenter; /* Experimenter ID:
* — MSB 0: low-order bytes are IEEE OUI.
* - MSB != 0: defined by ONF. */
uint32_t exp_type; /* Experimenter defined. */
/* Experimenter-defined arbitrary additional data. */
I
OFP_ASSERT (sizeof (struct ofp_experimenter_header) == 16);

The experimenter field is a 32-bit value that uniquely identifies the experimenter. If the most significant
byte is zero, the next three bytes are the experimenter’s IEEE OUI. If the most significant byte is not
zero, it is a value allocated by the Open Networking Foundation. If experimenter does not have (or wish
to use) their OUI, they should contact the Open Networking Foundation to obtain a unique experimenter
ID.

The rest of the body is uninterpreted by standard OpenFlow processing and is arbitrarily defined by
the corresponding experimenter.

If a switch does not understand a experimenter extension, it must send an OFPT_ERROR message with a
OFPBRC_BAD_EXPERIMENTER error code and OFPET_BAD_REQUEST error type.

Appendix A Release Notes

This section contains release notes highlighting the main changes between the main versions of the
OpenFlow protocol.

The text of the release notes is informative and historical, and should not be considred normative.
Many items of the release notes refer to features and text that has been removed, replaced or up-
dated in subsequent versions of this specification, and therefore does not necessarily match the actual
specification.

A.1 OpenFlow version 0.2.0

Release date : March 28,2008
Wire Protocol : 1

A.2 OpenFlow version 0.2.1
Release date : March 28,2008

Wire Protocol : 1
No protocol change.
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A3

OpenFlow version 0.8.0

Release date : May 5, 2008
Wire Protocol : 0x83

A4

Reorganise OpenFlow message types

Add OFPP_TABLE virtual port to send packet-out packet to the tables

Add global flag OFPC_SEND_FLOW_EXP to configure flow expired messages generation

Add flow priority

Remove flow Group-ID (experimental QoS support)

Add Error messages

Make stat request and stat reply more generic, with a generic header and stat specific body

Change fragmentation strategy for stats reply, use explicit flag OFPSF_REPLY_MORE instead of
empty packet

Add table stats and port stats mesages

OpenFlow version 0.8.1

Release date : May 20, 2008
Wire Protocol : 0x83
No protocol change.

A5

OpenFlow version 0.8.2

Release date : October 17, 2008
Wire Protocol : 0x85

A.6

Add Echo Request and Echo Reply messages
Make all message 64 bits aligned

OpenFlow version 0.8.9

Release date : December 2, 2008
Wire Protocol : 0x97
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A.6.1 IP Netmasks

It is now possible for flow entries to contain IP subnet masks. This is done by changes to the wildcards
field, which has been expanded to 32-bits:

/* Flow wildcards. */

enum ofp_flow_wildcards {

OFPFW_IN_PORT = 1 << 0, /* Switch input port. */
OFPFW_DL_VLAN << 1, /* VLAN. %/

OFPFW_DL_SRC << 2, /* Ethernet source address. */
OFPFW_DL_DST << 3, /* Ethernet destination address. */
OFPFW_DL_TYPE << 4, /* Ethernet frame type. */
5
6
7

OFPFW_NW_PROTO << 5, /*x IP protocol. */
OFPFW_TP_SRC << 6, /* TCP/UDP source port. */
OFPFW_TP_DST << 7, /* TCP/UDP destination port. */

[0}
N s e e

/* IP source address wildcard bit count. O is exact match, 1 ignores the

* LSB, 2 ignores the 2 least-significant bits, ..., 32 and higher wildcard
* the entire field. This is the *opposite* of the usual convention where
* e.g. /24 indicates that 8 bits (not 24 bits) are wildcarded. */
OFPFW_NW_SRC_SHIFT = 8,

OFPFW_NW_SRC_BITS = 6,

OFPFW_NW_SRC_MASK = ((1 << OFPFW_NW_SRC_BITS) - 1) << OFPFW_NW_SRC_SHIFT,
OFPFW_NW_SRC_ALL = 32 << OFPFW_NW_SRC_SHIFT,

/* IP destination address wildcard bit count. Same format as source. */
OFPFW_NW_DST_SHIFT = 14,

OFPFW_NW_DST_BITS = 6,

OFPFW_NW_DST_MASK = ((1 << OFPFW_NW_DST_BITS) - 1) << OFPFW_NW_DST_SHIFT,
OFPFW_NW_DST_ALL = 32 << OFPFW_NW_DST_SHIFT,

/* Wildcard all fields. */
OFPFW_ALL = ((1 << 20) - 1)
}s

The source and destination netmasks are each specified with a 6-bit number in the wildcard description.
It is interpreted similar to the CIDR suffix, but with the opposite meaning, since this is being used to
indicate which bits in the IP address should be treated as "wild”. For example, a CIDR suffix of ”24”
means to use a netmask of ”255.255.255.0”. However, a wildcard mask value of ”24” means that the
least-significant 24-bits are wild, so it forms a netmask of 7255.0.0.0”.

A.6.2 New Physical Port Stats

The ofp_port_stats message has been expanded to return more information. If a switch does not
support a particular field, it should set the value to have all bits enabled (i.e., a ”-1” if the value were
treated as signed). This is the new format:

/* Body of reply to OFPST_PORT request. If a counter is unsupported, set
* the field to all omnes. */
struct ofp_port_stats {

uint16_t port_no;
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uint8_t pad[6]; /* Align to 64-bits. */

uint64_t rx_packets; /* Number of received packets. */

uint64_t tx_packets; /* Number of transmitted packets. */

uint64_t rx_bytes; /* Number of received bytes. */

uint64_t tx_bytes; /* Number of transmitted bytes. */

uint64_t rx_dropped; /* Number of packets dropped by RX. */

uint64_t tx_dropped; /* Number of packets dropped by TX. */

uint64_t rx_errors; /* Number of receive errors. This is a super-set

of receive errors and should be great than or
equal to the sum of al rx_*_err values. */

uint64_t tx_errors; /* Number of transmit errors. This is a super-set
of transmit errors. */

uint64_t rx_frame_err; /* Number of frame alignment errors. */

uint64_t rx_over_err; /* Number of packets with RX overrun. */

uint64_t rx_crc_err; /* Number of CRC errors. */

uint64_t collisions; /* Number of collisions. */

};

A.6.3 IN_PORT Virtual Port

The behavior of sending out the incoming port was not clearly defined in earlier versions of the spec-
ification. It is now forbidden unless the output port is explicitly set to OFPP_IN_PORT virtual port
(0xfff8) is set. The primary place where this is used is for wireless links, where a packet is received over
the wireless interface and needs to be sent to another host through the same interface. For example,
if a packet needed to be sent to all interfaces on the switch, two actions would need to be specified:
7actions=output: ALL,output:IN_PORT”.

A.6.4 Port and Link Status and Configuration

The switch should inform the controller of changes to port and link status. This is done with a new
flag in ofp_port_config:

e OFPPC_PORT_DOWN - The port has been configured ”"down”.
. and a new flag in ofp_port_state:
e OFPPS_LINK_DOWN - There is no physical link present.

The switch should support enabling and disabling a physical port by modifying the OFPPFL_PORT_DOWN
flag (and mask bit) in the ofp_port_mod message. Note that this is not the same as adding or removing
the interface from the list of OpenFlow monitored ports; it is equivalent to "ifconfig ethO down" on
Unix systems.

A.6.5 Echo Request/Reply Messages

The switch and controller can verify proper connectivity through the OpenFlow protocol with the new
echo request (OFPT_ECHO_REQUEST) and reply (OFPT_ECHO_REPLY) messages. The body of the message
is undefined and simply contains uninterpreted data that is to be echoed back to the requester. The
requester matches the reply with the transaction id from the OpenFlow header.
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A.6.6 Vendor Extensions

Vendors are now able to add their own extensions, while still being OpenFlow compliant. The primary
way to do this is with the new OFPT_VENDOR message type. The message body is of the form:

/* Vendor extension. */
struct ofp_vendor {
struct ofp_header header; /* Type OFPT_VENDOR. */
uint32_t vendor; /* Vendor ID:
* — MSB 0: low-order bytes are IEEE OUI.
* — MSB != 0: defined by OpenFlow
*  consortium. */
/* Vendor-defined arbitrary additional data. */

};

The vendor field is a 32-bit value that uniquely identifies the vendor. If the most significant byte is zero,
the next three bytes are the vendor’s IEEE OUI If vendor does not have (or wish to use) their OUI,
they should contact the OpenFlow consortium to obtain one. The rest of the body is uninterpreted.

It is also possible to add vendor extensions for stats messages with the OFPST_VENDOR stats type. The
first four bytes of the message are the vendor identifier as described earlier. The rest of the body is
vendor-defined.

To indicate that a switch does not understand a vendor extension, a OFPBRC_BAD_VENDOR error code
has been defined under the OFPET_BAD_REQUEST error type.

Vendor-defined actions are described below in the ” Variable Length and Vendor Actions” section.

A.6.7 Explicit Handling of IP Fragments

In previous versions of the specification, handling of IP fragments was not clearly defined. The switch
is now able to tell the controller whether it is able to reassemble fragments. This is done with the
following capabilities flag passed in the ofp_switch features message:

OFPC_IP_REASM =1 << 5 /* Can reassemble IP fragments. */

The controller can configure fragment handling in the switch through the setting the following new
ofp_config flags in the ofp_switch_config message:

/* Handling of IP fragments. */

OFPC_FRAG_NORMAL = 0 << 1, /x No special handling for fragments. */
OFPC_FRAG_DROP =1<< 1, /* Drop fragments. */

OFPC_FRAG_REASM = 2 << 1, /* Reassemble (only if OFPC_IP_REASM set). */
OFPC_FRAG_MASK =3<«1

”Normal” handling of fragments means that an attempt should be made to pass the fragments through
the OpenFlow tables. If any field is not present (e.g., the TCP/UDP ports didn’t fit), then the packet
should not match any entry that has that field set.
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A.6.8 802.1D Spanning Tree

OpenFlow now has a way to configure and view results of on-switch implementations of 802.1D Spanning
Tree Protocol.

A switch that implements STP must set the new OFPC_STP bit in the ’capabilities’ field of its
OFPT_FEATURES_REPLY message. A switch that implements STP at all must make it available on all of
its physical ports, but it need not implement it on virtual ports (e.g. OFPP_LOCAL).

Several port configuration flags are associated with STP. The complete set of port configuration flags
are:

enum ofp_port_config {
OFPPC_PORT_DOWN
OFPPC_NO_STP =
OFPPC_NO_RECV
OFPPC_NO_RECV_STP
OFPPC_NO_FLOOD
OFPPC_NO_FWD =
OFPPC_NO_PACKET_IN

};

, /* Port is administratively down. */

, /* Disable 802.1D spanning tree on port. */

, /* Drop most packets received on port. */

/* Drop received 802.1D STP packets. */

, /* Do not include this port when flooding. */
, /* Drop packets forwarded to port. */

/* Do not send packet-in msgs for port. */

I
e
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The controller may set OFPPFL_NO_STP to 0 to enable STP on a port or to 1 to disable STP on a port.
(The latter corresponds to the Disabled STP port state.) The default is switch implementation-defined;
the OpenFlow reference implementation by default sets this bit to 0 (enabling STP).

When OFPPFL_NO_STP is 0, STP controls the OFPPFL_NO_FLOOD and OFPPFL_STP_x bits directly.
OFPPFL_NO_FLOOD is set to 0 when the STP port state is Forwarding, otherwise to 1. The bits in
OFPPFL_STP_MASK are set to one of the other OFPPFL_STP_* values according to the current STP port
state.

When the port flags are changed by STP, the switch sends an OFPT_PORT_STATUS message to no-
tify the controller of the change. The OFPPFL_NO_RECV, OFPPFL_NO_RECV_STP, OFPPFL_NO_FWD, and
OFPPFL_NO_PACKET_IN bits in the OpenFlow port flags may be useful for the controller to implement
STP, although they interact poorly with in-band control.

A.6.9 Modify Actions in Existing Flow Entries

New ofp_flow_mod commands have been added to support modifying the actions of existing entries:
OFPFC_MODIFY and OFPFC_MODIFY_STRICT. They use the match field to describe the entries that should
be modified with the supplied actions. OFPFC_MODIFY is similar to OFPFC_DELETE, in that wildcards
are ”active”. OFPFC_MODIFY_STRICT is similar to OFPFC_DELETE_STRICT, in that wildcards are not
7active”, so both the wildcards and priority must match an entry. When a matching flow is found, only
its actions are modified—information such as counters and timers are not reset.

If the controller uses the OFPFC_ADD command to add an entry that already exists, then the new entry
replaces the old and all counters and timers are reset.
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A.6.10 More Flexible Description of Tables

Previous versions of OpenFlow had very limited abilities to describe the tables supported by the switch.
The n_exact, n_compression, and n_general fields in ofp_switch_features have been replaced with
n_tables, which lists the number of tables in the switch.

The behavior of the OFPST_TABLE stat reply has been modified slightly. The ofp_table_stats body now
contains a wildcards field, which indicates the fields for which that particular table supports wildcarding.
For example, a direct look-up hash table would have that field set to zero, while a sequentially searched
table would have it set to OFPFW_ALL. The ofp_table_stats entries are returned in the order that
packets traverse the tables.

When the controller and switch first communicate, the controller will find out how many tables the
switch supports from the Features Reply. If it wishes to understand the size, types, and order in which
tables are consulted, the controller sends a OFPST_TABLE stats request.

A.6.11 Lookup Count in Tables

Table stats returned ofp_table_stats structures now return the number of packets that have been
looked up in the table—whether they hit or not. This is stored in the lookup_count field.

A.6.12 Modifying Flags in Port-Mod More Explicit

The ofp_port_mod is used to modify characteristics of a switch’s ports. A supplied ofp_phy_port
structure describes the behavior of the switch through its flags field. However, it’s possible that the
controller wishes to change a particular flag and may not know the current status of all flags. A mask
field has been added which has a bit set for each flag that should be changed on the switch.

The new ofp_port_mod message looks like the following:

/* Modify behavior of the physical port */
struct ofp_port_mod {
struct ofp_header header;
uint32_t mask; /* Bitmap of "ofp_port_flags" that should be
changed. */
struct ofp_phy_port desc;

};

A.6.13 New Packet-Out Message Format

The previous version’s packet-out message treated the variable-length array differently depending on
whether the buffer_id was set or not. If set, the array consisted of actions to be executed and the
out_port was ignored. If not, the array consisted of the actual packet that should be placed on the
wire through the out_port interface. This was a bit ugly, and it meant that in order for a non-buffered
packet to have multiple actions executed on it, that a new flow entry be created just to match that
entry.
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A new format is now used, which cleans the message up a bit. The packet always contains a list of
actions. An additional variable-length array follows the list of actions with the contents of the packet
if buffer_id is not set. This is the new format:

struct ofp_packet_out {
struct ofp_header header;

uint32_t buffer_id; /* ID assigned by datapath (-1 if none). */
uintl6_t in_port; /* Packet’s input port (OFPP_NONE if none). */
uint16_t n_actions; /* Number of actions. */
struct ofp_action actions[0]; /* Actions. */
/* uint8_t datal[0]; =*/ /* Packet data. The length is inferred

from the length field in the header.

(Only meaningful if buffer_id == -1.) */

};

A.6.14 Hard Timeout for Flow Entries

A hard timeout value has been added to flow entries. If set, then the entry must be expired in the
specified number of seconds regardless of whether or not packets are hitting the entry. A hard_timeout
field has been added to the flow_mod message to support this. The max_idle field has been renamed
idle_timeout. A value of zero means that a timeout has not been set. If both idle_timeout and
hard_timeout are zero, then the flow is permanent and should not be deleted without an explicit
deletion.

The new ofp_flow_mod format looks like this:

struct ofp_flow_mod {
struct ofp_header header;
struct ofp_match match; /* Fields to match */

/* Flow actions. */

uint16_t command; /* One of OFPFC_x. */
uint16_t idle_timeout; /* Idle time before discarding (seconds). */
uint16_t hard_timeout; /* Max time before discarding (seconds). */
uint16_t priority; /* Priority level of flow entry. */
uint32_t buffer_id; /* Buffered packet to apply to (or -1).

Not meaningful for OFPFC_DELETEx. */
uint32_t reserved; /* Reserved for future use. */

struct ofp_action actions[0]; /* The number of actions is inferred from
the length field in the header. */
};

Since flow entries can now be expired due to idle or hard timeouts, a reason field has been added to the
ofp_flow_expired message. A value of 0 indicates an idle timeout and 1 indicates a hard timeout:

enum ofp_flow_expired_reason {
OFPER_IDLE_TIMEOUT, /* Flow idle time exceeded idle_timeout. */
OFPER_HARD_TIMEQOUT /* Time exceeded hard_timeout. */

};

The new ofp_flow_expired message looks like the following:
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struct ofp_flow_expired {
struct ofp_header header;
struct ofp_match match; /* Description of fields */

uint16_t priority; /* Priority level of flow entry. */
uint8_t reason; /* One of OFPER_x*. x/

uint8_t pad[1]; /* Align to 32-bits. */

uint32_t duration; /* Time flow was alive in seconds. */
uint8_t pad2[4]; /* Align to 64-bits. */

uint64_t packet_count;
uint64_t byte_count;
};

A.6.15 Reworked initial handshake to support backwards compatibility

OpenFlow now includes a basic ”version negotiation” capability. When an OpenFlow connection is
established, each side of the connection should immediately send an OFPT_HELLO message as its first
OpenFlow message. The ’version’ field in the hello message should be the highest OpenFlow protocol
version supported by the sender. Upon receipt of this message, the recipient may calculate the OpenFlow
protocol version to be used as the smaller of the version number that it sent and the one that it
received.

If the negotiated version is supported by the recipient, then the connection proceeds. Otherwise, the
recipient must reply with a message of OFPT_ERROR with a ’type’ value of OFPET_HELLO_FAILED, a
"code’ of OFPHFC_COMPATIBLE, and optionally an ASCII string explaining the situation in ’data’; and
then terminate the connection.

The OFPT_HELLO message has no body; that is, it consists only of an OpenFlow header. Implementations
must be prepared to receive a hello message that includes a body, ignoring its contents, to allow for
later extensions.

A.6.16 Description of Switch Stat

The OFPST_DESC stat has been added to describe the hardware and software running on the switch:

#define DESC_STR_LEN 256

#define SERIAL_NUM_LEN 32

/* Body of reply to OFPST_DESC request. Each entry is a NULL-terminated
* ASCII string. */

struct ofp_desc_stats {

char mfr_desc[DESC_STR_LEN]; /* Manufacturer description. */
char hw_desc[DESC_STR_LEN]; /* Hardware description. */
char sw_desc[DESC_STR_LEN]; /* Software description. */

char serial_num[SERIAL_NUM_LEN]; /* Serial number. */
};

It contains a 256 character ASCII description of the manufacturer, hardware type, and software version.
It also contains a 32 character ASCII serial number. Each entry is padded on the right with 0 bytes.
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A.6.17 Variable Length and Vendor Actions

Vendor-defined actions have been added to OpenFlow. To enable more versatility, actions have switched
from fixed-length to variable. All actions have the following header:

struct ofp_action_header {
uintl6_t type; /* One of OFPAT_x. x/
uint16_t len; /* Length of action, including this
header. This is the length of action,
including any padding to make it
64-bit aligned. */
uint8_t pad[4];
};

The length for actions must always be a multiple of eight to aid in 64-bit alignment. The action types
are as follows:

enum ofp_action_type {

OFPAT_OUTPUT, /* Output to switch port. */
OFPAT_SET_VLAN_VID, /* Set the 802.1q VLAN id. */
OFPAT_SET_VLAN_PCP, /* Set the 802.1q priority. */
OFPAT_STRIP_VLAN, /* Strip the 802.1q header. */
OFPAT_SET_DL_SRC, /* Ethernet source address. */
OFPAT_SET_DL_DST, /* Ethernet destination address. */
OFPAT_SET_NW_SRC, /* IP source address. */
OFPAT_SET_NW_DST, /* IP destination address. */
OFPAT_SET_TP_SRC, /* TCP/UDP source port. */
OFPAT_SET_TP_DST, /* TCP/UDP destination port. */

OFPAT_VENDOR = Oxffff
};

The vendor-defined action header looks like the following;:

struct ofp_action_vendor_header {

uintl6_t type; /* OFPAT_VENDOR. */
uintl6_t len; /* Length is 8. x/
uint32_t vendor; /* Vendor ID, which takes the same form

as in "struct ofp_vendor". */

};

The vendor field uses the same vendor identifier described earlier in the ”Vendor Extensions” section.
Beyond using the ofp_action_vendor header and the 64-bit alignment requirement, vendors are free
to use whatever body for the message they like.
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A.6.18 VLAN Action Changes

It is now possible to set the priority field in VLAN tags and stripping VLAN tags is now a separate
action. The OFPAT_SET_VLAN_VID action behaves like the former OFPAT_SET_DL_VLAN action, but no
longer accepts a special value that causes it to strip the VLAN tag. The OFPAT_SET_VLAN_PCP action
modifies the 3-bit priority field in the VLAN tag. For existing tags, both actions only modify the bits
associated with the field being updated. If a new VLAN tag needs to be added, the value of all other
fields is zero.

The OFPAT_SET_VLAN_VID action looks like the following:

struct ofp_action_vlan_vid {

uint16_t type; /* OFPAT_SET_VLAN_VID. */
uint16_t len; /* Length is 8. */
uint16_t vlan_vid; /* VLAN id. */

uint8_t pad[2];
};

The OFPAT_SET_VLAN_PCP action looks like the following:

struct ofp_action_vlan_pcp {

uintl16_t type; /* OFPAT_SET_VLAN_PCP. */
uint16_t len; /* Length is 8. */
uint8_t vlan_pcp; /* VLAN priority. */

uint8_t padl[3];
};

The OFPAT_STRIP_VLAN action takes no argument and strips the VLAN tag if one is present.

A.6.19 Max Supported Ports Set to 65280

What: Increase maximum number of ports to support large vendor switches; was previously 256, chosen
arbitrarily.

Why: The HP 5412 chassis supports 288 ports of Ethernet, and some Cisco switches go much higher.
The current limit (OFPP_MAX) is 255, set to equal the maximum number of ports in a bridge segment in
the 1998 STP spec. The RSTP spec from 2004 supports up to 4096 (12 bits) of ports.

How: Change OFPP_MAX to 65280. (However, out of the box, the reference switch implementation
supports at most 256 ports.)

A.6.20 Send Error Message When Flow Not Added Due To Full Tables

The switch now sends an error message when a flow is added, but cannot because all the tables are full.
The message has an error type of OFPET_FLOW_MOD_FAILED and code of OFPFMFC_ALL_TABLES_FULL. If
the Flow-Mod command references a buffered packet, then actions are not performed on the packet. If
the controller wishes the packet to be sent regardless of whether or not a flow entry is added, then it
should use a Packet-Out directly.
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A.6.21 Behavior Defined When Controller Connection Lost

What: Ensure that all switches have at least one common behavior when the controller connection is
lost.

Why: When the connection to the controller is lost, the switch should behave in a well-defined way.
Reasonable behaviors include ’do nothing - let flows naturally timeout’, 'freeze timeouts’, ’become
learning switch’, and ’attempt connection to other controller’. Switches may implement one or more
of these, and network admins may want to ensure that if the controller goes out, they know what the
network can do.

The first is the simplest: ensure that every switch implements a default of ’do nothing - let flows timeout
naturally’. Changes must be done via vendor-specific command line interface or vendor extension
OpenFlow messages.

The second may help ensure that a single controller can work with switches from multiple vendors. The
different failure behaviors, plus ’other’, could be feature bits set for the switch. A switch would still
only have to support the default.

The worry here is that we may not be able to enumerate in advance the full range of failure behaviors,
which argues for the first approach.

How: Added text to spec: ”In the case that the switch loses contact with the controller, the default
behavior must be to do nothing - to let flows timeout naturally. Other behaviors can be implemented
via vendor-specific command line interface or vendor extension OpenFlow messages.”

A.6.22 ICMP Type and Code Fields Now Matchable

What: Allow matching ICMP traffic based on type or code.

Why: We can’t distinguish between different types of ICMP traffic (e.g., echo replies vs echo requests
vs redirects).

How: Changed spec to allow matching on these fields.

As for implementation: The type and code are each a single byte, so they easily fit in our existing flow
structure. Overload the tp_src field to ICMP type and tp_dst to ICMP code. Since they are only a
single byte, they will reside in the low-byte of these two byte fields (stored in network-byte order). This
will allow a controller to use the existing wildcard bits to wildcard these ICMP fields.

A.6.23 Output Port Filtering for Delete*, Flow Stats and Aggregate Stats

Add support for listing and deleting entries based on an output port.

To support this, an out_port field has been added to the ofp_flow_mod, ofp_flow_stats_request,
and ofp_aggregate_stats_request messages. If an out_port contains a value other than OFPP_NONE,
it introduces a constraint when matching. This constraint is that the rule must contain an output action
directed at that port. Other constraints such as ofp_match structs and priorities are still used; this is
purely an *additional* constraint. Note that to get previous behavior, though, out_port must be set
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to OFPP_NONE, since ”0” is a valid port id. This only applies to the delete and delete_strict flow
mod commands; the field is ignored by add, modify, and modify_strict.

A.7 OpenFlow version 0.9

Release date : July 20, 2009
Wire Protocol : 0x98

A.7.1 Failover

The reference implementation now includes a simple failover mechanism. A switch can be configured
with a list of controllers. If the first controller fails, it will automatically switch over to the second
controller on the list.

A.7.2 Emergency Flow Cache
The protocol and reference implementation have been extended to allow insertion and management of
emergency flow entries.

Emergency-specific flow entries are inactive until a switch loses connectivity from the controller. If this
happens, the switch invalidates all normal flow table entries and copies all emergency flows into the
normal flow table.

Upon connecting to a controller again, all entries in the flow cache stay active. The controller then has
the option of resetting the flow cache if needed.

A.7.3 Barrier Command
The Barrier Command is a mechanism to get notified when an OpenFlow message has finished executing
on the switch. When a switch receives a Barrier message it must first complete all commands sent before

the Barrier message before executing any commands after it. When all commands before the Barrier
message have completed, it must send a Barrier Reply message back to the controller.

A.7.4 Match on VLAN Priority Bits
There is an optional new feature that allows matching on priority VLAN fields. Pre 0.9, the VLAN id
is a field used in identifying a flow, but the priority bits in the VLAN tag are not. In this release we

include the priority bits as a separate field to identify flows. Matching is possible as either an exact
match on the 3 priority bits, or as a wildcard for the entire 3 bits.

A.7.5 Selective Flow Expirations

Flow expiration messages can now be requested on a per-flow, rather than per-switch granularity.
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A.7.6 Flow Mod Behavior

There now is a CHECK_OVERLAP flag to flow mods which requires the switch to do the (potentially more
costly) check that there doesn’t already exist a conflicting flow with the same priority. If there is one,
the mod fails and an error code is returned. Support for this flag is required in an OpenFlow switch.

A.7.7 Flow Expiration Duration

The meaning of the ”duration” field in the Flow Expiration message has been changed slightly. Previ-
ously there were conflicting definitions of this in the spec. In 0.9 the value returned will be the time
that the flow was active and not include the timeout period.

A.7.8 Notification for Flow Deletes

If a controller deletes a flow it now receives a notification if the notification bit is set. In previous
releases only flow expirations but not delete actions would trigger notifications.

A.7.9 Rewrite DSCP in IP ToS header

There is now an added Flow action to rewrite the DiffServ CodePoint bits part of the IP ToS field in
the IP header. This enables basic support for basic QoS with OpenFlow in some switches. A more
complete QoS framework is planned for a future OpenFlow release.

A.7.10 Port Enumeration now starts at 1

Previous releases of OpenFlow had port numbers start at 0, release 0.9 changes them to start at 1.

A.7.11 Other changes to the Specification

e 6633/ TCP is now the recommended default OpenFlow Port. Long term the goal is to get a IANA
approved port for OpenFlow.

e The use of "Type 17 and ”Type 0” has been depreciated and references to it have been removed.

e (larified Matching Behavior for Flow Modification and Stats

e Made explicit that packets received on ports that are disabled by spanning tree must follow the
normal flow table processing path.

e Clarified that transaction ID in header should match offending message for OFPET_BAD_REQUEST,
OFPET_BAD_ACTION, OFPET_FLOW_MOD_FAILED.

e Clarified the format for the Strip VLAN Action

Clarify behavior for packets that are buffered on the switch while switch is waiting for a reply

from controller

Added the new EPERM Error Type

Fixed Flow Table Matching Diagram

Clarified datapath ID 64 bits, up from 48 bits

Clarified miss-send-len and max-len of output action
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A.8 OpenFlow version 1.0

Release date : December 31, 2009
Wire Protocol : 0x01

A.8.1 Slicing
OpenFlow now supports multiple queues per output port. Queues support the ability to provide mini-

mum bandwidth guarantees; the bandwidth allocated to each queue is configurable. The name slicing
is derived from the ability to provide a slice of the available network bandwidth to each queue.

A.8.2 Flow cookies
Flows have been extended to include an opaque identifier, referred to as a cookie. The cookie is specified

by the controller when the flow is installed; the cookie will be returned as part of each flow stats and
flow expired message.

A.8.3 User-specifiable datapath description
The OFPST_DESC (switch description) reply now includes a datapath description field. This is a user-

specifiable field that allows a switch to return a string specified by the switch owner to describe the
switch.

A.8.4 Match on IP fields in ARP packets
The reference implementation can now match on IP fields inside ARP packets. The source and des-

tination protocol address are mapped to the nw_src and nw_dst fields respecitively, and the opcode is
mapped to the nw_proto field.

A.8.5 Match on IP ToS/DSCP bits

OpenFlow now supports matching on the IP ToS/DSCP bits.

A.8.6 Querying port stats for individual ports

Port stat request messages include a port_no field to allow stats for individual ports to be queried.
Port stats for all ports can still be requested by specifying OFPP_NONE as the port number.
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A.8.7 Improved flow duration resolution in stats/expiry messages

Flow durations in stats and expiry messages are now expressed with nanosecond resolution. Note that
the accuracy of flow durations in the reference implementation is on the order of milliseconds. (The
actual accuracy is in part dependent upon kernel parameters.)

A.8.8 Other changes to the Specification

remove multi_phy_tx spec text and capability bit
clarify execution order of actions

replace SSL refs with TLS

resolve overlap ambiguity

clarify flow mod to non-existing port

clarify port definition

update packet flow diagram

update header parsing diagram for ICMP

fix English ambiguity for flow-removed messages
fix async message English ambiguity

note that multiple controller support is undefined
clarify that byte equals octet

note counter wrap-around

removed warning not to build a switch from this specification

A.9 OpenFlow version 1.1

Release date : February 28, 2011
Wire Protocol : 0x02

A.9.1 Multiple Tables

Prior versions of the OpenFlow specification did expose to the controller the abstraction of a single
table. The OpenFlow pipeline could internally be mapped to multiple tables, such as having a separate
wildcard and exact match table, but those tables would always act logically as a single table.

OpenFlow 1.1 introduces a more flexible pipeline with multiple tables. Exposing multiple tables has
many advantages. The first advantage is that many hardware have multiple tables internally (for
example L2 table, L3 table, multiple TCAM lookups), and the multiple table support of OpenFlow
may enable to expose this hardware with greater efficiency and flexibility. The second advantage is
that many network deployments combine orthogonal processing of packets (for example ACL, QoS and
routing), forcing all those processing in a single table creates huge ruleset due to the cross product of
individual rules, multiple tables may decouple properly those processing.

The new OpenFlow pipeline with multiple table is quite different from the simple pipeline of prior
OpenFlow versions. The new OpenFlow pipeline expose a set of completely generic tables, supporting
the full match and full set of actions. It’s difficult to build a pipeline abstraction that represent accurately
all possible hardware, therefore OpenFlow 1.1 is based on a generic and flexible pipeline that may be
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mapped to the hardware. Some limited table capabilities are available to denote what each table is
capable of supporting.

Packets are processed through the pipeline, they are matched and processed in the first table, and may
be matched and processed in other tables. As it goes through the pipeline, a packet is associated with
an action set, accumulating action, and a generic metadata register. The action set is resolved at the
end of the pipeline and applied to the packet. The metadata can be matched and written at each table
and enables to carry state between tables.

OpenFlow introduces a new protocol object called instruction to control pipeline processing. Actions
which were directly attached to flows in previous versions are now encapsulated in instructions, instruc-
tions may apply those actions between tables or accumulate them in the packet action set. Instructions
can also change the metadata, or direct packet to another table.

The switch now expose a pipeline with multiple tables

Flow entry have instructions to control pipeline processing
Controller can choose packet traversal of tables via goto instruction
Metadata field (64 bits) can be set and match in tables

Packet actions can be merged in packet action set

Packet action set is executed at the end of pipeline

Packet actions can be applied between table stages

Table miss can send to controller, continue to next table or drop
Rudimentary table capability and configuration

A.9.2 Groups

The new group abstraction enables OpenFlow to represent a set of ports as a single entity for forwarding
packets. Different types of groups are provided, to represent different abstractions such as multicasting
or multipathing. Each group is composed of a set group buckets, each group bucket contains the set of
actions to be applied before forwarding to the port. Groups buckets can also forward to other groups,
enabling to chain groups together.

e Group indirection to represent a set of ports
e Group table with 4 types of groups :
— All - used for multicast and flooding
— Select - used for multipath
— Indirect - simple indirection
— Fast Failover - use first live port
e Group action to direct a flow to a group
e Group buckets contains actions related to the individual port

A.9.3 Tags: MPLS & VLAN

Prior versions of the OpenFlow specification had limited VLAN support, it only supported a single
level of VLAN tagging with ambiguous semantic. The new tagging support has explicit actions to add,
modify and remove VLAN tags, and can support multiple level of VLAN tagging. It also adds similar
support the MPLS shim headers.
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e Support for VLAN and QinQ, adding, modifying and removing VLAN headers
e Support for MPLS, adding, modifying and removing MPLS shim headers

A.9.4 Virtual ports

Prior versions of the OpenFlow specification assumed that all the ports of the OpenFlow switch were
physical ports. This version of the specification add support for virtual ports, which can represent
complex forwarding abstractions such as LAGs or tunnels.

e Make port number 32 bits, enable larger number of ports
e Enable switch to provide virtual ports as OpenFlow ports
e Augment packet-in to report both virtual and physical ports

A.9.5 Controller connection failure

Prior versions of the OpenFlow specification introduced the emergency flow cache as a way to deal
with the loss of connectivity with the controller. The emergency flow cache feature was removed in this
version of the specification, due to the lack of adoption, the complexity to implement it and other issues
with the feature semantic.

This version of the specification adds two simpler modes to deal with the loss of connectivity with the
controller. In fail secure mode, the switch continues operating in OpenFlow mode, until it reconnects to a
controller. In fail standalone mode, the switch revert to using normal processing (Ethernet switching).

e Remove Emergency Flow Cache from spec
e Connection interruption triggers fail secure or fail standalone mode

A.9.6 Other changes

Remove 802.1d-specific text from the specification

Cookie Enhancements Proposal - cookie mask for filtering
Set_queue action (unbundled from output port action)
Maskable DL and NW address match fields

Add TTL decrement, set and copy actions for IPv4 and MPLS
SCTP header matching and rewriting support

Set ECN action

Define message handling : no loss, may reorder if no barrier
Rename VENDOR APIs to EXPERIMENTER APIs

Many other bug fixes, rewording and clarifications

A.10 OpenFlow version 1.2

Release date : December 5, 2011
Wire Protocol : 0x03

Please refers to the bug tracking ID for more details on each change
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A.10.1 Extensible match support

Prior versions of the OpenFlow specification used a static fixed length structure to specify ofp_match,
which prevents flexible expression of matches and prevents inclusion of new match fields. The ofp_match
has been changed to a TLV structure, called OpenFlow Extensible Match (OXM), which dramatically
increases flexibility.

The match fields themselves have been reorganised. In the previous static structure, many fields were
overloaded ; for example tcp.src_port, udp.src_port, and icmp.code were using the same field entry.
Now, every logical field has its own unique type.

List of features for OpenFlow Extensible Match :

Flexible and compact TLV structure called OXM (EXT-1)

Enable flexible expression of match, and flexible bitmasking (EXT-1)
Pre-requisite system to insure consistency of match (EXT-1)

Give every match field a unique type, remove overloading (EXT-1)
Modify VLAN matching to be more flexible (EXT-26)

Add vendor classes and experimenter matches (EXT-42)

Allow switches to override match requirements (EXT-56, EXT-33)

A.10.2 Extensible 'set_field’ packet rewriting support

Prior versions of the OpenFlow specification were using hand-crafted actions to rewrite header fields.
The Extensible set_field action reuses the OXM encoding defined for matches, and enables to rewrite
any header field in a single action (EXT-13). This allows any new match field, including experimenter
fields, to be available for rewrite. This makes the specification cleaner and eases cost of introducing
new fields.

e Deprecate most header rewrite actions
e Introduce generic set-field action (EXT-13)
e Reuse match TLV structure (OXM) in set-field action

A.10.3 Extensible context expression in ’packet-in’

The packet-in message did include some of the packet context (ingress port), but not all (metadata),
preventing the controller from figuring how match did happen in the table and which flow entries would
match or not match. Rather than introduce a hard coded field in the packet-in message, the flexible
OXM encoding is used to carry packet context.

Reuse match TLV structure (OXM) to describe metadata in packet-in (EXT-6)
Include the 'metadata’ field in packet-in

Move ingress port and physical port from static field to OXM encoding

Allow to optionally include packet header fields in TLV structure
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A.10.4 Extensible Error messages via experimenter error type

An experimenter error code has been added, enabling experimenter functionality to generate custom
error messages (EXT-2). The format is identical to other experimenter APIs.

A.10.5 IPv6 support added

Basic support for [IPv6 match and header rewrite has been added, via the Flexible match support.

e Added support for matching on IPv6 source address, destination address, protocol number, traffic
class, ICMPv6 type, ICMPv6 code and IPv6 neighbor discovery header fields (EXT-1)
e Added support for matching on IPv6 flow label (EXT-36)

A.10.6 Simplified behaviour of flow-mod request

The behaviour of flow-mod request has been simplified (EXT-30).

e MODIFY and MODIFY_STRICT commands never insert new flows in the table
e New flag OFPFF_RESET_COUNTS to control counter reset
e Remove quirky behaviour for cookie field.

A.10.7 Removed packet parsing specification
The OpenFlow specification no longer attempts to define how to parse packets (EXT-3). The match
fields are only defined logically.

e OpenFlow does not mandate how to parse packets
e Parsing consistency acheived via OXM pre-requisite

A.10.8 Controller role change mechanism

The controller role change mechanism is a simple mechanism to support multiple controllers for failover
(EXT-39). This scheme is entirely driven by the controllers ; the switch only need to remember the role
of each controller to help the controller election mechanism.

e Simple mechanism to support multiple controllers for failover
e Switches may now connect to multiple controllers in parallel
e Enable each controller to change its roles to equal, master or slave
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A.10.9 Other changes

Per-table metadata bitmask capabilities (EXT-34)

Rudimentary group capabilities (EXT-61)

Add hard timeout info in flow-removed messages (OFP-283)

Add ability for controller to detect STP support(OFP-285)

Turn off packet buffering with OFPCML_NO_BUFFER (EXT-45)
Added ability to query all queues (EXT-15)

Added experimenter queue property (EXT-16)

Added max-rate queue property (EXT-21)

Enable deleting flow in all tables (EXT-10)

Enable switch to check chaining when deleting groups (EXT-12)
Enable controller to disable buffering (EXT-45)

Virtual ports renamed logical ports (EXT-78)

New error messages (EXT-1, EXT-2, EXT-12, EXT-13, EXT-39, EXT-74 and EXT-82)
Include release notes into the specification document

Many other bug fixes, rewording and clarifications

A.11 OpenFlow version 1.3

Release date : April 13, 2012
Wire Protocol : 0x04

Please refers to the bug tracking ID for more details on each change

A.11.1 Refactor capabilities negotiation

Prior versions of the OpenFlow specification included limited expression of the capabilities of an Open-
Flow switch. OpenFlow 1.3 include a more flexible framework to express capabilities (EXT-123).

The main change is the improved description of table capabilities. Those capabilities have been moved
out of the table statistics structure in its own request/reply message, and encoded using a flexible TLV
format. This enables the additions of next-table capabilities, table-miss flow entry capabilities and
experimenter capabilities.

Other changes include renaming the ’stats’ framework into the 'multipart’ framework to reflect the fact
that it is now used for both statistics and capabilities, and the move of port descriptions into its own
multipart message to enable support of a greater number of ports.

List of features for Refactor capabilities negotiation :

Rename ’stats’ framework into the 'multipart’ framework.

Enable 'multipart’ requests (requests spanning multiple messages).
Move port list description to its own multipart request/reply.
Move table capabilities to its own multipart request/reply.

Create flexible property structure to express table capabilities.
Enable to express experimenter capabilities.

Add capabilities for table-miss flow entries.
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e Add next-table (i.e. goto) capabilities

A.11.2 More flexible table miss support

Prior versions of the OpenFlow specification included table configuration flags to select one of three 3
behaviour for handling table-misses (packet not matching any flows in the table). OpenFlow 1.3 replace
those limited flags with the table-miss flow entry, a special flow entry describing the behaviour on table
miss (EXT-108).

The table-miss flow entry uses standard OpenFlow instructions and actions to process table-miss packets,
this enables to use the full flexibility of OpenFlow in processing those packets. All previous behaviour
expressed by the table-miss config flags can be expressed using the table-miss flow entry. Many new
way of handling table-miss, such as processing table-miss with normal, can now trivially be described
by the OpenFlow protocol.

Remove table-miss config flags (EXT-108).

Define table-miss flow entry as the all wildcard, lowest priority flow entry (EXT-108).

Mandate support of the table-miss flow entry in every table to process table-miss packets (EXT-
108).

Add capabilities to describe the table-miss flow entry (EXT-123).

Change table-miss default to drop packets (EXT-119).

A.11.3 IPv6 Extension Header handling support

Add the ability of match the presence of common IPv6 extension headers, and some anomalous con-
ditions in IPv6 extension headers (EXT-38). A new OXM pseudo header field 0OXM_OF_IPV6_EXTHDR
enables to match the following conditions :

Hop-by-hop IPv6 extension header is present.

Router IPv6 extension header is present.

Fragmentation IPv6 extension header is present.

Destination options IPv6 extension headers is present.
Authentication IPv6 extension header is present.

Encrypted Security Payload IPv6 extension header is present.
No Next Header IPv6 extension header is present.

IPv6 extension headers out of preferred order.

Unexpected IPv6 extension header encountered.

A.11.4 Per flow meters

Add support for per-flow meters (EXT-14). Per-flow meters can be attached to flow entries and can
measure and control the rate of packets. One of the main applications of per-flow meters is to rate limit
packets sent to the controller.

The per-flow meter feature is based on a new flexible meter framework, which includes the ability to
describe complex meters through the use of multiple metering bands, metering statistics and capabilities.
Currently, only simple rate-limiter meters are defined over this framework. Support for color-aware
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meters, which support Diff-Serv style operation and are tightly integrated in the pipeline, was postponed
to a later release.

e Flexible meter framework based on per-flow meters and meter bands.
o Meter statistics, including per band statistics.

e Enable to attach meters flexibly to flow entries.

e Simple rate-limiter support (drop packets).

A.11.5 Per connection event filtering

Previous version of the specification introduced the ability for a switch to connect to multiple controllers
for fault tolerance and load balancing. Per connection event filtering improves the multi-controller
support by enabling each controller to filter events from the switch it does not want (EXT-120).

A new set of OpenFlow messages enables a controller to configure an event filter on its own connection
to the switch. Asynchronous messages can be filtered by type and reason. This event filter comes in
addition to other existing mechanisms that enable or disable asynchronous messages, for example the
generation of flow-removed events can be configured per flow. Each controller can have a separate filter
for the slave role and the master/equal role.

Add asynchronous message filter for each controller connection.
Controller message to set/get the asynchronous message filter.
Set default filter value to match OpenFlow 1.2 behaviour.
Remove OFPC_INVALID_TTL_TO_CONTROLLER config flag.

A.11.6 Auxiliary connections

In previous version of the specification, the channel between the switch and the controller is exclusively
made of a single TCP connection, which does not allow to exploit the parallelism available in most
switch implementations. OpenFlow 1.3 enables a switch to create auxiliary connections to supplement
the main connection between the switch and the controller (EXT-114). Auxiliary connections are mostly
useful to carry packet-in and packet-out messages.

Enable switch to create auxiliary connections to the controller.

Mandate that auxiliary connection can not exist when main connection is not alive.
Add auxiliary-id to the protocol to disambiguate the type of connection.

Enable auxiliary connection over UDP and DTLS.

A.11.7 MPLS BoS matching

A new OXM field 0XM_OF _MPLS_BOS has been added to match the Bottom of Stack bit (BoS) from the
MPLS header (EXT-85). The BoS bit indicates if other MPLS shim header are in the payload of the
present MPLS packet, and matching this bit can help to disambiguate case where the MPLS label is
reused across levels of MPLS encapsulation.
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A.11.8 Provider Backbone Bridging tagging

Add support for tagging packet using Provider Backbone Bridging (PBB) encapsulation (EXT-105).
This support enables OpenFlow to support various network deployment based on PBB, such as regular
PBB and PBB-TE.

e Push and Pop operation to add PBB header as a tag.
e New OXM field to match I-SID for the PBB header.

A.11.9 Rework tag order

In previous version of the specification, the final order of tags in a packet was statically specified. For
example, a MPLS shim header was always inserted after all VLAN tags in the packet. OpenFlow
1.3 removes this restriction, the final order of tags in a packet is dictated by the order of the tagging
operations, each tagging operation adds its tag in the outermost position (EXT-121).

Remove defined order of tags in packet from the specification.
Tags are now always added in the outermost possible position.
Action-list can add tags in arbitrary order.

Tag order is predefined for tagging in the action-set.

A.11.10 Tunnel-ID metadata

The logical port abstraction enables OpenFlow to support a wide variety of encapsulations. The tunnel-
id metadata OXM_OF_TUNNEL_ID is a new OXM field that expose to the OpenFlow pipeline metadata
associated with the logical port, most commonly the demultiplexing field from the encapsulation header
(EXT-107).

For example, if the logical port perform GRE encapsulation, the tunnel-id field would map to the GRE
key field from the GRE header. After decapsulation, OpenFlow would be able to match the GRE key
in the tunnel-id match field. Similarly, by setting the tunnel-id, OpenFlow would be able to set the
GRE key in an encapsulated packet.

A.11.11 Cookies in packet-in

A cookie field was added to the packet-in message (EXT-7). This field takes its value from the flow the
sends the packet to the controller. If the packet was not sent by a flow, this field is set to OxfFFTTTTT.

Having the cookie in the packet-in enables the controller to more efficiently classify packet-in, rather
than having to match the packet against the full flow table.

A.11.12 Duration for stats
A duration field was added to most statistics, including port statistics, group statistics, queue statistics

and meter statistics (EXT-102). The duration field enables to more accurately calculate packet and
byte rate from the counters included in those statistics.
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A.11.13 On demand flow counters

New flow-mod flags have been added to disable packet and byte counters on a per-flow basis. Disabling
such counters may improve flow handling performance in the switch.

A.11.14 Other changes

Fix a bug describing VLAN matching (EXT-145).

Flow entry description now mention priority (EXT-115).

Flow entry description now mention timeout and cookies (EXT-147).
Unavailable counters must now be set to all 1 (EXT-130).

Correctly refer to flow entry instead of rule (EXT-132).

Many other bug fixes, rewording and clarifications.

A.12 OpenFlow version 1.3.1

Release date : September 06, 2012
Wire Protocol : 0x04

Please refers to the bug tracking ID for more details on each change

A.12.1 Improved version negotiation

Prior versions of the OpenFlow specification included a simple scheme for version negotiation, picking
the lowest of the highest version supported by each side. Unfortunately this scheme does not work
properly in all cases, if both implementations don’t implement all versions up to their highest version,
the scheme can fail to negotiate a version they have in common (EXT-157).

The main change is adding a bitmap of version numbers in the Hello messages using during negotiation.
By having the full list of version numbers, negotiation can always negotiate the appropriate version if
one is available. This version bitmap is encoded in a flexible TLV format to retain future extensibility
of the Hello message.

List of features for Improved version negotiation :

e Hello Elements, new flexible TLV format for Hello message
e Optional version bitmap in Hello messages.
e Improve version negotiation using optional version bitmaps.

A.12.2 Other changes

Mandate that table-miss flow entry support drop and controller (EXT-158).
Clarify the mapping of encapsulation data in 0XM_OF_TUNNEL_ID (EXT-161).
Rules and restrictions for UDP connections (EXT-162).

Clarify virtual meters (EXT-165).

Remove reference to switch fragmentation - confusing (EXT-172).

Fix meter constant names to always be multipart (OFPST_ => OFPMT_) (EXT-184).
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OpenFlow Switch Specification Version 1.3.2

Add OFPG_x* definitions to spec (EXT-198).

Add ofp_instruction and ofp_table_feature_prop_header in spec text (EXT-200).
Bad error code in connection setup, must be OFPHFC_INCOMPATIBLE (EXT-201).
Instructions must be a multiple of 8 bytes in length (EXT-203).

Port status includes a reason, not a status (EXT-204).

Clarify usage of table config field (EXT-205).

Clarify that required match fields don’t need to be supported in every flow table (EXT-206).
Clarify that prerequisite does not require full match field support (EXT-206).

Include in the spec missing definitions from openflow.h (EXT-207).

Fix invalid error code OFPQCFC_EPERM -> OFPSCFC_EPERM (EXT-208).

Clarify PBB language about B-VLAN (EXT-215)

Fix inversion between source and destination ethernet addresses (EXT-215)

Clarify how to reorder group buckets, and associated group bucket clarifications (EXT-217).
Add disclaimer that release notes may not match specification (EXT-218)

Figure 1 still says ”Secure Channel” (EXT-222).

OpenFlow version must be calculated (EXT-223).

Meter band drop precedence should be increased, not reduced (EXT-225)

Fix ambiguous uses of may/can/should/must (EXT-227)

Fix typos (EXT-228)

Many typos (EXT-231)

A.13 OpenFlow version 1.3.2

Release date : April 25, 2013
Wire Protocol : 0x04

Please refers to the bug tracking ID for more details on each change

A.13.1 Changes

Mandate in OXM that 0-bits in mask must be 0-bits in value (EXT-238).

Allow connection initiated from one of the controllers (EXT-252).

Add clause on frame misordering to spec (EXT-259).

Set table features doesn’t generate flow removed messages (EXT-266).

Fix description of set table features error response (EXT-267).

Define use of generation_id in role reply messages (EXT-272).

Switch with only one flow table are not mandated to implement goto (EXT-280).

A.13.2 Clarifications

Clarify that MPLS Pop action uses Ethertype regardless of BOS bit (EXT-194).
Controller message priorities using auxiliary connections (EXT-240).

Clarify padding rules and variable size arrays (EXT-251).

Better description buffer-id in flow mod (EXT-257).

Semantic of OFPPS_LIVE (EXT-258).

Improve multipart introduction (EXT-263).
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Clarify set table features description (EXT-266).

Clarify meter flags and burst fields (EXT-270).

Clarify slave access rights (EXT-271).

Clarify that a switch can’t change a controller role (EXT-276).
Clarify roles of coexisting master and equal controllers (EXT-277).
Various typos and rewording (EXT-282, EXT-288, EXT-290)

Appendix B Credits

Spec contributions, in alphabetical order:

Anders Nygren, Ben Pfaff, Bob Lantz, Brandon Heller, Casey Barker, Curt Beckmann, Dan
Cohn, Dan Talayco, David Erickson, David McDysan, David Ward, Edward Crabbe, Fabian Schneider,
Glen Gibb, Guido Appenzeller, Jean Tourrilhes, Johann Tonsing, Justin Pettit, KK Yap, Leon
Poutievski, Lorenzo Vicisano, Martin Casado, Masahiko Takahashi, Masayoshi Kobayashi, Navindra
Yadav, Nick McKeown, Nico dHeureuse, Peter Balland, Rajiv Ramanathan, Reid Price, Rob Sherwood,
Saurav Das, Shashidhar Gandham, Tatsuya Yabe, Yiannis Yiakoumis, Zoltan Lajos Kis.
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Pitfalls for ISP-friendly P2P design

Michael Piatek™ Harsha V. Madhyastha'

ABSTRACT

Peer-to-peer file sharing applications have become enor-
mously popular over the past few years, coming to repre-
sent a large fraction of wide-area Internet traffic. A side
effect of this explosive growth has been an emerging tus-
sle between users, who want fast downloads, and ISPs,
whose flat-rate pricing business model is threatened by the
extreme volume of P2P traffic. Because ISP costs scale
with usage while their prices do not, many ISPs have at-
tempted to throttle or shut down P2P systems. Recently,
several researchers have proposed that this tussle is unnec-
essary, that small changes in client and/or protocol behav-
ior can lead to a “win-win" solution of better performance
for end-users with less wide-area traffic for ISPs. Using
a very large scale trace measurement of BitTorrent usage,
we find evidence that such a win-win outcome is unlikely
for at least one very popular P2P protocol.

1. INTRODUCTION

Peer-to-peer (P2P) networks have emerged as a power-
ful tool for building robust and scalable systems. Many
P2P systems are unmanaged, yet achieve high levels of
performance, scalability, and robustness through the use
of randomness in their communication pattern. Random-
ization increases path diversity and avoids bottlenecks, but
this robustness is not without cost. For example, the most
popular use of P2P today is for file sharing in networks
such as BitTorrent and eDonkey. Because files in these
networks are shared with a random selection of peers spread
across the globe, data being transferred often traverses mul-
tiple ISPs. The combination of the popularity of P2P ser-
vices and their inefficiency means that file sharing accounts
for a large portion of backbone ISP traffic [11}[21].

Network oblivious sharing increases costs for ISPs. As
demand increases on transit links, backbone ISPs are forced
to invest in increasing capacity. These costs are passed
on to edge ISPs that pay transit costs proportional to the
amount of interdomain traffic they generate. Many cus-
tomer facing ISPs, however, offer flat-rate pricing, forcing
them to absorb the costs externalized by P2P file sharing.
In response, some ISPs have elected to rate-limit or simply
block these “problem” protocols [4} [14], in turn leading
developers into an arms race to evade restrictions.

Recent research has suggested that this emerging tus-
sle between ISPs and their users can largely be avoided
through small changes in client and/or protocol behav-
ior. We call this class of techniques ISP-friendly in that
they reduce the burden of P2P applications on providers.
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Arvind Krishnamurthy* Thomas Anderson*
For example, the Ono system [3]] proposes that the Bit-
Torrent client be modified to prefer local peers, and the
P4P project [20] provides a way for ISPs to notify clients
which peers are preferred. Both claim that their designs
are “win-win” for both users and ISPs: download speeds
will improve and interdomain traffic will be reduced.

To validate these claims and quantitatively compare ISP-
friendly design strategies, we conducted a very large scale
measurement of BitTorrent usage. Our goal is to develop
data to guide system and protocol designers in shaping the
tussle space between users and their ISPs. Our measure-
ments span almost twenty thousand swarms (groups of
peers downloading the same file) encompassing nearly fif-
teen million unique IP addresses in total. By using simul-
taneous measurements of the Internet topology at scale,
we can determine how often data in each swarm would
transit the boundaries between ISPs. And indeed, we find
that, in an idealized setting, most of the interdomain P2P
traffic in our trace is unnecessary.

Our principal result, however, is that this benefit is diffi-
cult to achieve in practice. Specifically, we find the follow-
ing pitfalls to adapting BitTorrent to be ISP-friendly:

e Limited impact: Contrary to the published literature,
client-only optimizations to BitTorrent yield neither bet-
ter performance nor less interdomain traffic in the com-
mon case. Our traces show that BitTorrent clients usu-
ally have too few peers to find many in the same ISP.
To confirm this in the wild, we show that Ono reduces
interdomain traffic by less than 1% when connecting to
live swarms through a large residential ISP.

e Reduced performance and robustness: Optimizing
for locality alone degrades the structural robustness of
overlay topologies and, for many users, performance.
In constrast to random topologies, those optimized for
locality rely on fewer interdomain links to connect clus-
ters of local peers. Also, local peers are not always
faster, particularly for users in regions where asymmet-
ric bandwidth capacities are typical, e.g., the US.

o Conflicting interests: Reducing interdomain traffic re-
duces costs for some ISPs, while it reduces revenue for
others. We present trace data demonstrating that the
set of tier-1 ISPs have a strong incentive to strategi-
cally manipulate BitTorrent peering relationships, cre-
ating longer paths than necessary and potentially setting
up an arms race between ISPs.

In sum, the tussle over P2P traffic between users and
ISPs, and between ISPs themselves, is likely to continue.
We hope that these challenges will serve to motivate the
community to revisit the issue of ISP-friendly P2P design



from a holistic perspective, taking into account the inter-
ests of content providers, network operators, and users.

2. MEASUREMENT OVERVIEW

We are interested in understanding the interaction be-
tween file sharing and ISPs from an Internet wide per-
spective. An Internet wide perspective should include a
characterization of the many objects and the many net-
works involved in distribution. Thus, we use large-scale
measurements of both 1) membership in file sharing net-
works, i.e., which IPs are participating in which swarms,
and 2) the AS paths between those peers. For the latter,
we use measurements from the iPlane project [12], which
refreshes its atlas of the Internet topology daily. We next
describe our measurements of BitTorrent.

BitTorrent distributes large files by splitting them into
blocks and distributing blocks out-of-order from the data
source. Peers bootstrap into the overlay by contacting one
or more central servers, called trackers, which maintain a
list of active peers and provide a random subset of these
upon client request. We focus our attention on BitTorrent
because it is among the most popular P2P networks today
and represents a significant volume of Internet traffic.

To collect a sample of BitTorrent peers, we crawled a
set of well-known websites that aggregate .torrent meta-
data, downloading the set of 18,370 target swarms hosted
by those websites. Crawled swarms range in popularity
from new, popular swarms with tens of thousands of users
to those with few participants. Swarm metadata includes
the total size of the set of files to be downloaded, providing
us with the demand (in bytes) of each user in each swarm.
From a cluster of ten machines at the UW, we contacted
the trackers associated with each swarm repeatedly over
a one month period and requested membership informa-
tion. Because many BitTorrent trackers return only a small
subset of total available peers (~50), we made multiple
requests per swarm, one from each of our measurement
nodes, and repeated this query every 15 minutes (mem-
bership in each swarm was queried every ninety seconds,
on average). Over the course of a month, we observed
14,380,622 distinct IPs, with many occurring in multiple
swarms.

3. POTENTIAL REDUCTION IN INTER-
DOMAIN TRAFFIC

We first use our traces to analyze locality optimization
with cooperative users and complete topology informa-
tion. This is the best case for reducing interdomain traffic;
peers select paths to reduce traffic without regard to per-
formance, and each client has complete knowledge of all
other peers and AS-level paths to these peers. Of course,
individual network operators may have more complex traf-
fic engineering priorities, but reducing interdomain traffic
is a broadly shared goal. We consider four approaches for
peer selection at clients:

e Random: Matching with random existing users.

Percentage reduction

Method Lifetimes Small Large Overall
Shortest path 8 Hours 112 356 27.3
6 Days 309 51.6 43.6
8 Hours 4.1 23.6 17.0
Same-AS - gnays 178 419 326
Latency 8 Hours 4.7 22.1 16.2
6 Days 18.2 369 29.7

Table 1: Percentage reduction in interdomain traffic
relative to random peer matching.

e Latency: Matching users with least delays.

o Same-AS: Matching with users from the same AS when
possible. Otherwise, random selection.

e Shortest path: Matching with peers in order of ascend-
ing AS path length.

Random peering is the default behavior of BitTorrent
trackers, and it serves as our basis for comparison. Some
BitTorrent clients have been extended to use latency-based
heuristics for choosing among the random set of peers
available locally (e.g., [[10]). We evaluate the application
of a simple latency-based policy globally. Same-AS re-
flects ISP self-interest with respect to minimizing interdo-
main traffic, but without distinguishing between short in-
terdomain paths and those that are lengthy. Shortest path
attempts to minimize the use of interdomain links overall,
representing—in some sense—the common good.

We apply each heuristic during playback of our trace.
For each peer join event, we use our measurements to pre-
dict AS paths and latencies between the new user and ex-
isting peers. Candidate peers are rank ordered according
to the given metric and selected in order until the new peer
has either satisfied a connection requirement of 30 peers
or has exhausted existing peers. To make our analysis
tractable, we restrict our consideration to 1,000 randomly
sampled swarms from our overall trace for a week long
period. Subsequent trace analysis refers to this sample.

The main factor that controls locality in the BitTorrent
sharing workload is choice. Only when users have many
available sources from which to request data can they take
advantage of locality-aware peer matching. When there
are few available peers, users will exchange with anyone
that can provide needed data, regardless of locality. Choice
in a given swarm is determined by two properties: 1) the
swarm’s fundamental popularity and 2) peer lifetimes. Fun-
damental popularity refers to the total number of users in-
terested in a data object over its lifetime. If these users are
also persistent, i.e., they continue to share after a down-
load completes, many choices will be available.

We distinguish among these four cases in our analysis
as each has different traffic and locality properties. Specif-
ically, we perform the same trace playback using each dif-
ferent peer matching strategy and with peers having either
a 6 day or an 8 hour lifetime. Note that our trace method-
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Figure 1: The cumulative fraction of swarms with a
given average of interdomain transitions per-byte.

ology is unable to measure the actual peer lifetime, but
other measurements indicated that most BitTorrent clients
disconnect within a few hours after completing a down-
load. Hence the 6 day lifetime is designed to illustrate
what would happen if clients were incentivized to continue
sharing well past download completion. We further sepa-
rate these results into those for large, popular swarms (the
top 10%) and remaining smaller swarms.

Results for each of these trials are summarized in Ta-
ble[[l These results show across-the-board reductions in
interdomain traffic. The greatest benefit is achieved when
many choices are available; i.e., for popular swarms with
long-lived peers. Moreover, locality optimization is most
effective when using information about the underlying net-
work topology; latency is a poor predictor of the number
of interdomain crossings.

4. REDUCING INTERDOMAIN TRAFFIC
IN PRACTICE

The encouraging results of our trace replay are consis-
tent with published literature attesting to the benefits of
locality-aware peer selection. In practice, however, we
found these benefits difficult to achieve. In this section, we
report results of a real-world comparison of three methods
of reducing interdomain traffic.

From a measurement node connected via Comcast, a
popular US residential cable ISP, we joined a set of 32
popular, recently created candidate swarms drawn from
a popular BitTorrent aggregation website and performed

back-to-back downloads with instrumented BitTorrent clients.

Each download was performed four times with four differ-
ent peer selection strategies: 1) shortest AS path length,
2) minimum latency, 3) the Ono client plugin, and 4) un-
modified BitTorrent. To select peers with minimal AS path
length or latency, we use path predictions from iPlane [12].
Ono estimates whether two peers are local by measuring
the overlap in CDN replicas to which each node is di-
rected [3]], and peers with high CDN replica overlap are
considered local. Because Ono is a plugin for the Azureus
BitTorrent client that we use for all trials, we provide a
direct, apples-to-apples comparison. To limit the time be-
tween the first and last downloads of a given swarm, we
downloaded only the first 30 MB of each file.

Figure[T]compares the average interdomain transits per-
byte obtained from downloading candidate swarms with
each peer selection strategy. These results show the lim-
ited real world reduction in interdomain traffic realized by
a single locality-aware client today. The median value is
reduced from the unmodified baseline of 4.01 to 3.39 for
shortest AS path, a reduction of just 15% with a negligi-
ble difference in performance (not shown in graph). The
median ratio of download times between a client using
shortest AS path and unmodified peer selection is 0.98.
This is by design; we swap distant for local peers only
when the switch is expected to maintain or improve perfor-
mance. Our assumption is that users are unlikely to adopt
a locality-aware client that reduces performance, which is
arisk when optimizing for locality alone, a topic we return
to in the next section.

The impact of Ono on both performance and locality
is negligible. With respect to performance, the median
ratio of download times between Ono and an unmodified
Azureus BitTorrent client is 1.02. Figure[I|summarizes the
impact on interdomain traffic. The median weighted AS
path length for Ono is 3.99, versus 4.02 for the unmodified
client. Although these results might seem contradictory
given previously published measurements of Ono, the dif-
ference is simply one of presentation. While 33% of Ono-
recommended peers are within a single AS and download
rates increase by 31% for recommended paths, Ono’s end-
to-end benefit is limited by the vanishingly small fraction
of peers it recommends as “local”, even when applied to
new, popular swarms.

These results expose many pitfalls in adapting BitTor-
rent to be ISP-friendly.

o Client-only ISP-friendly designs suffer from the lack of
complete information regarding concurrent download-
ers. Maximizing efficiency depends on peer matching
with a global perspective, e.g., at the tracker.

e Download-and-depart behavior limits the potential for
reducing interdomain traffic. Increasing exploitable lo-
cality depends on users continuing to share even after
downloads complete. But, BitTorrent includes no in-
centives to do so.

e Even if local replicas exist, a client is likely to prefer
non-local peers that provide higher download rates. In
the next section, we consider the performance implica-
tions of optimizing for locality in isolation.

5. DOWNLOAD PERFORMANCE

Locality optimization exposes a performance tradeoff.
Without any effort to remain performance neutral, prefer-
ential exchange with local peers may reduce performance
for some users. The bandwidth capacity of BitTorrent
users is highly skewed, and the majority of total capacity
comes from a small minority of high capacity peers [7].
But, these peers are not uniformly distributed; clustering
peers globally on the basis of locality also tends to clus-
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Figure 2: The ratio of the capacity of each user’s set of
local peers when matched to minimize AS path length
length and randomly.
ter them by capacityEl Although the total amount of ca-
pacity remains unchanged, clustering high capacity peers
increases download rates for the high capacity minority
while reducing the overall average download rate per-user.

To make these issues concrete, we consider the poten-
tial change in download rates resulting from an idealized
shift to shortest AS path matching. We consider the 100
most popular swarms from our trace. For the set of ob-
served peers from each of these swarms, we simulated a
tracker that selected either 50 users at random or selected
50 users based on minimal AS path length. We assign ca-
pacities on a prefix level, using bandwidth measurements
of more than 100,000 BitTorrent users collected from pop-
ular swarms in 2006 [7]].

To express the change in per-user performance, we com-
pute the ratio of the average capacity of each client’s peers
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Figure 3: The cumulative fraction of swarms as a func-
tion of the fraction of edges removed to disconnect at
least half of peers in the overlay topology.
ordered by their popularity among the set of shortest paths
from all nodes. We then remove the most popular 1% of
these edges and repeat this process until at least half the
peers are disconnected from the largest connected compo-
nent. This metric measures the extent to which the robust-
ness of the overlay topology depends on a small minority
of crucial connections that have relatively low redundancy.

Figure |§| summarizes the results, showing the cumula-
tive distribution of the fraction of edge removals required
to disconnect half the overlay peers from the largest con-
nected component. The median fraction of removals re-
quired decreases from the random baseline of 0.75 to 0.45
for a latency-based overlay. Using either same-AS or short-
est path preferences results in more resilience but still falls
short of the robustness of a randomly constructed overlay.
This data reflects the varying impact of locality-aware se-

when matched to minimize AS path length and when matched lection depending on the type of swarm. Each selection

randomly. A ratio greater than 1 implies that the average
capacity of peers per-user increases when using shortest
AS path matching and a ratio less than 1 implies that aver-
age capacity decreases. The distribution of these ratios is
shown in Figure[2] These results show that for the major-
ity of peers in the majority of swarms, the total capacity of
their peers is greater under random matching than under
shortest AS path matching. One might expect the median
ratio of average download rate to be 1; i.e., for each peer in
a swarm, some nearby peers will be slower, but others will
faster. Instead, the median ratio is 0.15. This is because
most BitTorrent peers from popular swarms in our trace
come from the United States, while most capacity comes
from comparatively high bandwidth peers in Europe.

6. STRUCTURAL ROBUSTNESS

To what extent does locality-aware peer selection de-
grade the resilience of the overlay graph? Unfortunately,
there is no standard metric for quantifying the robustness
of a network topology. We apply the following heuristic.
For each peer in a swarm, we compute the shortest path
in the overlay graph to all other nodes. Next, edges are

IBitTorrent’s tit-for-tat policy attempts to achieve bandwidth
matching locally by choosing among a subset of peers, but its
effectiveness is limited by a partial view of potential peers, slow
convergence, and churn [15].

strategy sometimes constructs overlays much more easily
disconnected than random pairing (y-axis < 0.1). These
generally correspond to very popular swarms with signif-
icant exploitable locality amenable to a particular selec-
tion strategy. Also, for very unpopular swarms (y-axis >
0.9), the selection strategy has little influence on robust-
ness since choice among peers is so limited.

7. STRATEGIC ISPS

So far, we have considered ISPs as cooperating to achieve
a common goal: reducing interdomain traffic. In practice,
ISP-friendliness is not well-defined. Individual ISPs may
have specific traffic engineering goals within their network
that are not taken into account by our analysis. And, while
minimizing interdomain traffic may represent the common
good, individual ISPs derive little benefit from minimizing
AS path length once traffic exits their network.

More fundamentally, what is friendly to one ISP may be
unfriendly to another, as ISPs themselves have commer-
cial relationships with each other that are strongly affected
by user choices. Tier-1 ASes would prefer more interdo-
main traffic, not less, since their customers pay for transit
traffic. For ASes with customers that pay based on peak
usage or per-byte, an increase in locality means a likely
reduction in revenue. This raises the question: can an ISP
increase its revenue by influencing the file sharing choices
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Figure 4: Strategic peer matching. Circles denote P2P users and dashed lines represent monetized paths.

made by its clients, and how much of an impact would that
have on global efficiency?

We next examine the following questions: 1) What
mechanisms can a strategic ISP use to influence sharing
among BitTorrent users? and 2) what is the impact of
strategic ISP behavior on efficiency? We find that oppor-
tunities for subverting locality to increase revenue are fre-
quent. Strategic behavior increases average path lengths
relative to shortest AS path matching by 72.6%.
Matching strategy: Generally, a strategic AS would pre-
fer that its users connect to other P2P users in other ASes
according to its default BGP policy: with its 1) customers,
2) other users in its AS or peer ASes, or 3) users reach-
able through its provider(s), in decreasing order of prefer-
ence. If the strategic AS is not a tier-1, clearly any match
which requires transit on its provider links (case 3) should
be avoided if possible. Alternatively, if the strategic AS
can induce P2P users in its customer ASes to send and
receive additional traffic through other customers (case 1),
such matches are preferable as they may generate revenue.
If such profitable matches cannot be found, matches that
are made should prefer P2P users within the strategic AS
or its peer ASes (case 2) and avoid the provider link. How
might a strategic ISP implement this policy?

e In the case of BitTorrent, if the ISP hosts the tracker or
can mandate the use of a particular client, it can imple-
ment a strategic policy directly.

o If a P2P network supports ISP-provided hints about which
paths are ISP-friendly, as suggested by P4P [20] or the
recently proposed ALTO/BGP IETF draft [[16], a strate-
gic ISP can explicitly mark peers on revenue generating
paths as ISP-friendly regardless of locality.

o If the ISP can shape traffic on its network, it can indi-
rectly induce profitable sharing by making revenue gen-
erating paths fast and expensive paths slow. By design,
BitTorrent attempts to discover (and use) fast paths.

Although the strategic policy that we apply will never
cause a strategic AS to lose revenue, it does not guarantee
that each connection with a customer results in revenue
gain. This depends on the circumstances of the customer.
Figure [4] shows two typical cases: (a) when the strategic
AS is the customer’s only provider and default route, and
(b) when the customer AS is multi-homed.

Single-homed: In (a), we compare strategic and locality
aware matching. At left, P2P users in both provider and
customer prefer local peers to minimize path length and
interdomain traffic. Although several connections transit
the provider, more revenue can potentially be generated by
inducing local peers to connect to remote ones, as shown
at the right of (a). In this case, P2P users in the provider
AS are directed to connect preferentially to users of its
customer AS. In this case, the monetized paths result in
a net traffic gain. However, because most demand is un-
likely to be satisfied by intradomain users, the potential
for gain is limited. Most of the P2P traffic will traverse
the provider regardless.

Multi-homed: For multi-homed customers (b), a strategic
provider benefits by competing for transit P2P traffic from
its customer, increasing the chance that a monetized path
will generate billable traffic. Each customer connection
represents billable data that may have been routed through
another provider. In this case, a strategic ISP should try
to induce users in a customer AS to communicate with its
P2P users rather than those of an another provider.

In general, strategic ASes may not know detailed in-

formation about the routing policies of their customers,
and so should be strategic with respect to all customers
whether singly or multiply homed.
Efficiency loss: The strategic policy we apply avoids lo-
cal peers, leading to longer AS path lengths on average.
We quantify the extent of this increase by replaying our
BitTorrent trace and choosing a target, strategic AS. For
comparison, we record path lengths using the previously
described shortest AS path and latency matching meth-
ods as well as random matching. When making strategic
matches, we apply AS relationship data from CAIDA to
predicted paths. While we report results for a single, large
AS, similar trials for other ASes yield similar results.

Table 2] gives the overall efficiency loss for each method
relative to shortest AS path and the overall efficiency gain
relative to random matching. On the whole, strategic be-
havior results in an increase in interdomain paths by 72.6%
relative to shortest path matching, with most of that in-
crease resulting in revenue for the strategic ISP.

8. RELATED WORK
There have been various measurement studies of the
traffic generated by P2P systems and evaluations of ways



% reduction rela- | % increase rel-
tive to random ative to shortest
AS path
Shortest
AS-path 514 0.0
Latency 40.7 21.9
Strategic 16.1 72.6

Table 2: Percentage change in AS path lengths relative
to random and shortest AS path based peer matching.

to mitigate the resulting load. Saroiu et al. [[17] and Gum-
madi et al. [6] examine the Gnutella and Kazaa work-
loads, document the increasing popularity of P2P systems,
study the impact of caching and the potential for band-
width savings of a locality aware mechanism. Sen and
Wang 18] perform trace analysis of P2P traffic along the
border routers of a single ISP and provide data that sug-
gests that application-level traffic engineering might help.

Other researchers have studied the interactions between
P2P systems and ISPs. Karagiannis et al. [§] study the
impact of peer-assisted content distribution on ISPs. Also
related to our work are efforts that examine whether ISPs
and P2P systems can work together to perform traffic engi-
neering and propose various solutions to achieve the nec-
essary cooperation. For instance, Keralapura et al. [9]
show that P2P systems could have an adverse impact on
the stability of traffic engineering techniques currently used
by ISPs in the absence of cooperation. Aggarwal et al. 1]
and Bindal et al. [2] propose that ISPs use “oracles” to
recommend peerings that are locality preserving.

The notion of ISPs manipulating existing protocols to
accomplish traffic engineering goals or for strategic ben-
efit has also received attention by researchers. Wang et
al. report widespread use of path prepending to influence
routing [[19]. Mahajan et al. suggest additional protocol
mechanisms by which ISPs coordinate their actions to over-
come common inefficiencies in interdomain routing [[13]],
but efficient outcomes depend on mutual trust between
ISPs. More recently, Goldberg et al. [5] examine the in-
centives for ISPs to manipulate routing announcements
to attract generic revenue-generating traffic and find that
ensuring honesty likely requires substantial restriction in
policy freedom. We apply similar ideas to the interaction
between ISPs and P2P applications and quantify the po-
tential for increasing revenue with measured workloads.

9. CONCLUSION

P2P systems and ISP operators currently have an ad-
versarial relationship. The random matching of senders
and receivers typical of current P2P file sharing networks
generates significant amounts of interdomain traffic that
increases costs for ISPs. In this paper, we have reported
measurements of BitTorrent file sharing and network-level
paths, examining the potential for locality-awareness to
align the interests of users and ISPs. We find that while
locality exists, simple heuristics are not sufficient to fully

exploit it and may hamper network robustness. Further,
large ISPs that provide transit service derive revenue from
today’s P2P file sharing patterns suggesting that systems
designed to discover locality should not expect universal
cooperation from ISPs.
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A Survey of Software-Defined Networking: Past,
Present, and Future of Programmable Networks
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Abstract—The idea of programmable networks has recently
re-gained considerable momentum due to the emergence of
the Software-Defined Networking (SDN) paradigm. SDN, often
referred to as a “radical new idea in networking”, promises
to dramatically simplify network management and enable in-
novation through network programmability. This paper surveys
the state-of-the-art in programmable networks with an emphasis
on SDN. We provide a historic perspective of programmable
networks from early ideas to recent developments. Then we
present the SDN architecture and the OpenFlow standard in
particular, discuss current alternatives for implementation and
testing of SDN-based protocols and services, examine current
and future SDN applications, and explore promising research
directions based on the SDN paradigm.

Index Terms—Software-Defined Networking, programmable
networks, survey, data plane, control plane, virtualization.

I. INTRODUCTION

OMPUTER networks are typically built from a large
number of network devices such as routers, switches and
numerous types of middleboxes (i.e., devices that manipulate
traffic for purposes other than packet forwarding, such as a
firewall) with many complex protocols implemented on them.
Network operators are responsible for configuring policies to
respond to a wide range of network events and applications.
They have to manually transform these high level-policies into
low-level configuration commands while adapting to changing
network conditions. And often they need to accomplish these
very complex tasks with access to very limited tools. As a
result, network management and performance tuning is quite
challenging and thus error-prone. The fact that network devices
are usually vertically-integrated black boxes exacerbates the
challenge network operators and administrators face.
Another almost unsurmountable challenge network practi-
tioners and researchers face has been referred to as “Internet
ossification”. Because of its huge deployment base and the
fact it is considered part of our society’s critical infrastructure
(just like transportation and power grids), the Internet has
become extremely difficult to evolve both in terms of its phys-
ical infrastructure as well as its protocols and performance.
However, as current and emerging Internet applications and
services become increasingly more complex and demanding,
it is imperative that the Internet be able to evolve to address
these new challenges.
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The idea of “programmable networks” has been proposed as
a way to facilitate network evolution. In particular, Software
Defined Networking (SDN) is a new networking paradigm
in which the forwarding hardware is decoupled from con-
trol decisions. It promises to dramatically simplify network
management and enable innovation and evolution. The main
idea is to allow software developers to rely on network
resources in the same easy manner as they do on storage
and computing resources. In SDN, the network intelligence is
logically centralized in software-based controllers (the control
plane), and network devices become simple packet forwarding
devices (the data plane) that can be programmed via an open
interface (e.g., ForCES [1], OpenFlow [2], etc).

SDN is currently attracting significant attention from both
academia and industry. A group of network operators, ser-
vice providers, and vendors have recently created the Open
Network Foundation [3], an industrial-driven organization, to
promote SDN and standardize the OpenFlow protocol [2]. On
the academic side, the OpenFlow Network Research Center [4]
has been created with a focus on SDN research. There have
also been standardization efforts on SDN at the IETF and IRTF
and other standards producing organizations.

The field of software defined networking is quite recent,
yet growing at a very fast pace. Still, there are important
research challenges to be addressed. In this paper, we survey
the state-of-the-art in programmable networks by providing a
historic perspective of the field and also describing in detail
the SDN paradigm and architecture. The paper is organized
as follows: in Section II, it begins by describing early efforts
focusing on programmable networks. Section III provides an
overview of SDN and its architecture. It also describes the
OpenFlow protocol. Section IV describes existing platforms
for developing and testing SDN solutions including emulation
and simulation tools, SDN controller implementations, as well
as verification and debugging tools. In Section V, we discuss
several SDN applications in areas such as data centers and
wireless networking. Finally, Section VI discusses research
challenges and future directions.

II. EARLY PROGRAMMABLE NETWORKS

SDN has great potential to change the way networks oper-
ate, and OpenFlow in particular has been touted as a “radical
new idea in networking” [5]. The proposed benefits range
from centralized control, simplified algorithms, commoditizing
network hardware, eliminating middleboxes, to enabling the
design and deployment of third-party ‘apps’.

While OpenFlow has received considerable attention from
industry, it is worth noting that the idea of programmable



networks and decoupled control logic has been around for
many years. In this section, we provide an overview of early
programmable networking efforts, precursors to the current
SDN paradigm that laid the foundation for many of the ideas
we are seeing today.

a) Open Signaling: The Open Signaling (OPENSIG)
working group began in 1995 with a series of workshops
dedicated to “making ATM, Internet and mobile networks
more open, extensible, and programmable” [6]. They believed
that a separation between the communication hardware and
control software was necessary but challenging to realize; this
is mainly due to vertically integrated switches and routers,
whose closed nature made the rapid deployment of new
network services and environments impossible. The core of
their proposal was to provide access to the network hardware
via open, programmable network interfaces; this would allow
the deployment of new services through a distributed program-
ming environment.

Motivated by these ideas, an IETF working group was
created, which led to the specification of the General Switch
Management Protocol (GSMP) [7], a general purpose pro-
tocol to control a label switch. GSMP allows a controller
to establish and release connections across the switch, add
and delete leaves on a multicast connection, manage switch
ports, request configuration information, request and delete
reservation of switch resources, and request statistics. The
working group is officially concluded and the latest standards
proposal, GSMPv3, was published in June 2002.

b) Active Networking: Also in the mid 1990s, the
Active Networking [8], [9] initiative proposed the idea of
a network infrastructure that would be programmable for
customized services. There were two main approaches being
considered, namely: (1) user-programmable switches, with in-
band data transfer and out-of-band management channels;
and (2) capsules, which were program fragments that could
be carried in user messages; program fragments would then
be interpreted and executed by routers. Despite considerable
activity it motivated, Active Networking never gathered crit-
ical mass and transferred to widespread use and industry
deployment, mainly due to practical security and performance
concerns [10].

c) DCAN: Another initiative that took place in the
mid 1990s is the Devolved Control of ATM Networks
(DCAN) [11]. The aim of this project was to design and
develop the necessary infrastructure for scalable control and
management of ATM networks. The premise is that control and
management functions of the many devices (ATM switches in
the case of DCAN) should be decoupled from the devices
themselves and delegated to external entities dedicated to that
purpose, which is basically the concept behind SDNs. DCAN
assumes a minimalist protocol between the manager and the
network, in the lines of what happens today in proposals such
as OpenFlow. More on the DCAN project can be found at [12].

Still in the lines of SDNs and the proposed decoupling of
control and data plane over ATM networks, amongst others,
in the work proposed in [13] multiple heterogeneous control
architectures are allowed to run simultaneously over single
physical ATM network by partitioning the resources of that

switch between those controllers.

d) 4D Project: Starting in 2004, the 4D project [14],
[15], [16] advocated a clean slate design that emphasized
separation between the routing decision logic and the pro-
tocols governing the interaction between network elements.
It proposed giving the “decision” plane a global view of the
network, serviced by a “dissemination” and “discovery” plane,
for control of a “data” plane for forwarding traffic. These ideas
provided direct inspiration for later works such as NOX [17],
which proposed an “operating system for networks” in the
context of an OpenFlow-enabled network.

e¢) NETCONF: In 2006, the IETF Network Configu-
ration Working Group proposed NETCONF [18] as a man-
agement protocol for modifying the configuration of network
devices. The protocol allowed network devices to expose an
API through which extensible configuration data could be sent
and retrieved.

Another management protocol, widely deployed in the past
and used until today, is the SNMP [19]. SNMP was proposed
in the late 80’s and proved to be a very popular network
management protocol, which uses the Structured Management
Interface (SMI) to fetch data contained in the Management
Information Base (MIB). It could be used as well to change
variables in the MIB in order to modify configuration settings.
It later became apparent that in spite of what it was originally
intended for, SNMP was not being used to configure network
equipment, but rather as a performance and fault monitoring
tool. Moreover, multiple shortcomings were detected in the
conception of SNMP, the most notable of which was its lack
of strong security. This was addressed in a later version of the
protocol.

NETCONEF, at the time it was proposed by IETF, was
seen by many as a new approach for network management
that would fix the aforementioned shortcomings in SNMP.
Although the NETCONF protocol accomplishes the goal of
simplifying device (re)configuration and acts as a building
block for management, there is no separation between data
and control planes. The same can be stated about SNMP.
A network with NETCONF should not be regarded as fully
programmable as any new functionality would have to be
implemented at both the network device and the manager so
that any new functionality can be provided; furthermore, it is
designed primarily to aid automated configuration and not for
enabling direct control of state nor enabling quick deployment
of innovative services and applications. Nevertheless, both
NETCONF and SNMP are useful management tools that
may be used in parallel on hybrid switches supporting other
solutions that enable programmable networking.

The NETCONF working group is currently active and the
latest proposed standard was published in June 2011.

f) Ethane: The immediate predecessor to OpenFlow was
the SANE / Ethane project [20], which, in 2006, defined
a new architecture for enterprise networks. Ethane’s focus
was on using a centralized controller to manage policy and
security in a network. A notable example is providing identity-
based access control. Similar to SDN, Ethane employed two
components: a controller to decide if a packet should be
forwarded, and an Ethane switch consisting of a flow table



and a secure channel to the controller.

Ethane laid the foundation for what would become
Software-Defined Networking. To put Ethane in the context of
today’s SDN paradigm, Ethane’s identity-based access control
would likely be implemented as an application on top of an
SDN controller such as NOX [17], Maestro [21], Beacon [22],
SNAC [23], Helios [24], etc.

III. SOFTWARE-DEFINED NETWORKING
ARCHITECTURE

Data communication networks typically consist of end-
user devices, or hosts interconnected by the network infras-
tructure. This infrastructure is shared by hosts and employs
switching elements such as routers and switches as well as
communication links to carry data between hosts. Routers and
switches are usually “closed” systems, often with limited-
and vendor-specific control interfaces. Therefore, once de-
ployed and in production, it is quite difficult for current
network infrastructure to evolve; in other words, deploying
new versions of existing protocols (e.g., IPv6), not to mention
deploying completely new protocols and services is an almost
insurmountable obstacle in current networks. The Internet,
being a network of networks, is no exception.

As mentioned previously, the so-called Internet “ossifica-
tion” [2] is largely attributed to the tight coupling between the
data— and control planes which means that decisions about
data flowing through the network are made on-board each
network element. In this type of environment, the deployment
of new network applications or functionality is decidedly non-
trivial, as they would need to be implemented directly into
the infrastructure. Even straightforward tasks such as config-
uration or policy enforcement may require a good amount
of effort due to the lack of a common control interface to
the various network devices. Alternatively, workarounds such
as using “middleboxes” (e.g., firewalls, Intrusion Detection
Systems, Network Address Translators, etc.) overlayed atop
the underlying network infrastructure have been proposed and
deployed as a way to circumvent the network ossification
effect. Content Delivery Networks (CDNs) [25] are a good
example.

Software-Defined Networking was developed to facilitate
innovation and enable simple programmatic control of the
network data-path. As visualized in Figure 1, the separation of
the forwarding hardware from the control logic allows easier
deployment of new protocols and applications, straightforward
network visualization and management, and consolidation of
various middleboxes into software control. Instead of enforc-
ing policies and running protocols on a convolution of scat-
tered devices, the network is reduced to “simple” forwarding
hardware and the decision-making network controller(s).

A. Current SDN Architectures

In this section, we review two well-known SDN architec-
tures, namely ForCES [1] and Openflow [2]. Both OpenFlow
and ForCES follow the basic SDN principle of separation
between the control and data planes; and both standardize
information exchange between planes. However, they are
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Fig. 1. The SDN architecture decouples control logic from the forwarding
hardware, and enables the consolidation of middleboxes, simpler policy
management, and new functionalities. The solid lines define the data-plane
links and the dashed lines the control-plane links.

technically very different in terms of design, architecture,
forwarding model, and protocol interface.

1) ForCES: The approach proposed by the IETF ForCES
(Forwarding and Control Element Separation) Working Group,
redefines the network device’s internal architecture having
the control element separated from the forwarding element.
However, the network device is still represented as a single
entity. The driving use case provided by the working group
considers the desire to combine new forwarding hardware with
third-party control within a single network device. Thus, the
control and data planes are kept within close proximity (e.g.,
same box or room). In contrast, the control plane is ripped
entirely from the network device in “OpenFlow-like” SDN
systems.

ForCES defines two logic entities called the Forwarding
Element (FE) and the Control Element (CE), both of which
implement the ForCES protocol to communicate. The FE
is responsible for using the underlying hardware to provide
per-packet handling. The CE executes control and signaling
functions and employs the ForCES protocol to instruct FEs on
how to handle packets. The protocol works based on a master-
slave model, where FEs are slaves and CEs are masters.

An important building block of the ForCES architecture is
the LFB (Logical Function Block). The LFB is a well-defined
functional block residing on the FEs that is controlled by CEs
via the ForCES protocol. The LFB enables the CEs to control
the FEs’ configuration and how FEs process packets.

ForCES has been undergoing standardization since 2003,
and the working group has published a variety of documents
including: an applicability statement, an architectural frame-
work defining the entities and their interactions, a modeling
language defining the logical functions within a forwarding
element, and the protocol for communication between the
control and forwarding elements within a network element.
The working group is currently active.
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2) OpenFlow: Driven by the SDN principle of decoupling
the control and data forwarding planes, OpenFlow [2], like
ForCES, standardizes information exchange between the two
planes.

In the OpenFlow architecture, illustrated in Figure 2, the
forwarding device, or OpenFlow switch, contains one or more
flow tables and an abstraction layer that securely communi-
cates with a controller via OpenFlow protocol. Flow tables
consist of flow entries, each of which determines how packets
belonging to a flow will be processed and forwarded. Flow
entries typically consist of: (1) match fields, or matching
rules, used to match incoming packets; match fields may
contain information found in the packet header, ingress port,
and metadata; (2) counters, used to collect statistics for the
particular flow, such as number of received packets, number
of bytes and duration of the flow; and (3) a set of instructions,
or actions, to be applied upon a match; they dictate how to
handle matching packets.

Upon a packet arrival at an OpenFlow switch, packet header
fields are extracted and matched against the matching fields
portion of the flow table entries. If a matching entry is
found, the switch applies the appropriate set of instructions,
or actions, associated with the matched flow entry. If the flow
table look-up procedure does not result on a match, the action
taken by the switch will depend on the instructions defined
by the rable-miss flow entry. Every flow table must contain a
table-miss entry in order to handle table misses. This particular
entry specifies a set of actions to be performed when no
match is found for an incoming packet, such as dropping the
packet, continue the matching process on the next flow table,
or forward the packet to the controller over the OpenFlow
channel. It is worth noting that from version 1.1 OpenFlow
supports multiple tables and pipeline processing. Another
possibility, in the case of hybrid switches, i.e., switches that
have both OpenFlow— and non-OpenFlow ports, is to forward
non-matching packets using regular IP forwarding schemes.

The communication between controller and switch happens
via OpenFlow protocol, which defines a set of messages that

can be exchanged between these entities over a secure channel.
Using the OpenFlow protocol a remote controller can, for
example, add, update, or delete flow entries from the switch’s
flow tables. That can happen reactively (in response to a packet
arrival) or proactively.

3) Discussion: In [26], the similarities and differences
between ForCES and OpenFlow are discussed. Among the
differences, they highlight the fact that the forwarding model
used by ForCES relies on the Logical Function Blocks (LFBs),
while OpenFlow uses flow tables. They point out that in
OpenFlow actions associated with a flow can be combined
to provide greater control and flexibility for the purposes
of network management, administration, and development. In
ForCES the combination of different LFBs can also be used
to achieve the same goal.

We should also re-iterate that ForCES does not follow the
same SDN model underpinning OpenFlow, but can be used
to achieve the same goals and implement similar functional-
ity [26].

The strong support from industry, research, and academia
that the Open Networking Foundation (ONF) and its SDN
proposal, OpenFlow, has been able to gather is quite impres-
sive. The resulting critical mass from these different sectors
has produced a significant number of deliverables in the form
of research papers, reference software implementations, and
even hardware. So much so that some argue that OpenFlow’s
SDN architecture is the current SDN de-facto standard. In
line with this trend, the remainder of this section focuses on
OpenFlow’s SDN model. More specifically, we will describe
the different components of the SDN architecture, namely:
the switch, the controller, and the interfaces present on the
controller for communication with forwarding devices (south-
bound communication) and network applications (northbound
communication). Section IV also has an OpenFlow focus as it
describes existing platforms for SDN development and testing,
including emulation and simulation tools, SDN controller im-
plementations, as well as verification and debugging tools. Our
discussion of future SDN applications and research directions
is more general and is SDN architecture agnostic.

B. Forwarding Devices

The underlaying network infrastructure may involve a num-
ber of different physical network equipment, or forwarding
devices such as routers, switches, virtual switches, wireless
access points, to name a few. In a software-defined network,
such devices are often represented as basic forwarding hard-
ware accessible via an open interface at an abstraction layer, as
the control logic and algorithms are off-loaded to a controller.
Such forwarding devices are commonly referred to, in SDN
terminology, simply as “switches”, as illustrated in Figure 3.

In an OpenFlow network, switches come in two vari-
eties: pure and hybrid. Pure OpenFlow switches have no
legacy features or on-board control, and completely rely on a
controller for forwarding decisions. Hybrid switches support
OpenFlow in addition to traditional operation and protocols.
Most commercial switches available today are hybrids.



1) Processing Forwarding Rules: Flow-based SDN archi-
tectures such as OpenFlow may utilize additional forwarding
table entries, buffer space, and statistical counters that are
difficult to implement in traditional ASIC switches. Some
recent proposals [27], [28] have advocated adding a general-
purpose CPU, either on-switch or nearby, that may be used
to supplement or take over certain functions and reduce the
complexity of the ASIC design. This would have the added
benefit of allowing greater flexibility for on-switch processing
as some aspects would be software-defined.

In [29], network processor based acceleration cards were
used to perform OpenFlow switching. They proposed and
described the design options and reported results that showed a
20% reduction on packet delay. In [30], an architectural design
to improve look-up performance of OpenFlow switching in
Linux was proposed. Preliminary results reported showed a
packet switching throughput increase of up to 25% com-
pared to the throughput of regular software-based OpenFlow
switching. Another study on data-plane performance over
Linux based Openflow switching was presented in [31], which
compared OpenFlow switching, layer-2 Ethernet switching
and layer-3 IP routing performance. Fairness, forwarding
throughput and packet latency in diverse load conditions were
analyzed. In [32], a basic model for the forwarding speed
and blocking probability of an OpenFlow switch was derived,
while the parameters for the model were drawn from mea-
surements of switching times of current OpenFlow hardware,
combined with an OpenFlow controller.

2) Installing Forwarding Rules: Another issue regarding
the scalability of an OpenFlow network is memory limitation
in forwarding devices. OpenFlow rules are more complex
than forwarding rules in traditional IP routers. They support
more flexible matchings and matching fields and also differ-
ent actions to be taken upon packet arrival. A commodity
switch normally supports between a few thousand up to tens
of thousands forwarding rules [33]. Also, Ternary Content-
Addressable Memory (TCAM) has been used to support
forwarding rules, which can be expensive and power-hungry.
Therefore, the rule space is a bottleneck to the scalability of
OpenFlow, and the optimal use of the rule space to serve
a scaling number of flow entries while respecting network
policies and constraints is a challenging and important topic.

Some proposals address memory limitations in OpenFlow
switches. Devoflow [34] is an extension to OpenFlow for high-
performance networks. It handles mice flows (i.e. short flows)
at the OpenFlow switch and only invokes the controller in
order to handle elephant flows (i.e larger flows). The per-
formance evaluation conducted in [34] showed that Devoflow
uses 10 to 53 times less flow table space. In DIFANE [35],
“ingress” switches redirect packets to “authority” switches that
store all the forwarding rules while ingress switches cache
flow table rules for future use. The controller is responsible
for partitioning rules over authority switches.

Palette [36] and One Big Switch [37] address the rule
placement problem. Their goal is to minimize the number
of rules that need to be installed in forwarding devices and
use end-to-end policies and routing policies as input to a rule
placement optimizer. End-to-end policies consist of a set of
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Fig. 3. The separated control logic can be viewed as a network operating
system, upon which applications can be built to “program” the network.

prioritized rules dictating, for example, access control and
load balancing, while viewing the whole network as a single
virtual switch. Routing policies, on the other hand, dictate
through what paths traffic should flow in the network. The
main idea in Palette is to partition end-to-end policies into
sub tables and then distribute them over the switches. Their
algorithm consists of two steps: determine the number k& of
tables needed and then partition the rules set over k tables.
One Big Switch, on the other hand, solves the rule placement
problem separately for each path, choosing the paths based on
network metrics (e.g. latency, congestion and bandwidth), and
then combining the result to reach a global solution.

C. The Controller

The decoupled system has been compared to an operating
system [17], in which the controller provides a programmatic
interface to the network. That can be used to implement
management tasks and offer new functionalities. A layered
view of this model is illustrated in Figure 3. This abstraction
assumes the control is centralized and applications are written
as if the network is a single system. It enables the SDN
model to be applied over a wide range of applications and
heterogeneous network technologies and physical media such
as wireless (e.g. 802.11 and 802.16), wired (e.g. Ethernet) and
optical networks.

As a practical example of the layering abstraction accessible
through open application programming interfaces (APIs), Fig-
ure 4 illustrates the architecture of an SDN controller based on
the OpenFlow protocol. This specific controller is a fork of the
Beacon controller [22] called Floodlight [38]. In this figure it
is possible to observe the separation between the controller and
the application layers. Applications can be written in Java and
can interact with the built-in controller modules via a JAVA
API. Other applications can be written in different languages
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Fig. 4. The Floodlight architecture as an example of an OpenFlow controller.

and interact with the controller modules via the REST APIL
This particular example of an SDN controller allows the
implementation of built-in modules that can communicate
with their implementation of the OpenFlow controller (i.e.
OpenFlow Services). The controller, on the other hand, can
communicate with the forwarding devices via the OpenFlow
protocol through the abstraction layer present at the forwarding
hardware, illustrated in Figure 3.

While the aforementioned layering abstractions accessible
via open APIs allow the simplification of policy enforce-
ment and management tasks, the bindings must be closely
maintained between the control and the network forwarding
elements. The choices made while implementing such layering
architectures can dramatically influence the performance and
scalability of the network. In the following, we address some
such scalability concerns and go over some proposals that aim
on overcoming these challenges. We leave a more detailed
discussion on the application layer and the implementation of
services and policy enforcement to Section VI-C.

1) Control Scalability: An initial concern that arises when
offloading control from the switching hardware is the scalabil-
ity and performance of the network controller(s). The original
Ethane [20] controller, hosted on a commodity desktop ma-
chine, was tested to handle up to 11,000 new flow requests per
second and responded within 1.5 milliseconds. A more recent
study [39] of several OpenFlow controller implementations
(NOX-MT, Maestro, Beacon), conducted on a larger emulated
network with 100,000 endpoints and up to 256 switches, found
that all were able to handle at least 50,000 new flow requests
per second in each of the tested scenarios. On an eight-
core machine, the multi-threaded NOX-MT implementation
handled 1.6 million new flow requests per second with an
average response time of 2 milliseconds. As the results show,
a single controller is able to handle a surprising number of new
flow requests, and should be able to manage all but the largest
networks. Furthermore, new controllers under development

such as McNettle [40] target powerful multicore servers and
are being designed to scale up to large data center workloads
(around 20 million flows requests per second and up to 5000
switches). Nonetheless, multiple controllers may be used to
reduce latency or increase fault tolerance.

A related concern is the controller placement problem [41],
which attempts to determine both the optimal number of
controllers and their location within the network topology,
often choosing between optimizing for average and worst
case latency. The latency of the link used for communication
between controller and switch is of great importance when
dimensioning a network or evaluating its performance [34].
That was one of the main motivations behind the work in [42]
which evaluated how the controller and the network perform
with bandwidth and latency issues on the control link. This
work concludes that bandwidth in the control link arbitrates
how many flows can be processed by the controller, as well
as the loss rate when under saturation conditions. The switch-
to-control latency on the other hand, has a major impact on
the overall behavior of the network, as each switch cannot
forward data until it receives the message from the controller
that inserts the appropriate rules in the flow table. This interval
can grow with the link latency and impact dramatically the
performance of network applications.

Also, control modeling greatly impacts the network scala-
bility. Some important scalability issues are presented in [43],
along with a discussion about scalability trade-offs in software-
defined network design.

2) Control models: In the following, we go over some of
these SDN design options and discuss different methods of
controlling a software-defined network, many of which are
interrelated:

o Centralized vs. Distributed

Although protocols such as OpenFlow specify that a
switch is controlled by a controller and therefore ap-
pears to imply centralization, software-defined networks
may have either a centralized or distributed control-
plane. Though controller-to-controller communication is
not defined by OpenFlow, it is necessary for any type of
distribution or redundancy in the control-plane.

A physically centralized controller represents a single
point of failure for the entire network; therefore, Open-
Flow allows the connection of multiple controllers to a
switch, which would allow backup controllers to take over
in the event of a failure.

Onix [44] and HyperFlow [45] take the idea further by at-
tempting to maintain a logically centralized but physically
distributed control plane. This decreases the look-up over-
head by enabling communication with local controllers,
while still allowing applications to be written with a
simplified central view of the network. The potential
downside are trade-offs [46] related to consistency and
staleness when distributing state throughout the control
plane, which has the potential to cause applications that
believe they have an accurate view of the network to act
incorrectly.

A hybrid approach, such as Kandoo [47], can utilize local
controllers for local applications and redirect to a global



controller for decisions that require centralized network
state. This reduces the load on the global controller by
filtering the number of new flow requests, while also
providing the data-path with faster responses for requests
that can be handled by a local control application.

A software-defined network can also have some level of
logical decentralization, with multiple logical controllers.
An interesting type of proxy controller, called Flowvi-
sor [48], can be used to add a level of network virtualiza-
tion to OpenFlow networks and allow multiple controllers
to simultaneously control overlapping sets of physical
switches. Initially developed to allow experimental re-
search to be conducted on deployed networks alongside
production traffic, it also facilitates and demonstrates the
ease of deploying new services in SDN environments.
A logically decentralized control plane would be needed
in an inter-network spanning multiple administrative do-
mains. Though the domains may not agree to centralized
control, a certain level of sharing may be appropriate
(e.g., to ensure service level agreements are met for traffic
flowing between domains).

Control Granularity

Traditionally, the basic unit of networking has been
the packet. Each packet contains address information
necessary for a network switch to make routing decisions.
However, most applications send data as a flow of many
individual packets. A network that wishes to provide
QoS or service guarantees to certain applications may
benefit from individual flow-based control. Control can
be further abstracted to an aggregated flow-match, rather
than individual flows. Flow aggregation may be based
on source, destination, application, or any combination
thereof.

In a software-defined network where network elements
are controlled remotely, overhead is caused by traffic
between the data-plane and control-plane. As such, using
packet level granularity would incur additional delay as
the controller would have to make a decision for each
arriving packet. When controlling individual flows, the
decision made for the first packet of the flow can be ap-
plied to all subsequent packets of that flow. The overhead
may be further reduced by grouping flows together, such
as all traffic between two hosts, and performing control
decisions on the aggregated flows.

Reactive vs. Proactive Policies

Under a reactive control model, such as the one proposed
by Ethane [20], forwarding elements must consult a
controller each time a decision must be made, such as
when a packet from a new flow reaches a switch. In
the case of flow-based control granularity, there will be
a small performance delay as the first packet of each
new flow is forwarded to the controller for decision
(e.g., forward or drop), after which future packets within
that flow will travel at line rate within the forwarding
hardware. While the delay incurred by the first-packet
may be negligible in many cases, it may be a concern if
the controller is geographically remote (though this can
be mitigated by physically distributing the controller [45])
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Fig. 5. A controller with a northbound and southbound interface.

or if most flows are short-lived, such as single-packet
flows. There are also some scalability issues in larger
networks, as the controller must be able to handle a larger
volume of new flow requests.

Alternatively, proactive control approaches push policy
rules from the controller to the switches. A good example
of proactive control is DIFANE [35], which partitions
rules over a hierarchy of switches, such that the controller
rarely needs to be consulted about new flows and traffic is
kept within the data-plane. In their experiments, DIFANE
reduces first-packet delay from a 10ms average round-trip
time (RTT) with a centralized NOX controller to a 0.4ms
average RTT for new single-packet flows. It was also
shown to increase the new flow throughput, as the tested
version of NOX achieved a peak of 50,000 single-packet
flows per second while the DIFANE solution achieved
800,000 single-packet flows per second. Interestingly, it
was observed that the OpenFlow switch’s local controller
implementation becomes a bottleneck before the central
NOX controller. This was attributed to the fact that com-
mercial OpenFlow switch implementations were limited
to sending 60-330 new flows requests per second at the
time of their publication (2010).

As shown in Figure 5, a controller that acts as a network
operating system must implement at least two interfaces: a
“southbound” interface that allows switches to communicate
with the controller and a “northbound” interface that presents
an API to network control and high-level applications/services.

D. Southbound Communication: Controller-Switch

An important aspect of SDNs is the link between the
data-plane and the control-plane. As forwarding elements are
controlled by an open interface, it is important that this link
remains available and secure.



The OpenFlow protocol can be viewed as one possible im-
plementation of controller-switch interactions, as it defines the
communication between the switching hardware and a network
controller. For security, OpenFlow 1.3.0 provides optional
support for encrypted Transport Layer Security (TLS) com-
munication and a certificate exchange between the switches
and the controller(s); however, the exact implementation and
certificate format is not currently specified. Also outside the
scope of the current specification are fine-grained security
options regarding scenarios with multiple controllers, as there
is no method specified to only grant partial access permissions
to an authorized controller. We examine OpenFlow controller
implementation options in greater detail in Section IV.

E. Northbound Communication: Controller-Service

External management systems or network services may
wish to extract information about the underlying network or
control an aspect of network behavior or policy. Additionally,
controllers may find it necessary to communicate with each
other for a variety of reasons. For example, an internal control
application may need to reserve resources across multiple
domains of control or a “primary” controller may need to share
policy information with a backup, etc.

Unlike controller-switch communication, there is no cur-
rently accepted standard for northbound interactions and they
are more likely to be implemented on an ad hoc basis for
particular applications. We discuss this further in Section VI.

F. Standardization Efforts

Recently, several standardization organizations have been
turning the spotlights towards SDN. For example, as previ-
ously mentioned, the IETF’s Forwarding and Control Element
Separation (ForCES) Working Group [1] has been working on
standardizing mechanisms, interfaces, and protocols aiming at
the centralization of network control and abstraction of net-
work infrastructure. The Open Network Foundation (ONF) [3]
has been trying to standardize the OpenFlow protocol. As the
control plane abstracts network applications from underlying
hardware infrastructure, they focus on standardizing the inter-
faces between: (1) network applications and the controller (i.e.
northbound interface) and (2) the controller and the switching
infrastructure (i.e., southbound interface) which defines the
OpenFlow protocol itself. Some of the Study Groups (SGs) of
ITU’s Telecommunication Standardization Sector (ITU-T) [49]
are currently working towards discussing requirements and
creating recommendations for SDNs under different perspec-
tives. For instance, the SG13 focuses on Future Networks,
including cloud computing, mobile and next generation net-
works, and is establishing requirements for network virtual-
ization. Other ITU-T SGs such as the SG11 for protocols
and test specifications started, in early 2013, requirements
and architecture discussions on SDN signaling. The Software-
Defined Networking Research Group (SDNRG) at IRTF [50]
is also focusing on SDN under various perspectives with the
goal of identifying new approaches that can be defined and
deployed, as well as identifying future research challenges.

Some of their main areas of interest include solution scala-
bility, abstractions, security and programming languages and
paradigms particularly useful in the context of SDN.

These and other working groups perform important work,
coordinating efforts to evolve existing standards and proposing
new ones. The goal is to facilitate smooth transitions from
legacy networking technology to the new protocols and archi-
tectures, such as SDN Some of these groups, such as ITU-T’s
SG13, advocate the establishment of a Joint Coordination Ac-
tivity on SDN (JCA-SDN) for collaboration and coordination
between standardizing efforts and also taking advantage of the
work performed by the Open Source Software (OSS) commu-
nity, such as OpenStack [51] and OpenDayLight [52] as they
start developing the building blocks for SDN implementation.

IV. SDN DEVELOPMENT TOOLS

SDN has been proposed to facilitate network evolution and
innovation by allowing rapid deployment of new services and
protocols. In this section, we provide an overview of currently
available tools and environments for developing SDN-based
services and protocols.

A. Emulation and Simulation Tools

Mininet [53] allows an entire OpenFlow network to be
emulated on a single machine, simplifying the initial develop-
ment and deployment process. New services, applications and
protocols can first be developed and tested on an emulation of
the anticipated deployment environment before moving to the
actual hardware. By default Mininet supports OpenFlow v1.0,
though it may be modified to support a software switch that
implements a newer release.

The ns-3 [54] network simulator supports OpenFlow
switches within its environment, though the current version
only implements OpenFlow v0.89.

B. Available Software Switch Platforms

There are currently several SDN software switches available
that can be used, for example, to run an SDN testbed or when
developing services over SDN. Table I presents a list of current
software switch implementations with a brief description in-
cluding implementation language and the OpenFlow standard
version that the current implementation supports.

C. Native SDN Switches

One of the main SDN enabling technologies currently being
implemented in commodity networking hardware is the Open-
Flow standard. In this section we do not intend to present a
detailed overview of OpenFlow enabled hardware and makers,
but rather provide a list of native SDN switches currently
available in the market and provide some information about
them, including the version of OpenFlow they implement.

One clear evidence of industry’s strong commitment to SDN
is the availability of commodity network hardware that are
OpenFlow enabled. Table II lists commercial switches that
are currently available, their manufacturer, and the version of
OpenFlow they implement.



Software Switch Implementation | Overview Version
Open vSwitch [55] C/Python Open source software switch that aims to implement a switch platform v1.0
in virtualized server environments. Supports standard management
interfaces and enables programmatic extension and control of the
forwarding functions. Can be ported into ASIC switches.
Pantou/OpenWRT [56] C Turns a commercial wireless router or Access Point into an OpenFlow-enabled switch. v1.0
ofsoftswitch13 [57] C/C++ OpenFlow 1.3 compatible user-space software switch implementation. v1.3
Indigo [58] C Open source OpenFlow implementation that runs on physical switches and uses v1.0
the hardware features of Ethernet switch ASICs to run OpenFlow.
TABLE I
CURRENT SOFTWARE SWITCH IMPLEMENTATIONS COMPLIANT WITH THE OPENFLOW STANDARD.
Controller Implementation | Open Source Developer Overview
POX [59] Python Yes Nicira General, open-source SDN controller written in Python.
NOX [17] Python/C++ Yes Nicira The first OpenFlow controller written in Python and C++.
OpenFlow controller that has a C-based multi-threaded infrastructure
MUL [60] C Yes Kulcloud at its core. It supports a multi-level north-bound interface
(see Section III-E) for application development.
A network operating system based on Java; it provides interfaces
Maestro [21] Java Yes Rice University for implementing modular network control applications and for them to
access and modify network state.
Trema [61] Ruby/C Yes NEC A framework for developing OpenFlow controllers written in Ruby and C.
Beacon [22] Java Yes Stanford A cross-platform, modular, Java-based OpenFlow controller that
supports event-based and threaded operations.
Jaxon [62] Java Yes Independent Developers | a Java-based OpenFlow controller based on NOX.
Helios [24] C No NEC An extensible C-based OpenFlow controller that provides a
programmatic shell for performing integrated experiments.
Floodlight [38] Java Yes BigSwitch A Java-based OpenFlow controller (supports v1.3), based on the Beacon
implementation, that works with physical- and virtual- OpenFlow switches.
SNAC [23] C++ No Nicira An OpenFlow controller based on NOX-0.4, which uses a web-based, user-friendly
policy manager to manage the network, configure devices, and monitor events.
An SDN operating system that aims to provide logically centralized control
Ryu [63] Python Yes NTT, OSRG group and APIs to create new network management and control applications.
Ryu fully supports OpenFlow v1.0, v1.2, v1.3, and the Nicira Extensions.
NodeFlow [64] JavaScript Yes Independent Developers | An OpenFlow controller written in JavaScript for Node.JS [65].
A simple OpenFlow controller reference implementation with Open vSwitch
ovs-controller [55] C Yes Independent Developers | for managing any number of remote switches through the OpenFlow protocol;
as a result the switches function as L2 MAC-learning switches or hubs.
Flowvisor [48] C Yes Stanford/Nicira Special purpose controller implementation.
RouteFlow [66] C++ Yes CPqD Special purpose controller implementation.
TABLE III

CURRENT CONTROLLER IMPLEMENTATIONS COMPLIANT WITH THE OPENFLOW STANDARD.

Maker Switch Model Version
Hewlett-Packard 820021, 6600, 6200zl, v1.0
540021, and 3500/3500y1
Brocade Netlron CES 2000 Series v1.0
IBM RackSwitch G8264 v1.0
NEC PF5240 PF5820 v1.0
Pronto 3290 and 3780 v1.0
Juniper Junos MX-Series v1.0
Pica8 P-3290, P-3295, P-3780 and P-3920 vl.2

TABLE I
MAIN CURRENT AVAILABLE COMMODITY SWITCHES BY MAKERS,
COMPLIANT WITH THE OPENFLOW STANDARD.

D. Available Controller Platforms

Table III shows a snapshot of current controller implemen-
tations. To date, all the controllers in the table support the
OpenFlow protocol version 1.0, unless stated otherwise. This
table also provides a brief overview of the listed controllers.

Included in Table III are also two special purpose controller
implementations: Flowvisor [48], mentioned previously, and
RouteFlow [66]. The former acts as a transparent proxy be-
tween OpenFlow switches and multiple OpenFlow controllers.
It is able to create network slices and can delegate control of
each slice to a different controller, also promoting isolation
between slices. RouteFlow, on the other hand, is an open

source project to provide virtualized IP routing over OpenFlow
capable hardware. It is composed of an OpenFlow Controller
application, an independent server, and a virtual network
environment that reproduces the connectivity of a physical
infrastructure and runs IP routing engines. The routing engines
generate the forwarding information base (FIB) into the Linux
IP tables according to the routing protocols configured (e.g.,
OSPF, BGP). An extension of RouteFlow is presented in [67],
which discusses Routing Control Platforms (RCPs) in the
context of OpenFlow/SDN. They proposed a controller-centric
networking model along with a prototype implementation of
an autonomous-system-wide abstract BGP routing service.

E. Code Verification and Debugging

Verification and debugging tools are vital resources for
traditional software development and are no less important for
SDN. Indeed, for the idea of portable network “apps” to be
successful, network behavior must be thoroughly tested and
verified.

NICE [68] is an automated testing tool used to help uncover
bugs in OpenFlow programs through model checking and
symbolic execution.

Anteater [69] takes a different approach by attempting to
check network invariants that exist in the data plane, such as



connectivity or consistency. The main benefit of this approach
is that it is protocol-agnostic; it will also catch errors that
result from faulty switch firmware or inconsistencies with the
control plane communication. VeriFlow [70] has a similar
goal, but goes further by proposing a real-time verification
tool that resides between the controller and the forwarding
elements. This adds the potential benefit of being able to halt
bad rules that will cause anomalous behavior before they reach
the network.

Other efforts proposed debugging tools that provide insights
gleaned from control plane traffic. OFRewind [71] allows
network events (control and data) to be recorded at different
granularities and later replayed to reproduce a specific sce-
nario, granting the opportunity to localize and troubleshoot the
events that caused the network anomaly. ndb [72] implements
breakpoints and packet-backtraces for SDN. Just as with the
popular software debugger gdb, users can pinpoint events that
lead to error by pausing execution at a breakpoint, or, using
a packet backtrace, show the sequence of forwarding actions
seen by that packet. STS [73] is a software-defined network
troubleshooting simulator. It is written in python and depends
on POX. It simulates the devices in a given network allowing
for testing cases and identifying the set of inputs that generates
a given error.

V. SDN APPLICATIONS

Software-defined networking has applications in a wide va-
riety of networked environments. By decoupling the control—
and data planes, programmable networks enable customized
control, an opportunity to eliminate middleboxes, as well
as simplified development and deployment of new network
services and protocols. Below, we examine different envi-
ronments for which SDN solutions have been proposed or
implemented.

A. Enterprise Networks

Enterprises often run large networks, while also having strict
security and performance requirements. Furthermore, different
enterprise environments can have very different requirements,
characteristics, and user population, For example, University
networks can be considered a special case of enterprise
networks: in such an environment, many of the connecting
devices are temporary and not controlled by the University,
further challenging security and resource allocation. Addi-
tionally, Universities must often provide support for research
testbeds and experimental protocols.

Adequate management is critically important in Enterprise
environments, and SDN can be used to programmatically
enforce and adjust network policies as well as help monitor
network activity and tune network performance.

Additionally, SDN can be used to simplify the network by
ridding it from middleboxes and integrating their function-
ality within the network controller. Some notable examples
of middlebox functionality that has been implemented using
SDN include NAT, firewalls, load balancers [74] [75], and
network access control [76]. In the case of more complex

middleboxes with functionalities that cannot be directly im-
plemented without performance degradation (e.g., deep packet
inspection), SDN can be used to provide unified control and
management[77].

The work presented in [78] addresses the issues related
to consistent network updates. Configuration changes are
a common source of instability in networks and can lead
to outages, security flaws, and performance disruptions. In
[78], a set of high-level abstractions are proposed that allow
network administrators to update the entire network, guaran-
teeing that every packet traversing the network is processed
by exactly one consistent global network configuration. To
support these abstractions, several OpenFlow-based update
mechanisms were developed.

As discussed in earlier sections, OpenFlow evolved from
Ethane [20], a network architecture designed specifically to
address the issues faced by enterprise networks.

B. Data Centers

Data centers have evolved at an amazing pace in recent
years, constantly attempting to meet increasingly higher and
rapidly changing demand. Careful traffic management and
policy enforcement is critical when operating at such large
scales, especially when any service disruption or additional
delay may lead to massive productivity and/or profit loss. Due
to the challenges of engineering networks of this scale and
complexity to dynamically adapt to application requirements,
it is often the case that data centers are provisioned for peak
demand; as a result, they run well below capacity most of the
time but are ready to rapidly service higher workloads.

An increasingly important consideration is energy consump-
tion, which has a non-trivial cost in large-scale data centers.
Heller et al. [79] indicates that much research has been focused
on improved servers and cooling (70% of total energy) through
better hardware or software management, but the data center’s
network infrastructure (which accounts for 10-20% of the total
energy cost) still consumed 3 billion kWh in 2006. They
proposed ElasticTree, a network-wide power manager that
utilizes SDN to find the minimum-power network subset which
satisfies current traffic conditions and furns off switches that
are not needed. As a result, they show energy savings between
25-62% under varying traffic conditions. One can imagine that
these savings can be further increased if used in parallel with
server management and virtualization; one possibility is the
Honeyguide[80] approach to energy optimization which uses
virtual machine migration to increase the number of machines
and switches that can be shutdown.

However, not all SDN solutions may be appropriate in high
performance networks. While simplified traffic management
and visibility are useful, it must be sensibly balanced with
scalability and performance overhead. Curtis et al. [34] believe
that OpenFlow excessively couples central control and com-
plete visibility, when in reality only “significant” flows need
to be managed; this may lead to bottlenecks as the control-
data communication adds delay to flow setup while switches
are overloaded with thousands of flow table entries. Though
aggressive use of proactive policies and wild-card rules may



resolve that issue, it may undermine the ability of the controller
to have the right granularity to effectively manage traffic
and gather statistics. Their framework, DevoFlow, proposes
some modest design changes to keep flows in the data plane
as much as possible while maintaining enough visibility for
effective flow management. This is accomplished by push-
ing responsibility over most flows back to the switches and
adding more efficient statistics collection mechanisms, through
which “significant” flows (e.g. long-lived, high-throughput) are
identified and managed by the controller. In a load-balancing
simulation, their solution had 10-53 times fewer flow table
entries and 10-42 times fewer control messages on average
over OpenFlow.

A practical example of a real application of the SDN
concept and architecture in the context of data centers was
presented by Google in early 2012. The company presented at
the Open Network Summit [81] a large scale implementation
of an SDN-based network connecting its data centers. The
work in [82] presents in more detail the design, implementa-
tion, and evaluation of B4, a WAN connecting Google’s data-
centers world wide. This work describes one of the first and
largest SDN deployments. The motivation was the need for
customized routing and traffic engineering and the fact that the
level of scalability, fault tolerance, cost efficiency and control
required, could not be achieved by means of a traditional
WAN architecture. A customized solution was proposed and
an OpenFlow-based SDN architecture was built to control
individual switches. After three years in production, B4 is
shown to be efficient in the sense that it drives many links
at near 100% utilization while splitting flows among multiple
paths. Furthermore, the experience reported in the work shows
that the bottleneck resulting from control-plane to data-plane
communication and overhead in hardware programming are
important issues to be considered in future work.

C. Infrastructure-based Wireless Access Networks

Several efforts have focused on ubiquitous connectivity in
the context of infrastructure-based wireless access networks,
such as cellular and WiFi.

For example, the OpenRoads project [83], [84] envisions a
world in which users could freely and seamlessly move across
different wireless infrastructures which may be managed by
various providers. They proposed the deployment of an SDN-
based wireless architecture that is backwards-compatible, yet
open and sharable between different service providers. They
employ a testbed using OpenFlow-enabled wireless devices
such as WiFi APs and WiMAX base stations controlled by
NOX- and Flowvisor controllers and show improved perfor-
mance on handover events. Their vision provided inspiration
for subsequent work [85] that attempts to address specific
requirements and challenges in deploying a software-defined
cellular network.

Odin[86] introduces programmability in enterprise wireless
LAN environments. In particular, it builds an access point
abstraction on the controller that separates the association state
from the physical access point, enabling proactive mobility
management and load balancing without changes to the client.

At the other end of the spectrum, OpenRadio [87] focuses
on deploying a programmable wireless data plane that provides
flexibility at the PHY and MAC layers (as opposed to layer-3
SDN) while meeting strict performance and time deadlines.
The system is designed to provide a modular interface that is
able to process traffic subsets using different protocols such
as WiFi, WiMAX, 3GPP LTE-Advanced, etc. Based on the
idea of separation of the decision and forwarding planes, an
operator may express decision plane rules and corresponding
actions, which are assembled from processing plane modules
(e.g., FFT, Viterbi decoding, etc); the end result is a state
machine that expresses a fully-functional protocol.

D. Optical Networks

Handling data traffic as flows, allows software-defined net-
works, and OpenFlow networks in particular, to support and
integrate multiple network technologies. As a result, it is pos-
sible to provide also technology-agnostic unified control for
optical transport networks and facilitating interaction between
both packet and circuit-switched networks. According to the
Optical Transport Working Group (OTWG) created in 2013
by the Open Network Foundation (ONF), the benefits from
applying SDN and the OpenFlow standard in particular to
optical transport networks include: improving optical trans-
port network control and management flexibility, enabling
deployment of third-party management and control systems,
and deploying new services by leveraging virtualization and
SDN [88].

There has been several attempts and proposals to control
both circuit switched and packet switched networks using the
OpenFlow protocol. In [89] a NetFPGA [90] platform is used
in the proposal of a packet switching and circuit switched
networks architectures based on Wavelength Selective Switch-
ing (WSS), using the OpenFlow protocol. Another control
plane architecture based on OpenFlow for enabling SDN
operations in optical networks was proposed in [91], which
discusses specific requirements and describes implementation
of OpenFlow protocol extensions to support optical transport
networks.

A proof-of-concept demonstration of an OpenFlow-based
wavelength path control in transparent optical networks is pre-
sented in [92]. In this work, virtual Ethernet interfaces (veths)
are introduced. These veths, are mapped to physical interfaces
of an optical node (e.g. photonic cross-connect - PXC), and
enable an SDN controller (e.g. the NOX controller in this case)
to operate the optical lightpaths (e.g., via the OpenFlow pro-
tocol). In their experimental setup, they quantitatively evaluate
network performance metrics, such as the latency of lightpath
setup and release, and verify the feasibility of routing and
wavelength assignment, and the dynamic control of optical
nodes in an OpenFlow-based network composed by four PXCs
nodes in a mesh topology.

A Software Defined Optical Network (SDON) architecture
is introduced in [93] and a QoS-aware unified control protocol
for optical burst switching in OpenFlow-based SDON is devel-
oped. The performance of the proposed protocol was evaluated
with the conventional GMPLS-based distributed protocol and



the results indicate that SDON offers an infrastructure to
support unified control protocols to better optimize network
performance and improve capacity.

E. Home and Small Business

Several projects have examined how SDN could be used in
smaller networks, such as those found in the home or small
businesses. As these environments have become increasingly
complex and prevalent with the widespread availability of low-
cost network devices, the need for more careful network man-
agement and tighter security has correspondingly increased.
Poorly secured networks may become unwitting targets or
hosts for malware, while outages due to network configuration
issues may cause frustration or lost business. Unfortunately, it
is not practical to have a dedicated network administrator in
every home and office.

Calvert et al. [94] assert that the first step in managing home
networks is to know what is actually happening; as such, they
proposed instrumenting the network gateway/controller to act
as a “Home Network Data Recorder” to create logs that may
be utilized for troubleshooting or other purposes.

Feamster [95] proposes that such networks should operate
in a “plug in and forget” fashion, namely by outsourcing
management to third-party experts, and that this could be
accomplished successfully through the remote control of pro-
grammable switches and the application of distributed network
monitoring and inference algorithms used to detect possible
security problems.

In contrast, Mortier et al. [96] believe that users desire
greater understanding and control over their networks’ behav-
ior; rather than following traditional policies, a home network
may be better managed by their users who better understand
the dynamics and needs of their environment. Towards this
goal, they created a prototype network in which SDN is used
to provide users a view into how their network is being utilized
while offering a single point of control.

Mehdi et al. [97] argues that an Anomaly Detection System
(ADS) implemented within a programmable home network
provides a more accurate identification of malicious activity
as compared to one deployed at the ISP; additionally, the
implementation would be able to operate at line rate with no
performance penalty, while, at the same time, offloading the
ISP from having to monitor these large number of networks.
The ADS algorithm could operate alongside other controller
services, such as a HomeOS that may react to suspicious
activity and report anomalies to the ISP or local administrator.

VI. RESEARCH CHALLENGES AND FUTURE DIRECTIONS

As SDN becomes more widely adopted and protocols such
as OpenFlow are further defined, new solutions are proposed
and new challenges arise. In this section we discuss various
challenges posed by SDN as well as future research directions,
namely: (1) controller and switch design, (2) scalability and
performance in SDNs, (3) controller-service interfacing, (4)
virtualization and cloud service applications, (5) information
centric networking, and (6) enabling heterogeneous network-
ing with SDN.

A. Controller and Switch Design

SDN raises significant scalability, performance, robustness,
and security challenges. Below we review a number of re-
search efforts focusing on addressing these issues at the
switch— and controller design level.

In DIFANE [35], flow entries are proactively pushed to
switches in an attempt to reduce the number of requests to
the controller. Devoflow [34] proposes to handle “short-lived”
flows in switches and “long-lived” flows in the controller to
mitigate flow setup delay and controller overhead. The work
proposed in [28] advocates replacing counters on ASIC by
a stream of rule-matching records and processing them in the
CPU to allow efficient access to counters. FLARE [98] is a
new network node model focusing on “deeply programmable
networks” that provides programmability for the data plane,
the control plane, as well as the interface between them.
The work presented in [99] discusses important aspects in
controller design including hierarchical control, data model,
scalability, and extensibility.

As far as performance and scalability, the study presented
in [100] showed that one single controller can handle up
to 6 million flows per second. A more recent study [101],
focusing on the Beacon controller, showed that a controller
can handle 12.8 million new flows per second in a 12 cores
machine, with an average latency of 24.7 us for each flow.
However, for increased scalability and especially for reliability
and robustness purposes, it has been recognized that the
logically-centralized controller must be physically distributed.
Onix [44], Kando [47], and HyperFlow [45] use this approach
to achieve robust and scalable control plane. In [46], trade-
offs related to control distribution, such as staleness versus
optimality and application logic complexity versus robustness
to inconsistency are identified and quantified. In [41], the
controller placement problem is discussed in terms of the
number of controllers needed and where to place them in the
network. In more recent work on distributed control, the need
for dynamic assignment of switches to controllers is addressed
in [102], which proposes an algorithm to increase or decrease
the pool of controllers based on controllers’ load estimates.
They also propose a mechanism to dynamically handover
switches from one controller to another as needed.

In [103] an SDN variant inspired by MPLS was proposed
along with the notions of edge controllers and fabric con-
trollers: the former control ingress and egress switches and
handle the host-network interface, while the latter handle
fabric switches and the operator-network interface.

Although control and measurement are two important com-
ponents of network management, little thought has gone into
designing APIs for measurement. The work presented in [104]
proposes a software-defined traffic measurement architecture,
which separates the measurement data plane from the control
plane.

B. Software-Defined Internetworking

The Internet has revolutionized the way we, as individuals
and as a society, live, work, conduct business, socialize, get
entertainment, etc. As a result, the Internet is now considered



part of our society’s critical infrastructure much like the power,
water, and transportation grids.

Scalability and performance requirements from increasingly
complex applications have posed a variety of challenges dif-
ficult to address with the current Internet architecture. This
has led the research community to examine ‘“clean-slate”
solutions [105]. As the Internet has grown beyond the point
at which a “flag day”, such as the one used to “upgrade” the
ARPANET with the TCP/IP protocol suite, would be realistic,
another considerable challenge is evolving its physical infras-
tructure and protocols. A notable example is the deployment
of IPv6: despite over a decade in the standards track and two
worldwide deployment events, [Pv4 still makes up the majority
of Internet traffic.

Much of the current work on SDN examines or proposes
solutions within the context of a single administrative domain
which matches quite well SDN’s logically centralized con-
trol model. However, environments whose administration is
inherently decentralized, like the Internet, call for a control
plane that is logically distributed. This will allow participating
autonomous systems (ASes) to be controlled independently
by their own (logically centralized and possibly physically
distributed) controller. To-date, a few efforts have explored the
idea of a Software-Defined Internet. For example, the work
in [106] proposed a software-defined Internet architecture
that borrows from MPLS the distinction between network
edge and core to split tasks between inter-domain and intra-
domain components. As only the boundary routers and their
associated controller in each domain are involved in inter-
domain tasks, changes to inter-domain service models would
be limited to software modifications at the inter-domain con-
trollers rather than the entire infrastructure. Examples of how
this architecture could be used to realize new Internet services
such as information-centric networking, and middlebox service
sharing are explored.

Another approach to inter-AS routing [107] uses NOX and
OpenFlow to implement BGP-like functionality. Alternatively,
an extensible session protocol [108] supports application-
driven configuration of network resources across domains.

C. Controller-Service Interaction

While controller-switch (“southbound”) interaction is fairly
well defined in protocols such as OpenFlow and ForCES,
there is no standard for interactions between controllers and
network services or applications (‘“northbound”). One possible
explanation is that the northbound interface is defined entirely
in software, while controller-switch interactions must enable
hardware implementation.

If we think of the controller as a “network operating
system”, then there should be a clearly defined interface
by which applications can access the underlying hardware
(switches), co-exist and interact with other applications, and
utilize system services (e.g. topology discovery, forwarding),
without requiring the application developer to know the im-
plementation details of the controller. While there are several
controllers that exist, their application interfaces are still in the
early stages and independent from each other.

Some proposals (e.g., Procera [109], Frenetic [110],
FML [111], Nettle [112]) advocate the use of a network
configuration language to express policies. For example, Pro-
cera [109] builds a policy layer on top of existing controllers to
interface with configuration files, GUIs, and external sensors;
the proposed policy layer is responsible for converting high-
level policies to flow constraints given to be used by the
controller. In [113], network configuration and management
mechanisms are proposed that focus on enabling changes to
network condition and state, supporting network configuration
and policy definitions, and providing visibility and control
over tasks for network diagnostics and troubleshooting. The
specification of a northbound interface via a policy layer and
a high level language such as Procera is discussed.

Additionally, the northbound API should allow applications
to apply different policies to the same flow (e.g. forward-
ing by destination and monitoring by source IP). The work
in [114] proposed modularization to ensure that rules installed
to perform one task do not override other rules. This was
accomplished by means of an abstraction layer implemented
with a language based on Frenetic.

Until a clear northbound interface standard emerges, SDN
applications will continue to be developed in an “ad hoc”
fashion and the concept of flexible and portable “network
apps” may have to wait.

D. Virtualization and Cloud Services

The demand for virtualization and cloud services has been
growing rapidly and attracting considerable interest from in-
dustry and academia. The challenges it presents include rapid
provisioning, efficient resource management, and scalability
which can be addressed using SDN’s control model.

For example, FlowVisor [48] and AutoSlice [115] cre-
ate different slices of network resources (e.g., bandwidth,
topology, CPU, forwarding table), delegate them to different
controllers, and enforce isolation between slices. Other SDN
controllers can be used as a network backend to support
virtualization in cloud operating systems, such as Floodlight
for OpenStack [38] and NOX for Mirage [116]. FlowN [117]
aims to offer a scalable solution for network virtualization by
providing an efficient mapping between virtual and physical
networks and by leveraging scalable database systems.

In [118], an algorithm for efficient migration with band-
width guarantees using OpenFlow was proposed. LIME [119]
is an SDN-based solution for live migration of Virtual Ma-
chines, which handles the network state during migration and
automatically configures network devices at new locations.
NetGraph [120] provides a set of APIs for customers to access
its virtual network functions such as real-time monitoring and
diagnostics.

On the context of cloud data centers providing Infrastructure
as a Service (IaaS), [121] presents a management framework
for resources in cloud data centers and addresses multiple
management issues. In this paper, authors proposed a data-
centric and event-driven architecture with open management
interfaces, that leverages SDN techniques to integrate network
resources into datacenter orchestration and service provision-



ing with the aim of improving service-level agreements and
faster service delivery.

E. Information-Centric Networking

Information-Centric Networking (ICN) is a new paradigm
proposed for the future architecture of the Internet, which
aims to increase the efficiency of content delivery and content
availability. This new concept has been popularized recently
by a number of architecture proposals, such as Content-
Centric Networking (CCN), also known as the Named Data
Networking (NDN) project [122]. Their driving motivation is
that the current Internet is information-driven, yet networking
technology is still focused on the idea of location-based
addressing and host-to-host communication.By proposing an
architecture that addresses named data rather than named
hosts, content distribution is implemented directly into the
network fabric rather than relying on the complicated mapping,
availability, and security mechanisms currently used to map
content to a single location.

The separation between information processing and for-
warding in ICN is aligned with the decoupling of the data
plane and control plane in SDN. The question then becomes
how to combine ICN with SDN towards “Software-Defined
Information-Centric Networks”. A number of projects [123],
[124], [125], [126], [127], [128] have proposed using SDN
concepts to implement ICNs. As OpenFlow expands to support
customized header matchings, SDN can be employed as a key
enabling technology for ICNs.

F. Heterogeneous Network Support

Future networks will become increasingly more hetero-
geneous, interconnecting users and applications over net-
works ranging from wired, infrastructure-based wireless
(e.g., cellular—based networks, wireless mesh networks), to
infrastructure-less wireless networks (e.g. mobile ad-hoc net-
works, vehicular networks). In the meantime, mobile traffic
has been increasing exponentially over the past several years,
and is expected to increase 18—fold by 2016, with more
mobile-connected devices than the world’s population, which
is already a reality [129]. As mobile devices with multiple
network interfaces become commonplace, users will demand
high quality communication service regardless of location or
type of network access. Self-organizing networks (e.g., wire-
less multi-hop ad-hoc networks) may form to extend the range
of infrastructure-based networks or handle episodic connec-
tivity disruptions. Self-organizing networks may thus enable
a variety of new applications such as cloud-based services,
vehicular communication, community services, healthcare de-
livery, emergency response, and environmental monitoring, to
name a few. Efficient content delivery over wireless access
networks will become essential, and self—organizing networks
may become a prevalent part of the future hybrid Internet.

A major challenge facing future networks is efficient uti-
lization of resources; this is especially the case in wireless
multi-hop ad-hoc networks as the available wireless capacity
is inherently limited. This is due to a number of factors
including the use of shared physical medium compounded,

wireless channel impairments, and the absence of managed
infrastructure. Though these self—organizing networks can be
used to supplement or “fill the gaps” in an overburdened
infrastructure [130], their lack of dedicated resources and
shifting connectivity makes capacity sharing difficult. The
heterogeneous characteristics of the underlying networks (e.g.,
physical medium, topology, stability) and nodes (e.g., buffer
size, power limitations, mobility) also add another important
factor when considering routing and resource allocation.

SDN has the potential to facilitate the deployment and
management of network applications and services with greater
efficiency. However, SDN techniques to—date, such as Open-
Flow, largely target infrastructure—based networks. They pro-
mote a centralized control mechanism that is ill-suited to
the level of decentralization, disruption, and delay present in
infrastructure-less environments.

While previous work has examined the use of SDN in
wireless environments, the scope has primarily focused on
infrastructure-based deployments (e.g., WiMAX, Wi-Fi access
points). A notable example is the OpenRoads project [83],
which envisioned a world in which users could freely move be-
tween wireless infrastructures while also providing support to
the network provider. Other studies such as [128], [131], [132]
have examined OpenFlow in wireless mesh environments.

VII. CONCLUDING REMARKS

In this paper, we provided an overview of programmable
networks and, in this context, examined the emerging field
of Software-Defined Networking (SDN). We look at the
history of programmable networks, from early ideas until
recent developments. In particular we described the SDN
architecture in detail as well as the OpenFlow [2] standard. We
presented current SDN implementations and testing platforms
and examined network services and applications that have been
developed based on the SDN paradigm. We concluded with a
discussion of future directions enabled by SDN ranging from
support for heterogeneous networks to Information Centric
Networking (ICN).
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Abstract—DDoS attack is one of the major concerns for
network and cloud service providers, due to its substantial impact
on revenue/cost and especially on their reputation. Also, network
administrators are looking for solutions to manage voluminous
data traffic. SDN is an emerging networking paradigm that
provides a flexible network management. Hence, SDN is being
widely adopted for wired, wireless, and mobile networks. Apart
from a single point of failure (the controller), an attacker can
target SDN at various levels by DDoS attacks.

Existing solutions either focus on a particular attack type
or require cumbersome alterations in SDN infrastructure. In
this paper, we propose a comprehensive, yet effective and
lightweight approach to detect various fundamentally different
DDoS attacks in SDN. Our approach relies on sequential analysis.
We employ a non-parametric change point detection technique
called Cumulative Sum (CuSum). Our framework also includes
an adaptive threshold scheme that adapts with the changing
traffic pattern. Additionally, our framework can be tuned to
suffice critical security requirements such as high detection rate
and low false alarm rate. We evaluated the effectiveness of our
solution using CAIDA Internet traces as well as DARPA intrusion
detection evaluation dataset. Our results confirm the effectiveness
of our mechanism. In particular, average false alarm rate in our
experiments was under 11.64%. On average, our method is able
to detect DDoS attacks within 4.15 seconds.

Index Terms—Distributed Denial of Service (DDoS), Software
Defined Networks (SDN), Network Security

I. INTRODUCTION

In today’s Internet, end hosts have almost no control over
the quantity or type of traffic forwarded to them. Typically,
Internet Service Providers (ISPs) are responsible for regulating
the traffic in network through traffic engineering. An ISP must
take into account several important factors when performing
the traffic engineering tasks, including highly unpredictable
and dynamic nature of the Internet traffic, its resources and
their capacity, its Service Level Agreements (SLA) with
its customers, its policies and agreements with other ISPs.
Moreover, an ISP would never want to upset its consumers by
dropping their traffic despite the fact that a substantial amount
of the traffic may be potentially unwanted by a consumer.

Such quandary of an ISP leads to several significant prob-
lems, especially to the catastrophic Distributed Denial of
Service (DDoS) attacks that not only affect end hosts but
sometimes also affect the ISP itself. Since their inception,
DDoS attacks are still one of the biggest threats to the In-
ternet’s stability and security. With the increase in capacity of
the Internet, the scale of DDoS attacks has also enlarged. As an
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illustrative example, a hosting company OVH was the victim
of a 1 Tbps DDoS attack that hit its servers, which was one
of the largest attacks ever seen on the Internet till late 2016'.
Such attacks have been partially facilitated by user-friendly
tools, e.g., Low Orbit Ion Cannon (LOIC) [1], hping3 [2],
Stacheldraht [3]. Such tools enable even novice users to
launch massive attacks against several targets simultaneously.
Furthermore, employment of techniques such as IP spoofing
makes it even harder to track and identify the attacker.
Recent developments and innovations in networking assure
to change how the future Internet will work. In particular,
networking infrastructure along with data plane and control
plane witnessed promising improvements. The data plane is
typically responsible for packet forwarding while the control
plane takes all the routing decisions. Figure 1 depicts a
simplified architecture of the conventional network, where the
control plane and the data plane are embedded into the same
device. In general, the forwarding rules are hardwired into a
traditional device, and hence, traditional networks lack flexibil-
ity. Traditional networks are largely un-programmable by their
owners while the innovations are limited to vendors or their
partners. Besides, the devices have longer hardware fabrication
cycles, and network management remains complex [4].

Network Management |

Control Plane Control Plane Control Plane

Data Plane
Device N

Data Plane
Device 2

Data Plane
Device 1

Figure 1: A simplified architecture of the traditional network

Software Defined Network (SDN) is a recently proposed
networking architecture that completely separates the control
plane from the data plane. All the networking elements in
the data plane act as a simple packet forwarding device while
all the routing decisions are made by a logically centralized
system, i.e., the controller in the control plane [5]. Figure 2
presents a simplified architecture of SDN. The programma-
bility of the control plane enables us to devise resilient
routing logics, which can accommodate diverse requirements
of various network applications.

'http://securityaffairs.co/wordpress/51640/cyber-cr
ime/tbps-ddos—-attack.html
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Network Management
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Figure 2: A simplified architecture of SDN

The potential of SDN has gained enormous attention from
the research community as well as the industries. As SDN is
still an emerging networking concept, it has various concerns
related to performance, reliability, management, and secu-
rity [6]. The performance issues include utilization of switch
resources (e.g., bandwidth, flow-table size), efficient handling
of new flows, and lookup procedures. The management issues
mainly focus on careful management of the control plane and
its resources as the control plane is responsible for handling
the entire network. The reliability issues comprise link failure,
controller failure, and asynchronous update of switches. How-
ever, the main objective of our work is to analyze the security
issues in SDN; DDoS attacks in particular, and propose an
effective DDoS detection framework.

Contributions: In this paper, we introduce a comprehensive,
effective, and lightweight approach for detection of DDoS
attacks in SDN. The major contributions of our work are listed
as follows:

1) We thoroughly analyze how DDoS attacks impact on the
different levels of SDN architecture.

2) We propose a simple, yet efficient solution for the detec-
tion of DDoS attacks in SDN.

3) We emulated our solution and evaluated its effectiveness
using Internet traces provided by CAIDA [7] as well as
DARPA intrusion detection evaluation dataset [8].

Organization: The remainder of this paper is organized
as follows. Section II thoroughly explains various important
aspects of DDoS attacks. Here, we discuss the typical classes
of DDoS attacks, DDoS detection techniques, and how DDoS
attack can be launched in SDN environment along with its
repercussions on SDN. Here, we also present an overview of
related works regarding DDoS attacks in SDN. In Section III,
we elaborate the threat model. In Section IV, we explain our
detection approach with its implementation details. Section V
covers the details of our experimental setup while we discuss
and analyze our results in Section VI. Finally, Section VII
concludes the paper and explores the future directions.

II. PRELIMINARIES AND RELATED WORK

DDoS is a cyber-attack where the attacker uses more than
one machine (usually compromised) to make network services
or resources unavailable to its intended users. A DDoS attack
is typically launched in four phases namely: recruit; exploit;
infect; and use [9]. In the recruit phase, the attacker scans
remote machines for security holes that will help to barge in.

In the exploit phase, the discovered loopholes are exploited
to break into vulnerable machines. Such machines are then
infected with the attack code in the next phase. And finally,
the compromised machines are used to launch attack payload.
Based on the targeted protocol level, DDoS attacks can be
broadly classified into two categories [10, 11]:

1) Transport/network-level attacks: Such attacks use ICMP,
TCP, UDP, and DNS protocol packets to launch DDoS.
The aim here is to disrupt legitimate users’ connectivity
by exhausting the bandwidth of victim’s network. The
attacker can either use direct flooding or reflection-based
flooding. In reflection-based flooding, the attacker sends
forged requests to a large number of hosts, which in turn
reflects massive replies towards the target.

2) Application-level attacks: Such attacks focus on exhaust-
ing server’s resources such as CPU, memory to interrupt
legitimate users’ services. In general, the attacker em-
ploys request flooding attacks and slow request/response
attacks.

The remainder of this section explains the typical DDoS de-
tection techniques, DDoS attack scenario in SDN environment
along with its impact on SDN architecture, and state-of-the-art
regarding DDoS detection in SDN.

A. DDoS Detection Techniques

DDoS detection techniques can be widely classified into
two categories: signature-based detection, and anomaly-based
detection.

Signature-based Detection: A signature is a pattern of string
that corresponds to a known threat or attack. The signature-
based detection relies on string comparison techniques. Such
methods compare and search for the current unit of activity
such as a packet entry or a log entry in a signature repository.
Signature-based detection approaches are efficient to identify
only recognized attacks without any complex procedures. On
another side, such methods are not capable of identifying
variants of known attacks as well as new attacks. Other
challenges include keeping an up-to-date signatures repository
and proliferating size of the signature database.

Anomaly-based Detection: As opposed to signature-based
detection, anomaly-based detection does not require predefined
signatures or patterns to classify an activity. Such methods
employ statistical features of network traffic to identify attacks.
As a representative example, incoming packet rate can serve as
a feature. The current network behavior is compared with the
observed network behavior, and an alarm is raised when there
is a significant variation from the normal course of operation.
Such methods are capable of identifying variants of known
attacks as well as unknown attacks. Nevertheless, they may
create various spurious alarms [12].

B. DDoS in SDN

A DDoS attack in SDN environment can affect the network
at various levels. It is worth mentioning that some attack
vectors are common to the traditional network while some
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threats are unique to SDN. For instance, instead of high-
volume traffic flows, an attacker might use low-volume traffic
flows to generate a huge number of Packet_In messages, which
in turn overloads the ingress switch as well as the controller.
Figure 3 shows that the attacker can strike on the switch, the
controller, and the secure link between the control plane and
the data plane.

Benign user
Controller
D
&
& 7. 3 € Impact: Saturate
- § computation

resources

€ Impact: Saturate link
capacity

Secure channel

€ Impact: Overload
buffer memory

OpenFlow Switch

[@ Normal traffic E) Attack traffic]

Attacker

Figure 3: Impact of DDoS attack in SDN

Impact on switches: The objective of the attacker is to
drop or at least delay legitimate users’ packets to deteri-
orate the performance of the network and ultimately, ruin
users’ experience. Normally, when a new flow of packets
reaches a switch, a “table-miss” event is raised. Consequently,
a Packet_In message is forwarded to the controller to obtain an
action. For all subsequent packets in the same flow, the switch
applies the obtained action without any controller intervention.
While the switch awaits for a response from the controller, it
buffers the incoming packets in its buffer memory. In case
the buffer gets full, the subsequent packets are dropped due to
insufficient space in the buffer. In general, the attacker employs
IP spoofing to generate a huge number of flows with random
headers. Hence, botnets overflow the switching device with
supposedly fresh flows of packets. Consequently, packets from
legitimate hosts are dropped or at least delayed.

Impact on controller: The logically centralized controller
is the single point of failure, and its breakdown can disrupt
the entire network. The controller computes an action set for
each Packet_In request coming from a switch. Calculating
the action sets consumes controller’s resources such as CPU,
memory, I[/O bandwidth. The controller can handle a large, but
still a limited number of request at a given instance of time.
Hence, with a huge number of requests generated by a DDoS
attack will saturate the resources of the controller. Eventually,
genuine requests are delayed or even dropped.

An attacker may also seek to interfere with controller’s
functioning through attempts such as buffer overflow, which
may lead to the installation of erroneous forwarding rules in
the data plane.

Impact on secure channel between control and data plane:
The control and the data plane communicate over a secure
channel. The secure channel carries periodic as well as spo-
radic messages. Even minute congestions in the channel may
lead to inevitable delays in network functioning. Especially,
delaying Packet_In messages notably degrades network perfor-
mance. An enormous number of flows generated by a DDoS
attack can saturate the secure channel, eventually ceasing the
operation of the entire network [13].

C. DDoS Detection in SDN

Several researchers argued that a sensible solution for DDoS
attacks is to enhance the security of every Internet host and
prevent the damages from such attacks [14], while others
suspect the widespread acceptance of such mechanisms [15].
Other researchers insisted that DDoS attacks are not even
a security issue, but they are scalability questions [16]. In
support of their claim they say that the attackers will continu-
ously attempt to make their requests indistinct from the benign
traffic; hence, they may defeat the detection mechanisms. In
this scenario, the final solution is to increase resources in terms
of quantity, which is expensive.

Mousavi et al. [17] proposed an entropy-based mechanism
to detect a DDoS attack in SDN. Here, in case of an attack, the
entropy decreases on the basis of the randomness of incoming
packets’ destination address. However, the approach assumes
that the number of hosts in the network will always remain
static and destination IP addresses are always evenly dis-
tributed for normal traffic. Mehdi et al. in [18] used maximum
entropy estimation to determine benign traffic distribution and
anomaly detection in SDN. The solution focuses only on small
networks such as office and home networks.

Braga et al. [19] performed cluster analysis to detect
DDoS in SDN. In this work, the system continuously collects
statistical features of the flows and observe the collected
features to identify any unusual activity. However, gathering
and observing a large amount of data significantly deteriorates
the performance of the controller. YuHunag et al. in [20]
proposed a flow monitoring system to identify a DDoS attack.
The proposed approach produces spurious alarms in a situation
when a benign user starts to generate a large volume of
traffic. Dong et al. in [21] introduced a solution to deal with
Packet_In flooding attack against the controller. Shin et al.
in [22] proposed a system called Avant-Guard that identifies
DDoS attack induced by a flooding of TCP SYN packets.
LineSwitch [23] improves Avant-Guard through a solution
based on probability and blacklisting. However, both Avant-
Guard and LineSwitch focus only on SYN flooding-based
saturation attacks.

Kotani et al. in [24] proposed a Packet_In filtering approach
for protection of control plane in OpenFlow networks. The
solution requires large TCAM space to accommodate pending
flow tables. Also, it fails when the datapath cannot parse pack-
ets of certain protocols and extract the required information,
for instance, payloads in ARP, VLAN ID in 802.1Q headers.
To defend against DDoS attacks, SDNShield [25] requires
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deployment of specialized software boxes. Wang et al. [26]
introduced a DDoS mitigation architecture where the DDoS
mitigation strategy relies on a public cloud provider, which
takes actions against the threats. However, the authors did not
clarify where the suspicious traffic is hosted after it is detected.

Kalliola et al. [27] proposed a machine-learning based
approach that integrates traffic learning with external blacklist
information for DDoS detection. The defense mechanism
works at the IP layer; hence, attacks targeting other layers do
not fall within the scope of the proposed defense mechanism.
The work presented in [28] employs a multi-controller system
to solve the problem of DDoS attacks. However, the approach
has several limitations. On one side, it employs random packet
transmission delay to protect from scanning attacks, which
in fact, affects the data transmission for legitimate users. On
another side, synchronization of prolonged route tables among
multiple controllers is overlooked.

To summarize, existing solutions either focus on a particular
attack type or require alterations in SDN infrastructure and
support from external entities such as public cloud provider.
Our work is different from the state-of-the-art on various
dimensions: (1) it can detect various fundamentally different
attacks; (2) it does not require any change to the infrastructure
or support from external entities; (3) it does not need any
exhaustive training before implementation; and (4) it adapts
automatically to changing traffic pattern.

III. THREAT MODEL

The target of the attacker is a server, i.e., the victim server,
which provides services to the hosts. The victim’s network
employs SDN as an underlying network architecture. The
attacker has no information about the topology of victim’s
network, but the attacker knows that the victim’s network is
using SDN. The attacker and the victim may reside in the
same or different networks. The attacker could be an individual
user, a group of users, or a group of compromised systems
(bots) controlled by the attacker. The attacker uses IP spoofing
as a camouflage technique. When the attacker launches a
DDoS attack (for attack details, please refer to Section V),
it reaches victim’s network and can cause damages to the
network resources as well as to the victim.

IV. PROPOSED APPROACH

In this section, we present our framework for detection of
DDoS attacks in SDN. Here, we explain the fundamental prin-
ciples, followed by its comprehensive implementation details.

A. Cumulative Sum (CuSum)

A non-parametric method, called the CuSum approach, is an
anomaly detection technique used for change point detection.
CuSum based mechanisms measure the deviation of current
observation from a historical (long-term) average of the obser-
vations. In our framework, we consider the volume of packets
flowing per unit of time as a parameter to CuSum. When the
current observation overshoots the historical average of the
observations, then the value of CuSum coefficient ascends, and

vice versa. Hence, if the value of CuSum coefficient surpasses
an implemented threshold, it designates an exaggerating packet
arrival rate, which is likely to be due to a DDoS attack [29].
Equation (1) shows the computation of the CuSum coefficient:

S(t) = max{0, (S(t—1)+Npi(t)—m(t))};  S(0) =0, (1)

where t represents the time of current observation, ¢ — 1
represents the time of previous observation, S(t) represents
the CuSum coefficient at time ¢, N,(t) represents the number
of packets arrived between ¢ — 1 and ¢, and m(t) represents
the long-term average of packets arrived till ¢. Equation (2)
shows the computation of m(t):

m(t) =exm(t—1)+ (1 —e€) *x Npi(t); m(0) =0, (2)

where the value of € varies from zero to one, i.e., 0 < e < 1.
It is clear from Eq. (2) that a value of ¢ that is greater than 0.5
indicates dominance of the historical average of packet count;
otherwise, current packet count holds more importance.

Interpreting a CuSum graph is straightforward. A segment
of the CuSum graph with a positive slope represents a duration
when the values tend to be higher than the overall average.
Similarly, a segment of the CuSum graph with a negative
slope represents a duration when the values tend to be lower
than the overall average. An abrupt change in the direction
of the CuSum value represents a sudden change or shift in
the average. Segments where the CuSum graph observes a
relatively straight path represents a period when the overall
average did not change much.

Need for an Adaptive Threshold: Our approach incorporates
an adaptive threshold system for the following reasons:

1) A static threshold cannot consider the tendencies and
recurring conduct of the network traffic. As an example,
traffic load during peak hours is expected to remain
higher as compared to off-peak hours, which may induce
abundant false alarms if a static threshold is engaged.

2) On the contrary, an adaptive threshold can adapt to the
trends of traffic.

3) An adaptive threshold can help to reduce false
alarms [30].

B. CuSum with Adaptive Threshold

Our method uses an adaptive threshold for CuSum with the
following rules:
For the current value of CuSum (Cp) in a window (Wp,) of
L seconds:
1) if Cr > pc, +k-oc, then
threshold,c., = threshold, g + a - threshold,q
2) else if C, < pc, — k- oc, then
threshold, e, = max(thresholdyy — B - threshold,q,
min_threshold)
3) else
threshold,,c,, = threshold,q
where, k£ is a constant, a and [ determines the degree
of adjustment in the threshold. The values of « and f
can be chosen to create a slow-increase/fast-decrease effect.
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Here, ;1c, represents the average of CuSum values in Wi,
which is computed using Eq. (3).

L
- C
po, = Ezil . (3)

And o¢, represents the standard deviation of CuSum values
in W, which is computed using Eq. (4).

L
oo, = \/Zi—l(ci - /J’CL)Q. (4)

(L—1)
C. System Model

We implemented our framework as an SDN controller
module that works alongside other forwarding modules. The
value of CuSum for the server is computed periodically. At
the same time, pc, and oc, of the CuSum values within the
window W, are also computed. The window of observation
glides in a sliding window fashion to accommodate new val-
ues. The threshold is adjusted according to the rules described
in Section IV-B. When the observed CuSum overshoots the
threshold, then an attack is identified.

One important aspect in CuSum computation is to enumer-
ate the packets arrived between ¢ — 1 and ¢, i.e., Npk(t).
The OpenFlow [31] switches maintain counters that include
the number of packets, bytes, etc., for each flow entry.
In our approach, the controller utilizes the built-in mes-
sage exchange capabilities of the OpenFlow protocol and
proactively interacts with the switches. As a part of the
proactive interaction, the controller periodically exchanges
common FLOW_STATS messages to acquire real-time traffic
statistics. Using FLOW_STATS replies from the switches,
the controller can enumerate N,(t). Each flow-rule has a
HARD_TIMEOUT and a relatively shorter IDLE_TIMEOUT.
A shorter IDLE_TIMEOUT ensures rapid eviction of momen-
tary flow-rules.

V. EXPERIMENTS

We built our test scenario as reliable and realistic as pos-
sible, by considering the suggestions in [32]. Figure 4 shows
the network topology of our test scenario. The target system
resides in Network 1, which is composed of three Open-
Flow switches controlled by a POX? controller. Here, Open
vSwitch?® serves as an OpenFlow-enabled switch. The botnets
that flood DDoS traffic are in Network 2 while legitimate
traffic flows from hosts residing in Network 2 and Network
3. Inter-network links are configured with 1 Gbps bandwidth
and 25 ms of delay while the links among OpenFlow switches
are configured with 1 Gbps bandwidth. All other intra-network
links are set to 100 Mbps bandwidth. We emulated our test
scenario using the Mininet*.

2POX - http://github.com/noxrepo/pox/
30pen vSwitch - http://openvswitch.org/
4Mininet - http://mininet.org/
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Figure 4: Test scenario’s topology

As SDN is still an emerging networking concept, no DDoS
attack dataset for SDN was publicly available at the time of
evaluation. To evaluate our proposed approach, we orches-
trated two different experiments. In the first experiment, we
produced synthetic traffic for both legitimate users and botnets
using Scapy’. To differentiate between the attack traffic and
the normal traffic we used traces provide by CAIDA. These
network traces are longer than an hour in duration and contain
a distribution of traffic for various geographical locations. The
information available in CAIDA traces was used to compute
the average packet transmission rate for a benign source in
a network. After considering the work presented in [33], we
constituted a 20% attack traffic where botnet traffic comprised
ICMP pings and had a rate higher than the normal traffic.

To assess effectiveness and versatility of our proposed
mechanism we set another experiment. Here, we used DARPA
intrusion detection evaluation dataset as they contain ample
type of attacks, i.e., over 200 instances of more than 50
types of attacks. We downsampled and transformed the packet
traces to match our emulation settings. As a representative
example, Table I shows some attacks that may overload various
components of an SDN environment.

Attacks Descriptions
Smurf Victim’s source IP is used to broadcast ICMP requests to
a network, which creates a reply flood towards the victim.
Neptune | A flood of SYN on one or more TCP ports.
ICMP pings are sent to every address within a subnet, and
IPsweep - . h . Lo
ping responses help to identify which hosts are listening.
A surveillance sweep that scans several ports to identify
Portscan . . . .
which services are running on a machine.

Table I: Some attacks that may overload SDN components

It is important to note that these attacks have different working
principles and they work at different layers. For example,
“IPsweep” works at the network layer while “Neptune” works
at the transport layer. Although “Portscan” and “IPsweep”
are not considered as DDoS attacks by conventional intrusion

“dcapy - http: www.secdev.org/projects/scapy
>S h // d / j / /
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detection mechanisms, however, they may be used to generate
a huge number of traffic flows to overload SDN components.

VI. RESULTS AND ANALYSIS

In this section, we present and discuss the results from our
experiments. Figures 5, 6, and 7 are plotted with respect to
the first experiment mentioned in Section V. The purpose of
Figure 5 and Figure 6 is to illustrate the effect of CuSum
values on the threshold. Figure 5 depicts the computed value
of CuSum and the corresponding threshold under the normal
traffic. The initial threshold was computed according to the
information available in the CAIDA traces. Although the
traffic generator script generates the traffic right from the
beginning, it takes a while to transmit the actual traffic flows.
Because in the beginning, the hosts exchange initial network
message such as ARPs. Once the network stabilizes, the
normal traffic exhibits a relatively steady state. Meanwhile, the
threshold adapts according to the value of CuSum. Since the
threshold remained higher than the CuSum value, the traffic
was classified as benign traffic.

60.00 : . . .
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20.00 - : -
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1 1
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Time (seconds)

Figure 5: Variation of threshold against CuSum values under
normal traffic
Figure 6 depicts the computed value of CuSum and the
corresponding threshold under the attack traffic. After the
initial exchange of network messages, attack flows generate a
huge amount of traffic. The threshold adapts according to the
traffic, but the value of CuSum quickly surpasses the threshold.
The CuSum value exceeded the threshold around the sixth
second and continued to stay above it.
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Figure 6: Variation of threshold against CuSum values under
attack traffic

Figure 7 depicts the computed value of CuSum and corre-
sponding threshold under the traffic that contains both normal
and attack traffic. In this case, two attack sessions were
scheduled, the first one starting from the nineteenth second
till the twenty-ninth second and other one starting from the
fifty-ninth second till the sixty-eighth second. Both the attack
sessions were detected within four seconds. Although, there
were a few false positives after the attack sessions were over.
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Figure 7: Variation of threshold against CuSum values under
the traffic consisting of both normal and attack traffic

Now we discuss the results of the second experiment.
Here, we conducted experiments for each combination
of k,a, B, and Wp. The chosen values of k were 0.5, 1.0,
2.0 while the values for o, 5 were 0.100, 0.050, 0.025. For
the window size (W), the chosen values were from 1 to 10.
We used Detection Rate (DR), False Alarm Rate (FAR), Ac-
curacy (ACC) to assess our proposed approach. The confusion
matrix [34] as presented in Table II is a standard matrix that
is widely used for the assessment of classification methods.

Confusion Predicted Label
Matrix Normal Attack
Actual | Normal True Negative | False Positive
(TN) (FP)
Label - —
Attack False Negative | True Positive
ac (FN) (TP)

Table II: Confusion matrix

DR measures the percentage of correctly identified attacks
over all the actual attacks and is computed using Eq. (5).
TP

TP+ FN

FAR measures the percentage of legitimate traffic incor-

rectly identified as attack over the entire legitimate traffic and
is computed using Eq. (6).

DR (%) = +100. )

B FP

~ FP+TN
ACC measures the percentage of true detection over the

entire traffic trace and is computed using Eq. (7).

B TP+TN

“TP+TN+FP+FN

FAR (%) % 100. (6)

ACC (%)

100. @)
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To illustrate the effectiveness of our approach, Figure 8, as
an illustrative example, shows DR, FAR, and ACC for different
window sizes with k set to 1 and «, 8 set to 0.025. In this
case, since our method did not produce any false negative,
DR was 100% for all window sizes. While FAR was 11.63%
for window size one and two seconds, which improves and
reaches 6.98% for wider windows. Since ACC is affected
by true as well as false detections; hence, ACC was 90.38%
for window size one and two seconds, which improves and
reaches 94.23% for wider windows.

[ FAR —%— DR —m—

100 —f—F—F—F—F——F——N

ACC ]

®
o

9
8
S 60 4
14
o 40} i
14
<
20 -
1 kKK —H—K
0 1 1 1 1 1 1 1 1
1 2 3 4 5 7 8 9 10

Window size (seconds)

Figure 8: DR, FAR, and ACC for different window sizes
where k=1 and a = 8 = 0.025

We performed ten experiments for each combination
of k,a, and [, one for each window size. Due to space
limitation, we show the results of the experiments where «
was set equal to S3. Table III presents the average and the
standard deviation of DR, FAR, and ACC computed for results
from each window size under every unique combination of
k,a, and . As explained in Section IV-B, the value of «, 8
decides the degree of modification in the threshold.

k | a=p8 | PDR | DR | KFAR | OFAR | HACC | 0ACC
(%) (%) (%) (%) (%) (%)
0.100 10.00 31.62 1.16 3.68 83.46 243
0.5 0.050 74.44 20.98 1.86 3.60 94.04 3.07
0.025 96.67 5.37 5.58 2.50 94.81 1.82
0.100 35.56 46.50 2.56 4.83 86.73 5.47
1.0 0.050 94.44 5.86 4.88 3.71 95.00 243
0.025 100.00 0.00 791 1.96 93.46 1.62
0.100 100.00 0.00 9.07 2.99 92.50 247
2.0 0.050 100.00 0.00 11.16 0.98 90.77 0.81
0.025 100.00 0.00 11.63 0.00 90.38 0.00

Table III: Average value and standard deviation of DR, FAR,
and ACC for different values of k, o, 3

DR degrades with increasing value of «, § because a larger
value of a,f modifies the threshold more as compare to
smaller values. Consequently, attacks are misclassified. While
FAR increases with decreasing value of «, 3 because the
threshold does not appropriately adapt for a smaller value
of «, 3. An increasing value of k improves the DR, while
the FAR is also increased. ACC observes no direct relation
with a, 3, or k as it relies on both true and false detections.

Detection Time: Another important evaluation criteria for
any detection method is the time it takes to detect the attack.
The detection time in our approach improves with increasing

window size. The detection time was under six and a half
seconds for all the experiments, and the average detection
time considering all the experiments was 4.15 seconds with
a standard deviation of 1.92 seconds.

Overhead: In our solution, the controller utilizes commonly
exchanged FLOW_STATS messages to obtain real-time traf-
fic statistics (in particular, to compute N, (¢)) for DDoS
detection. The induced overhead of our solution majorly
depends on the frequency of message exchange. To assess
the overhead, we configured the controller to exchange mes-
sages every second on a system with Intel Core 15-7200U
CPU @ 2.50 GHz x 4 processor. The measured CPU overhead
due to message exchange was nearly 11%. We believe that
the reported overhead is not an issue since in a real-network
scenario, the controller runs on a dedicated resource-rich
server grade system.

VII. CONCLUSION AND FUTURE WORK

SDN provides a simpler network administration with more
flexibility as compared to the traditional networks. There
are several security-related concerns in SDN, which are still
required to be solved. In this work, we have proposed a
framework that is capable of detecting various fundamentally
different DDoS attacks in SDN. As shown by the results, the
proposed approach is not only effective, but it can also be
tuned on various parameters to fit vast security requirements,
e.g., high DR, low FAR.

In the future, we will extend our approach to find a feasible
way to mitigate an attack after its detection. We would also
extend our approach to multi-domain networks containing
more than one SDN controller. It would be interesting to
investigate the detection and mitigation of DDoS attacks where
multiple SDN controllers can communicate with each other
over dedicated (e.g., EAST/WEST bound) interfaces.
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Abstract—Adaptive streaming dynamically adapts video qual-
ity level according to the perceived device status and network
conditions. It requires several representations of the same con-
tent, each encoded at different quality rates. As a representative
example, H.264/SVC eliminates the requirement of redundant
representations, improving the efficiency of caching and storage
infrastructure. SVC video consists of a “Base Layer” and one
or more of ‘“Enhancement Layers”. These layers have inter-
dependencies and different QoS requirements. On another side,
SDN allows forwarding tables to be adjusted dynamically, en-
abling us to route every individual flow differently. In this paper,
we propose ELBA, an algorithm for scalable video streaming over
SDN. ELBA utilizes the dynamic re-routing capability of SDN, to
stream different layers of SVC coded video over possibly different
suitable paths. In the proposed video streaming system, we use
a novel mechanism to exchange information between the control
plane and streaming servers. We have compared the performance
of our approach with traditional Internet routing technique. Our
evaluation results show that our proposal is not only feasible but
in particular, it significantly outperforms the traditional Internet
routing approach in terms of QokE.

Index Terms—H.264/SVC, QoE, SDN, Video Streaming

I. INTRODUCTION

Over the past decade, the demand for multimedia services
over the Internet has witnessed a tremendous growth. Internet
video traffic is projected to be 80% of entire Internet traffic
by 2019 [1]. Web video streaming, mobile TV, real-time
video conference and many other streaming media applications
require steady network resources with no or little variations.
These specific requirements cannot always be effectively met
by the best-effort Internet. Also, there may exist more than one
route (path) between network entities, where each path may
have different properties, e.g., one path may provide lower
error rate while the other may offer higher bandwidth. For a
reliable transmission of video streams and reuse of existing
infrastructure adaptive streaming techniques are gaining pop-
ularity.

In adaptive streaming, a video is split into segments,
and different quality representations are used to encode
these segments. Traditionally, H.264 Advanced Video Coding
(H.264/AVC) [2] is used to encode video segments. However,
AVC lacks scalability, restricting it to meet the diverse re-
quirements of different users having varying displays sizes and
connected through differing network links. To overcome this
limitation, a scalable extension of H.264/AVC was proposed,
which is known as H.264 Scalable Video Coding (H.264/SVC)
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Figure 1: Illustration of SVC video layers

[3]. SVC encodes a video in a base layer and one or more
enhancement layers, as shown in Figure 1. The base layer
provides basic (standard) video quality while adding enhance-
ment layer to the base layer enhances quality.

Software-defined networking (SDN) [4, 5] is a recently
emerging paradigm. The key concept of SDN is to decouple
data plane and control plane. The data plane provides actual
forwarding functionality. The data plane is controlled by
the control plane. The control plane is programmable. The
programmability of control plane enables us to devise flexible
routing algorithms, which can adapt according to the diverse
requirements of various network applications.

The aim of developing a new routing algorithm is to enhance
the quality of experience (QoE) for the end user. There are
various proposals for materializing new streaming technique
for video applications working over SDN. But one commonly
practiced assumption in SDN literature is that the control
plane always has prior information about the characteristics
(e.g. bit-rate, etc.) of the video traffic. One of the biggest
challenges in SDN environment is to efficiently exchange
traffic’s characteristics information between hosts and the
control plane.

In this paper, we propose ELBA (Efficient Layer Based
routing Algorithm), an algorithm that exploits the dynamic
re-routing capability of SDN, to stream different layers of
SVC coded video over distinctly suitable paths. It intends to
improve the delivered video quality without affecting rest of
the network traffic and also to improve utilization of network
resources. We also propose a novel and feasible mechanism to
exchange information between the control plane and streaming
servers. To the best of our knowledge, a mechanism to
exchange information about network traffic’s characteristics

978-1-5090-2279-3/16/$31.00 ©2016 IEEE



between the control plane and data plane elements has not been
proposed previously. While in this paper we focus particularly
on scalable videos, we believe that the approach used in this
context can be extended to other network services as well.

The remainder of this paper is organized as follows. Section
II presents an overview of related work regarding multimedia
communications over SDN. Section III elaborates the proposed
video streaming system and routing algorithm. The details of
prototype implementation and results are discussed in Section
IV. In Section V, the conclusions are given, followed by the
references.

II. RELATED WORK

In SDN environment, the key concept is to partition a net-
work into data plane and control plane. The data plane consists
of many forwarding devices that provide actual forwarding
of data packets. The data plane is controlled by the control
plane. The control plane consists of at least one decision-
making entity called the controller, which has a global view of
the network of its domain. The controller communicates with
the forwarding devices to acquire traffic information in real-
time. Utilizing topology information and the real-time traffic
statistics, the controller can decide the route of data packets
in the network. Hence, SDN allows the network operators to
develop application-specific route decision strategies consider-
ing the network topology information and the obtained traffic
statistics.

The controller and the switches communicate via Open-
Flow [6] protocol. It creates a secure communication channel
between the controller and switches. The controller instructs
the switches by simply updating their ‘flow table’ via the
OpenFlow protocol. Apart from adding flow table entries, the
controller can also delete/modify existing entries. It can also
ask for real-time traffic statistics using the OpenFlow protocol.

In [7] and [8], authors have addressed that overall network
throughput can be significantly affected by Quality-of-Service
(QoS) routing. A routing algorithm striving to optimize the
QoS traffic cannot ignore the presence of best-effort traffic.
As the majority of the Internet traffic is best-effort, any
performance enhancing approach concerned with QoS traf-
fic must also account for best-effort traffic and prevent its
congestion. To attain better performance, Peter et al. in [7]
suggest that QoS traffic should avoid heavily loaded best-
effort shortest-paths. The work presented in [9] proposes a
model of an intermediary adaptation node, where an estimation
of the available bandwidth on the client’s link by media
gateway removes identified SVC streams. Schierl et al. in
[10] demonstrate a graceful degradation of quality in SVC
streaming when the network load increases.

In [11], a flow rate shaper for SDN is proposed, which
adapts the transmission pace according to the flow rate of
distinct applications. Based on SDN framework, a network
caching service along with load balancing for video on demand
(VoD) applications is proposed in [12]. According to service
negotiations, the work in [13] suggests to assign appropriate
flows to the users. Patrick et al. in [14] propose to assure
a predictable quality of service level. In the proposed work,

an IPTV service operates in SDN system, and there are two
paths between the client and server. The secondary path is
chosen for video streaming whenever a problem is discovered
on the primary path. In this work the method of primary
path selection is not defined. In [15], the controller changes
the quality of the streamed video according to the client’s
download capacity. In this study, client’s download capacity
information is acquired from the switches, but path selection
method is not discussed.

A non-layered codec requires several representations of the
same video content, each encoded at different quality rates.
In contrast, layered codec such as H.264/SVC offers higher
storage and transmission efficiency. SVC video contains a
“Base Layer” and one or more of “Enhancement Layers”.
These layers have inter-layer decoding dependencies. The
video plays at the lowest quality when the client gets only
the base layer. Adding an enhancement layer enhances the
quality [16].

Civanlar et al. in [17] propose to route the base layer over
a lossless path. After considering the available bandwidth and
congestion, the controller selects a path having adequate band-
width to stream the base layer. In [18], the paths are allotted
by analyzing the length and capacity of the path. The work
in [19] proposes amendments to [18] for multi-domain SDN
networks. The work in [20] considers the priorities of the base
layer and enhancement layer packets to define different flow
rules for these layers. Each video layer is streamed through
different TCP port. The controller identifies each video layer
by inspecting the TCP source port value of the packets. In
this study, the process of informing the controller about this
mapping of TCP port value to the video layer streamed through
it is not discussed. Similar to this approach, another path
selection technique for streaming the base and enhancement
layers separately is discussed in [21]. In [22], a learning based
approach is proposed. The controller considers the available
bandwidth for route selection and performs periodic quality
adaption by instructing the streaming server to add/remove one
or more video layers. The controller signals the video server
via its northbound API. However, the method of intimating
the controller about the bit-rate information of each video
layer is not addressed in this study. Similarly, the procedure
of informing the controller about the characteristics of video
layers is not discussed in [17, 18, 19, 21].

In this paper, we propose an efficient video streaming
technique to enhance the quality of the delivered video. It uses
a combination of the dynamic routing capabilities of SDN and
the layered characteristics of SVC video to stream different
layers of SVC coded video over possibly different suitable
paths. We also propose a novel and feasible mechanism to
convey information about the characteristics of video layers
between the control plane and data plane elements.

III. ELBA: PROPOSED SCALABLE VIDEO STREAMING
TECHNIQUE

In this section, we present ELBA, our solution for scalable
video streaming over SDN. Here, we elucidate the underlying
principles and overview of ELBA, followed by its comprehen-
sive implementation details.
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Figure 2: ELBA: an illustrative example for video streaming

A. Algorithm Design

According to the tenet of SVC, an upper layer of video
becomes useless if any of the corresponding lower layers is
absent at the decoding time. Hence, the base layer packets
are the most important as the absence of these packet makes
all enhancement layer packets useless and the video starts to
freeze. In real-time streaming, retransmitting lost packets is
usually not suitable. On the other side, if an enhancement
layer packet is lost, the video continues to play with degraded
quality. So, the traffic stream in the network can be categorized
into following distinct streams:

1) As SVC base layer must be streamed without any packet
loss, hence it can be defined as lossless QoS (i.e., any
packet loss is intolerable) traffic.

2) All SVC enhancement layers are defined as lossy QoS
(i.e., few packet losses are tolerable) traffic.

3) Background traffic can be treated as best-effort traffic.

The quality of received video at the client depends greatly
upon two factors, loss and delay. Due to the loss, the video
packets might reach the client either as corrupted packets or
they do not reach the destination at all. While due to the delay,
the video packets might not reach the destination on time.
Moreover, the effect of these consequences varies with the
position of a layer in the SVC layer hierarchy.

To optimize the video delivery, based on the routing decision
the controller in our approach may assign distinct routes for
each video layer. Paths for lossless and lossy QoS traffic is
calculated using a slightly modified version of Dijkstra algo-
rithm [23], where the respective edge’s weight is considered
according to Eq. 3. The dominating best-effort traffic is tra-
ditionally accommodated on a hop-based shortest-path. While
in our approach, it is accommodated on a bottleneck shortest-
path (maximum bandwidth) path [24], where the available
bandwidth on a link serves as the capacity of the edge. Figure 2
depicts an abstract working of the proposed algorithm for a
specific (and simple) topology. At S1, the controller decides
to forward both base and enhancement layers over the same
link until S2. At S2, both the layers take a separate path to
reach the client. While the background traffic is forwarded via

a different path from S1, which meets enhancement layer at
S5. Influence of the link loss and link delay is elaborated in
the remaining section.

1) Influence of the loss: Due to packet losses, exact frames
cannot be decoded at the receiver’s side. Furthermore, an un-
decoded lower layer makes all the corresponding upper layers
useless, and the video starts to freeze. For this reason, higher
priority is given to lower video layers, and lower layers are
streamed over a path having a higher probability of delivering
these layers. To accomplish this behavior, the loss component
Wioss of the edge weight is weighted by a priority factor v; for
every i‘" video layer. The value of v; is inversely proportional
to the priority of an i*” video layer. The loss component W,
of the edge weight is given by Eq. 1, where L is the loss
probability on the link.

Wloss =2"".L (1)

2) Influence of the delay: Due to path delay, the video
packets might not reach the destination on time. Too late frame
packets are discarded. While early frame packets are saved in
the buffer and they wait for their time to decode and display.
For this reason, higher priority is given to upper video layers,
and upper layers are streamed over paths offering quicker
delivery of these layers. Consequently, upper layers become
available when the base layer reaches the client. To accomplish
this behavior, the delay component W4, of the edge weight
is also weighted by the priority factor v; for every i*" video
layer. The delay component W4, of the edge weight is given
by Eq. 2, where D is the delay introduced by the link.

Wdelay = (1 - 2_%) -D (2)

3) Total edge weight: The total edge weight W of a link
can be described as the weighted arithmetic mean of the loss
component W), and the delay component W4, as defined
in Eq. 3.

W:(l_ﬁ)'VVloss'i_ﬁ'Wdelay
=(1-8)-27%-L+B-(1-27")-D (3
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Figure 3: Conveying ToS mapping to a server

B. Influence of Flow-Timeouts

Every flow entry has a HARD_TIMEOUT and an
IDLE_TIMEOUT associated with it. The switch notes the flow
entry’s arrival time, as it may require to remove the entry later.
A non-zero HARD_TIMEOUT evicts a flow entry after the
given number of seconds, irrespective of how many packets it
has matched. A non-zero IDLE_TIMEOUT evicts a flow entry
when it has not matched any packet in the given number of
seconds [6]. In our proposed system, timeouts for flow entries
are installed in the following manner:

1) Flow entries related to the video layers has only
IDLE_TIMEOUT set.

2) Flow entries related to the background traffic have both
IDLE_TIMEOUT and HARD_TIMEOUT set.

The existence of only IDLE_TIMEOUT for video related
flow entries enables such entries not to be removed as long
as the video transmission is active. It helps in avoiding the
inevitable delay that incurs if HARD_TIMEOUT is set for
an entry. Because removal of an entry causes a switch to re-
consult the controller for an incoming packet that belongs to
the expired flow entry.

The absence of HARD_TIMEOUT for video related entries
causes switches to keep forwarding active video stream over
the same path, despite a better path might be available as
link’s characteristics such as delay, etc., are not invariant. In
our approach, when a client’s request reaches the controller,
it starts a timer for the client. Each time the timer for a
client expires, the controller computes new paths for the video
layers. If the new path differs from the previous path it sends
corresponding forwarding rules to the switches. Otherwise,
switches continue to apply previously installed rules to forward
video packets.

C. Identifying Video Layers

When a client initiates a service request, it arrives at the
switch to which the client is connected. Initially, the switch
does not have a matching entry for this request. Hence, it sends
a PACKET_IN message to the controller. The controller finds
a path between the client and server and it instructs the cor-
responding switches to forward the request on an appropriate
port. At the same time, the controller sends a mapping to

the server which contains a layer identifier and corresponding
IP Type-of-Service (ToS) field value for video layers. This
mapping is called ToS mapping. While streaming, the server
sets ToS field of the video packets according to the received
ToS mapping. Figure 3 depicts the process of conveying ToS
mapping to a server. Now, the controller can distinctly identify
video layers by inspecting the ToS field value of incoming
packets. Table I shows an illustrative example of the layer
identifier and corresponding ToS field value for various video
layers.

Table I: An illustrative example of ToS mapping

Video Layer Layer Identifier | IP ToS Field Value

Base Layer 0 0x64
Enhancement Layer 1 1 0x6E
Enhancement Layer 2 2 0x78
Enhancement Layer 3 3 0x82

One of the major benefits of this approach is that the
controller does not require to perform complex procedures,
e.g., deep packet inspection of packet payload to identify video
packets. Also, ToS field consumes only one byte in the packet
header.

It is important to note that the server is not bound to
receive the mapping. As a result, the server may miss it as
well. One solution is to retransmit this mapping continuously.
However, this would congest the controller-to-switch link. On
the other side, several clients may send a request to the server
at the same time. Sending mapping for each request will also
congest the controller-to-switch link. In our proposed system,
the controller records the time when it sends the mapping to
a server. When a client’s request comes to the controller, it
checks when it last sent the mapping to the requested server.
The controller sends the mapping to the requested server only
if:

Timecurrent — TTMeT 45t sent = 0 4

M is the MAC address of requested server,  defines the
time duration between two consecutive transmissions of the

mapping.



D. System Architecture

The implementation details of our approach are given in
this section. Initially, the switches contain no entry in the flow
tables. A packet from a host arrives at the switch to which the
host is connected. The switch obtains the packet and sends
a PACKET_IN message to the controller because initially its
flow table has no matching entry. The controller determines an
appropriate path for the packet and then sends forwarding rules
to the corresponding forwarding elements on the computed
path. The controller uses FLOW_MOD messages to send
forwarding rules to the switches. Since a feature with a
broad range of values can dominate the routing decision, the
controller uses normalized values of link loss and delay while
calculating routes. The controller interacts with the switches
both in reactive and proactive manner. Whenever it receives
a PACKET_IN message from a switch asking for rules, it
reactively sends the forwarding rules to the switch. As a part
of the proactive interaction, the controller periodically sends
PORT_STATS and FLOW_STATS messages to the switches to
acquire real-time traffic volume statistics. It also injects probe
packets to calculate delay on the links, as described in [25].
The controller computes loss and available bandwidth on the
links by utilizing the received traffic statistics.

IV. EVALUATION

The details of experiment setup, performance metrics used
and results are discussed in this section.

A. Experiment Setup

The evaluated network topology is illustrated in Figure 4. It
has a POX [26] controller and four OpenFlow switches, each
of the which is logically linked to the controller. The topology
contains loops, providing multiple paths between server and
client. Mininet [27, 28] is used to create the topology and
perform the simulations. The video packets are sent by Real-
time Transport Protocol (RTP) over User Datagram Protocol
(UDP). Hence, we observe packet losses in every simulation.
The value of § and timer for each client is set to 10 seconds
by the controller. Iperf [29, 30] client and server are used
to generate Transmission Control Protocol (TCP) data stream
which serves as the background traffic.

OpenFlow Controller

Background Traffic
Generator

Background Traffic
Generator

Video Server Video Client

Figure 4: Evaluated network topology

The test video sequence used in the experiments is Foreman
[31, 32]. It is in YUV CIF (352 x 288) format, and it
consists of 300 frames. This video sequence is encoded by
Joint Scalable Video Model (JSVM, version 9.19) [33] encoder
with only temporal scalability enabled. The parameters of the
resulting video are summarized in Table II.

Table II: Parameters of Foreman video

Layer | Resolution Fra(“F‘;Sl;ate B(‘Itqﬁt)e (DId, TId, QId)
0 [ 352 x 288 75 514.10 0,00
T 352 x 283 5.0 548.70 ©0.1.0)
3 [ 352 x 288 300 588.10 0.2.0)

The dependency id (DId) is used to define the spatial
scalability inter-layer coding structure. The temporal id (TId)
denotes the temporal scalability hierarchically. The quality id
(QId) indicates the quality scalability structure.

B. Performance Metrics

We have compared the algorithms on the basis of average
Peak Signal-to-Noise Ratio (PSNR), average frame loss rate
and average throughput.

1) Average PSNR: PSNR provides an approximate measure
of the quality as subjectively perceived by human observers.
It is widely used because it has clear physical meanings.
PSNR value for both luminance (Y-PSNR) and chrominance
(U-PSNR and V-PSNR) components of the received video is
calculated. A higher PSNR value corresponds to a better image
quality.

2) Average Frame Loss Rate: A video frame is fragmented
into multiple packets. The client cannot reconstruct the frame
if any of these packets is lost. Therefore, we measure the
percentage of lost frames instead of the percentage of lost
packets as it expresses the perceived QoE more precisely.

3) Average Throughput: The video bit-rate received at the
client is also measured. Improvement in the quality of the
delivered video must not affect the rest of the network traffic.
For this purpose average throughput for the Iperf client is also
calculated.

C. Results

For a fair comparison and evaluation of the proposed algo-
rithm, we performed ten runs of every algorithm. Averaged
results are obtained and shown in the graphs. Figure 5, 6, 7
illustrate average PSNR value of Y, U and V components
respectively for different algorithms. ELBA improves the Y,
U and V components by 23.11%, 8.32%, 10.59% respectively
when compared to shortest-path routing. Since the human eye
is more sensitive to brightness (luminance) than color (chromi-
nance), Y-PSNR typically holds more importance. Figure 8
shows the average frame loss rate for video traffic. The lower
layer packets experience lesser losses because ELBA streams
these packets over a less error-prone path. Successful delivery
of lower layer packets leads to correct decoding of the frames.
ELBA reduces frame loss rate by 39.56%. Figure 9 depicts the
average bit-rate received for the video traffic while the average
throughput for the background traffic is shown in Figure 10.
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As expected, shortest-path routing assigns the same path for
each video layer as well as for the background traffic. In our
approach, different video layers and the background traffic are
streamed over their suitable paths. The received average video
bit-rate is improved by 6.41% while the average throughput
for the background traffic is improved by 12.83%.

Additionally, to illustrate how an end user perceives the
difference in performance, we randomly chose and took snap-
shots of three consecutive frames from the received videos for
each approach. Figure 11 illustrates a corresponding visual
comparison in which frame number 94, 95 and 96 are snap-
shotted using a RAW video sequence player, i.e., PYUV [34].
By comparing the frames in Figure 11, it is evident that the
video quality delivered using ELBA is better than conventional
shortest-path routing approach.
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Figure 11: Visual comparison based on simulation
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V. CONCLUSION AND FUTURE WORK

In this paper, we have presented an algorithm for enhancing
the quality of SVC-based scalable video streaming. SDN
enables the forwarding devices to be updated dynamically,
which allows us to stream different layers of SVC coded video
over distinct network routes. As shown by the comparisons,
the proposed algorithm significantly outperforms traditional

Figure 9: Average bit-rate received
for video traffic

Figure 10: Average throughput for
background traffic

shortest-path routing not only in terms of PSNR and frame
loss rate, but it also delivers better throughput for both video
traffic and background traffic.

In future, We shall explore how the inclusion of other met-
rics such as jitter and congestion improves the video quality.
We also hope to present a comprehensive mathematical model
and validate it using an exhaustive emulated environment.
We shall also extend our approach to multi-domain networks
containing more than one SDN controller.
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Abstract—Servers in a network are typically assigned a static
identity. Static assignment of identities is a cornerstone for adver-
saries in finding targets. Moving Target Defense (MTD) mutates
the environment to increase unpredictability for an attacker.
On another side, Software Defined Networks (SDN) facilitate
a global view of a network through a central control point.
The potential of SDN can not only make network management
flexible and convenient, but it can also assist MTD to enhance
attack surface obfuscation.

In this paper, we propose an effective framework for the
prevention, detection, and mitigation of flooding-based Denial
of Service (DoS) attacks. Our framework includes a light-
weight SDN assisted MTD strategy for network reconnaissance
protection and an efficient approach for tackling DoS attacks
using Software Defined-Internet Exchange Point (SD-IXP). To
assess the effectiveness of the MTD strategy and DoS mitigation
scheme, we set two different experiments. Our results confirm
the effectiveness of our framework. With the MTD strategy in
place, at maximum, barely 16% reconnaissance attempts were
successful while the DoS attacks were accurately detected with
false alarm rate as low as 7.1%.

Index Terms—Denial of Service, Software Defined Networks,
Moving Target Defense, Network Security

I. INTRODUCTION

The Internet has become an integral part of our everyday
life, and it strongly affects the economy, politics, etc. While
several network security issues are still open, network-based
attacks such as large-scale port scan, DoS attacks are becoming
increasingly powerful and frequent. In 2016, on average,
58.3% websites were targeted more than once, and 13.1% were
targeted more than ten times'. A critical aspect of any attack
tackling mechanism is to properly classify attack traffic from
legitimate traffic. Misclassification of the traffic may lead to
customer dissatisfaction causing a substantial impact on rev-
enue/cost and especially, on the reputation of service providers.

The first step in almost all exploits and attacks (except zero-
day vulnerabilities) is to identify vulnerabilities and weakness
in the target. Investigating the attack surface may include
(but not limited to) finding saturation points through net-
work mapping, finding the next victim for worm propagation
through network address scanning, or recognizing the version
of software running on the target to exploit version-specific
vulnerabilities. MTD has gained significant attention from both
security experts and research community, as it can help in

Uhttp://www.govtech.com/blogs/lohrmann-on-cybersecurity/online-denial-
of-service-attacks-a-growing-concern.html
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degrading the effectiveness of an attack by preventing or at
least delaying the network reconnaissance.

On another side, SDN is a recently emerging network-
ing paradigm. SDN offers a flexible network management
by giving network operators a direct control over network
functioning and allows them to perform a variety of actions.
Networking experts believe that SDN will shape the architec-
ture of the future Internet. Since SDN enables matching on
multiple header fields, there is growing interest in applying
the concepts of SDN in the wide-area network to make its
management easier. An Internet Exchange Point (IXP) can be
an interesting place to begin because it plays a central role in
interconnecting many networks. An IXP is a network location
where multiple independently operated networks, also known
as Autonomous Systems (ASs), exchange internet traffic with
one another. An SD-IXP is an IXP that is governed by the
principles of SDN.

Contributions: In this paper, we propose an effective frame-
work for detection and mitigation of flooding-based DoS at-
tacks. Our framework employs an SDN assisted MTD strategy
as the first line of defense, which is reinforced by a change-
point detection technique for DoS detection and mitigation. In
particular, the major contributions of our work are as follows:

1) We propose a framework to tackle DoS attacks using SD-

IXP. To the best of our knowledge, our work is the first
proposal that explores DoS mitigation using SD-IXP.
2) We implemented a light-weight MTD technique that
utilizes the global-view available to the SDN controller.
3) We emulated our solution and evaluated its effectiveness
using CAIDA [1] and DARPA intrusion detection evalu-
ation dataset [2].

Organization: The remainder of this paper is organized
as follows. Section II thoroughly explains MTD and its
typical implementation approaches for network security fol-
lowed by a summary of related works. Section III elaborates
threat model. In Section IV, we give a detailed description
of our framework for DoS prevention, detection, and mitiga-
tion. Section V elucidates our experimental setup and results.
Finally, Section VI concludes the paper.

II. PRELIMINARIES AND RELATED WORK

In this section, we elucidate MTD and its standard practices
for network security, followed by a brief overview of the main
research studies related to denial-of-service attacks in SDN.
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A. Moving Target Defense

MTD believes that perfect security is unattainable. MTD
intends to morph the target, so the attacker is compelled to
learn the target over and over again. Such mechanisms increase
the complexity and uncertainty of the system to reduce the
window of opportunity for an attacker while increasing the
cost of attack attempts. It enables the system to continue a
safe operation even in a compromised environment [3]. MTD
can be broadly classified into three categories: network-level
MTD, host-level MTD, application-level MTD.

1) Network-level MTD: It focuses on changing the topol-
ogy of the network to deceive the attacker at the net-
work reconnaissance and mapping phase. It includes
imitating fake listening hosts, IP hopping/mutation, extra
closed/open ports, randomized port numbers, obfuscating
port traffic.

2) Host-level MTD: It includes faking information about
the host, its OS version/type. Broadly, it focuses on the
alteration to the OS and host-level naming, resources, and
configuration.

3) Application-level MTD: The primary goal of such tech-
niques is to change the environment in which an appli-
cation executes. It includes shuffling memory layout of
the application, randomly changing application version
and type, modifying the source code at each compilation,
and/or altering the programming languages and settings
to compile the source code [4].

Irrespective of the category, the major idea of any MTD
strategy is to mutate the environment to prevent or delay the
attacks on the system.

B. Related Work

In this section, we provide a summary of studies related
to MTD and DoS attacks in SDN. For SDN, we focus
only on the works proposing MTD-based solutions for DoS.
Rowe et al. in [5] evaluate the security of an MTD attempt
and also quantify its effectiveness based on mitigation costs.
Here, the MTD approach includes IP address and memory
randomization along with a heavyweight stateful machine for
protocols such as DHCP. Dunlop et al. [6] propose Moving
Target IPv6 Defense (MT6D) that implements MT6D tunneled
packets to rotate and hide IPv6 assignments. In order to make
the tunnels, MT6D requires a nonce, a secret key, and the
endpoint’s interface identifier, which makes it impractical in
the existing networks. Yackoski et al. [7] use Linux hypervisor
to furnish similar functionality. Colbaugh et al. [8] propose
a Game Theory-based solution to model adversary’s activity
and correspondingly optimize mitigation strategy. Here, the
solution assumes that an attacker always optimizes its actions
for an extreme percussion, which might not always be correct.

The fundamental principles of SD-IXP are described in [9].
Conti et al. in [10] raise the concern of the possibility for an
attacker to obtain critical information about an SDN network.
Jafarian et al. in [11] present an OpenFlow-based mutation
scheme for SDN that exploits OpenFlow capabilities to protect

against network reconnaissance by changing the identity of
hosts. The approach in [12] presents a similar idea that
adopts random route mutation to optimally randomize the
path between a pair of hosts. Kampanakis et al. in [13] focus
specifically on network mapping and reconnaissance protec-
tion. MacFarland et al. [14] introduce a concept of allowing the
defenders to discriminate between untrustworthy and trustwor-
thy clients using a trusted computing base. To provide access
control to legitimate clients, it relies on cryptographic MACs,
pre-shared keys, or at least embedded passwords. The work
presented in [15] employs a multi-controller system to solve
the problem of saturation. However, the approach has several
limitations. On one side, it uses random packet transmission
delay to protect from scanning attacks, which in fact, affects
the data transmission for legitimate users. On another side,
synchronization of prolonged route tables among multiple
controllers is overlooked.

Our work is different from the state-of-the-art on many
dimensions: (1) to the best of our knowledge, it is the first
proposal that implements DoS mitigation at SD-IXP; (2) since
it functions at SD-IXP, it minimizes the operation overheads
for MTD; and (3) it does not depend on any additional
infrastructure such as trusted computing base.

III. THREAT MODEL

The target of the attacker is a server, i.e., victim server,
which provides services to the hosts. The victim and the
attacker reside in different ASs. The attacker has no in-
formation about the topology of victim’s network. But, the
attacker knows the IP prefixes that the router of target’s AS is
announcing. None of the hosts in the entire system is aware of
mutations (for mutation details, please refer to Section IV-A).
The SD-IXP controller has prior information about the victim
server to be protected. When the attacker launches a DoS
attack, it certainly passes through SD-IXP switch before
reaching victim’s AS. To avoid excessive queries to DNS and
thus detection, an attacker uses network scanning techniques
to scan a whole range of IP addresses in the network.

IV. PROPOSED APPROACH

In this section, we present our framework for preventing,
detecting, and blocking DoS attacks. Here, we elucidate the
fundamental principles of our system, followed by its compre-
hensive implementation details.

A. SDN-based Random Host-IP Mutation for Reconnaissance
Protection

We chose random host-IP mutation as the MTD strategy.
The fundamental concept of random host-IP mutation is to
regularly change the identity of the hosts in a network. In
our system, the controller regularly assigns a fresh random IP
address to every network host. A fresh IP address is allotted
to a host under the following circumstances:

1) On a predefined interval of time.

2) When a host has received a predefined maximum number

of connections.
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With an aim to minimize the burden on the controller, we
use a scheme of virtual IP addresses and real IP addresses.
To reach a host within the same network, the source must use
the real IP address of the destination. While to reach a host
outside the network, the source must use the current virtual IP
address of the destination. As shown in Figure 1, a virtual IP
address is translated to the real IP address at the edge of the
network. The translation occurs due to the flow-rules installed
by the SD-IXP controller in the SD-IXP switch. Any request
to the real IP address, from a host outside the network, is
dropped at the edge. Mutating host-IP address has following
considerations:

1) Preserving integrity of the network configuration,

2) Minimizing operational costs,

3) Preventing disruption of the existing connections while

IP addresses are changed.

The controller keeps a mapping of the virtual IP addresses
to the real IP addresses. Since the controller has a global view
of the network, the mapping is always consistent and updated.
The biggest advantage of such address translation scheme is
that when the virtual IP address of host changes, then only
the SD-IXP switch needs to be updated, which minimizes the
operational overheads. At the same time, hosts need not care
about the mutations.

We explain management of existing connections with the
help of Figure 2. Let host H4 be a server that provides
services to clients. The real IP address of H 4 is real_IPa,
and at time 7, a virtual IP address vIP; is assigned to H 4.
When Hp attempts to send a request to H 4 using its current
virtual IP address, i.e. vIP;, the SD-IXP switch first sends
the packets to the controller to obtain necessary flow-rules.
Since the packets from Hp request access to the valid virtual
IP address of H 4, the controller sends proper forwarding
rules to the switch, where real_IP4 replaces vIP;. The
flow entries are installed with both HARD_TIMEOUT and
IDLE_TIMEOUT so that they expire and are removed from
the flow-table of the switch. It also allows individual flows to
persist even after a host’s IP address changes.

Hs Dst = vIP;
e

Dst =real_IP, Ha
_— 5

IP =real _IP,
VIP = vIP,
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(a) Requests to a valid virtual IP address are translated and forwarded
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Figure 2: Connection management

Once the virtual IP address of H4 changes at time T}, any
other host will be permitted to connect with H4 only via
its new virtual IP address, i.e., vIPs, e.g., Ho in Figure 2.
Importantly, if the flow-table entry in the switch between
H, and Hp that utilizes v/P; has not yet expired then
Hp’s connection would still be valid despite the virtual IP
address of H4 has been changed. At this point, if a different
host Hp attempts to connect with H 4 via the expired virtual
IP address, i.e., vIP;, the controller instructs the switch to
drop the traffic from Hp. It is important to note that if the
flow-table entry between H 4 and H g has not yet expired, Hp
would still be able to reach H 4 using the expired vIP;.

The current implementation of the mutation scheme re-
quires the controller to frequently update Domain Name
System (DNS) with the newly generated virtual IP addresses.

B. DoS Detection and Mitigation

A general characteristic of a denial of service attack is
that the network observes abrupt changes in the intensity of
the traffic when an attack is launched. In the event of such
attacks, the statistical properties of network traffic also observe
abrupt changes. Hence, the problem of attack detection can

o]
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H
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Hs Dst =real_IP4 x Ha
—_——
VN
SD-IXP Switch IP=real_IP,
VIP = vIP;

(b) Requests to the real IP address are denied at the edge

Figure 1: Translation of a virtual IP address to the real IP address at the edge
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be formulated as a change-point detection problem [16]. The
fundamental idea behind change-point detection approaches is
to detect alterations in the statistical properties of the observed
parameters with minimal latency and false positive rate.

Statistical Process Control (SPC) techniques have been
widely utilized for controlling and monitoring the quality
of manufacturing processes. SPC techniques can either be
multivariate or univariate. SPC techniques can prominently de-
tect changes in mean shifts (process mean), variance changes
(process variance), counter-relationship among multiple vari-
ables [17]. Our work focuses on detecting significant changes
in the network traffic intensity for DoS detection. The traffic
intensity is a single variable that measures the amount of traffic
flowing in the network. Hence, we consider only univariate
SPC techniques to monitor mean shifts in the traffic intensity
to detect possible DoS attacks. CUSUM control charts, Ex-
ponentially Weighted Moving Average (EWMA) [18] control
charts, and Shewhart control charts are the typical univariate
SPC techniques that are widely employed to detect mean
shifts. The EMWA control charts are robust to non-normality
and are almost perfectly non-parametric (distribution-free)
procedures [19]. Since the normality of network traffic cannot
be guaranteed, we choose EWMA control charts. A detailed
description of EWMA control charts is given in the work [19].
In our work, we compute EWMA of packet arrival rate as
shown in Eq. (1).

G _ NPE ift=1,
T lax NP¥ 4 (1—a)*S,_y; otherwise,

(D

where ¢ represents the time of current observation, t — 1 repre-
sents the time of previous observation, S; represents EMWA
of packet arrival rate at time ¢, th k represents the number
of packets arrived between ¢t — 1 and ¢. o is the smoothing
factor that varies between zero and one, i.e., 0 < a < 1. A
higher value of « discounts older observations faster. For an
N-period moving average system, « is typically calculated as
shown in Eq. (2).
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pnee and opnpr can be estimated by observing historical
data. The Lower Control Limit (LCL) and Upper Control
Limit (UCL) for the EWMA control chart are:

UCLs =pus+1L-og, LCLg=ps—L-og. 5

For a 5% significance level, L = 1.96. If S; drifts outside
UCL and LCL then an anomaly is detected, and the controller
overrides the forwarding rules for the violating flows with
DROP entries. To summarize, the controller has following
responsibilities:

1) It coordinates the mutations in the network.

2) It manages connections between hosts by installing ap-
propriate flow-rules in the SD-IXP switch.

3) Using FLOW_STATS messages, it periodically obtains
traffic statistics from the SD-IXP switch to detect and
mitigate DoS attacks.

A DROP entry has only IDLE_TIMEOUT, which means that
the DROP rules for the violating flows persist in the switch un-
til such flows become idle for the specified IDLE_TIMEOUT.

V. EVALUATION

In this section, we explain the details of our experiment
setup followed by results and their analysis.

A. Experiment Setup

We evaluated our framework through emulation. Consider-
ing the suggestion in [20] to build our prototype as reliable
and realistic as possible. Figure 3 shows the evaluated network
topology. The network consists of three ASs, namely, ASI,
AS2, and AS3. Each AS has one router, i.e., Al in AS1, Bl
in AS2, and C1 in AS3. Each AS connects to the SD-IXP
switch through its router. The SD-IXP controller governs the
SD-IXP switch. The route server is based on ExaBGP?. The
routers run bgpd and zebra daemons, Quagga® routing suite.
The network topology is created using MiniNext* emulation
tool. MiniNext is an extension of Mininet® that allows each
node in the network to execute a separate version of routing
software. The IP addresses 172.0.*.* refer to the interfaces
that the SD-IXP controller/route server and the routers use to
connect with one another. The IP prefixes with “/24” indicate
the IP prefixes that each router announces to its neighboring
ASs using BGP. The target server resides in AS1, the malicious
and genuine hosts reside in AS2 and AS3.
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Figure 3: Evaluated network topology

2ExaBGP - https://github.com/Exa-Networks/exabgp/
3Quaggal - http://www.nongnu.org/quagga/

4MiniNext - https://github.com/USC-NSL/miniNeXT/
SMininet - http://mininet.org/
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Since SDN is a recently emerging concept, no DoS at-
tack dataset for SDN was publicly available at the time
of evaluation. To assess the effectiveness of our system we
orchestrated two different experiments. In the first experiment,
we evaluated the mutation scheme where we used Nmap® to
imitate an attacker’s behavior. Nmap is a free and open-source
tool for network mapping and security auditing. Nmap can
reveal which hosts are reachable in a network, what services
(their name and version) are available on those hosts, which
operating system (its name and version) they are running, and
several other important information.

To evaluate the versatility and efficiency of our solution
for DoS detection and mitigation, we set another experiment.
Here, we considered DARPA intrusion detection dataset as
well as traffic traces provide by CAIDA. The DARPA dataset
contains over 200 instances of more than 50 types of at-
tacks [2]. Table I describes some of the attacks from the
DARPA dataset. It is worth mentioning that these attacks are
fundamentally different and work at different layers. As a
representative example, “Neptune” works at the transport layer
while “IPsweep” works at the network layer. On another side,
“IPsweep” and “Portscan” can overload an SDN controller by
generating a huge number of traffic flows. The CAIDA traffic
traces help us to understand the average transmission rate for
a genuine source in a network. After following the suggestions
in [21], we crafted a 25% attack traffic where the attack traffic
has a higher rate than the normal traffic. The network traffic
was generated using Scapy’.

Attacks Descriptions
Neptune A flooding of SYN packets on one or many TCP
ports.
A surveillance sweep to identify which hosts are
IPsweep i .
1stening.
Portscan A surveillance sweep to discover which services/
TCP-ports are open on the target machine.

Table I: Some attacks from DARPA dataset

B. Results and Analysis

In this section, we present and discuss the results from our
experiments. With the SDN-based random host-IP mutation
scheme enabled, we performed ten experiments where we
ran twenty-five consecutive aggressive (OS detection, version
detection, script scanning, and traceroute) Nmap scans against
the target network. Figure 4 shows the percentage of correct
scan reports against the actual report. It is clear that at
maximum barely 16% attempts were successful.

Now we discuss the results from the second experiment.
We used Detection Rate (DR) and False Alarm Rate (FAR) to
assess our solution. DR measures the percentage of correctly
detected attacks over all the real attacks and is computed using
Eq. (6).

TP

DR (%) =7p T 7N *

100. (6)

SNmap - https://nmap.org/
7Scapy - http://www.secdev.org/projects/scapy/

Correct scan reports (%)
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Figure 4: Correctness of consecutive Nmap scans

FAR measures the percentage of benign traffic incorrectly de-
tected as attack over the entire benign traffic and is computed
using Eq. (7).
FP
= —F—F ¥
FP+TN

Figure 5 shows DR and FAR for various values of a. A
smaller value of o gives more weightage to historical values
as compared to the current observation. Hence, the attacks are
misclassified leading to lower DR. On the another side, the
misclassified attacks still influence the EMWA control chart
values, which possibly leads to misclassification of subsequent
high-intensity benign traffic. Hence, higher FAR. With the
increasing value of o DR and FAR improves. Our results show
that our mechanism can perfectly detect the attacks with FAR
as low as 7.1%.
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Figure 5: Influence of a on performance

Overheads: We can scrutinize the overheads of our system
in terms of the size of address space required for the mutations
and CPU usage. To understand the address space requirement,
we define two terms M; and U,;. M; denotes the rate of
mutation for host h; while U; defines the time interval during
which a virtual IP address must not be reassigned to the same
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host h;. Considering M; and U;, the total number of virtual IP
addresses required for any host s; must be at least [Z:EMi],
Hence, for a system of n hosts, the least size of address si)ace
must be >, [UXZYM 1. For CPU usage, we set an experiment
where each host has a different M; and U;, and the measured
CPU overhead for the controller was less than 5% on a system

with Intel Core i5-7200U CPU @ 2.50GHz x 4 processor.

VI. CONCLUSION AND FUTURE WORK

SDN provides a simple and flexible network management
compared to traditional networks. Applying the concepts of
SDN at IXP could make some aspects of wide-area network
management easier. In this work, we have proposed an effec-
tive framework for the prevention, detection, and mitigation
of DoS attacks. As shown by the results, our framework is
not only effective to prevent network reconnaissance through
moving target defense, but it can also efficiently detect and
mitigate DoS attacks. Moreover, our framework has subtle
operation overheads. In the future, we will extend our frame-
work to detect and mitigate Distributed Denial of Service
(DDoS) attacks. We hope to perform a thorough analysis of
our extended framework on a physical testbed.
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Abstract—Software Defined Network (SDN) is an emerging
networking paradigm that has gained enormous attention from
the industries as well as the research community. SDN decouples
data plane and control plane. The direct programmability of the
control plane allows us to develop routing algorithms, which
can accommodate versatile requirements of diverse network
applications. On another side, Quality-of-Service provisioning,
traffic engineering, etc., require accurate traffic measurements
because an up-to-date view of the network facilitates service
providers to optimize network performance. Existing approaches
of traffic measurements demand either additional resources or
alteration to infrastructure.

In this paper, we present a collection of lightweight mecha-
nisms for obtaining real-time network information in SDN envi-
ronment. In particular, our mechanisms aim to obtain per-flow
and per-port traffic statistics, topology information, data transfer
rate for each network link, etc. Since our approach exploits the
built-in capabilities of OpenFlow protocol, it does not require any
changes to the infrastructure. We also implemented our proposed
mechanisms and developed Panorama, a graphical user interface
for real-time presentation of the obtained information.

Index Terms—SDN, OpenFlow, Real-time, Traffic Statistics,
Network Monitoring

I. INTRODUCTION

With increasing popularity of real-time services such as
voice and video, network monitoring has become a significant
task in network operation. In order to provide Quality-of-
Service assurance for such services and operations like traffic
engineering and network security require precise information
about network “health”. Due to the explosion of traffic volume
in IP networks, it has become exceedingly difficult to acquire
accurate traffic statistics. Network monitoring has been an
active area of research. Current traffic estimation techniques
such as flow-based measurements require several precious
resources, e.g., processing power and bandwidth while other
solutions compel expensive changes to the infrastructure.
These limitations of currently available solutions raise de-
mand for an efficient network management technique that
is competent to furnish an accurate, precise and real-time
view of the network while being inexpensive and simple to
implement. In this paper, we propose integrated mechanisms
for obtaining real-time network information that includes per-
flow and per-port traffic statistics, topology information, data
transfer rate for each network link, etc., for OpenFlow-based
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SDN environment. The collected information can be presented
on our developed GUI, Panoramal.

The remainder of this paper is organized as follows. Section
Il presents a brief summary of related work. Section III
elaborates underlying architecture and working principles of
our approach. The details of the prototype implementation and
verification are discussed in Section IV. Finally, Section V
concludes the paper and explores the future directions related

to this work.

II. RELATED WORK

In SDN [1] environment, the key idea is to separate the data
and control plane of network devices. The data plane includes
several forwarding devices that provide the forwarding of
packets. The data plane is controlled by the control plane.
The control plane consists of at least one decision-making
entity called the controller, which has a global view of the
network of its domain. The controller communicates with the
forwarding devices, and it decides the route of data packets in
the network.

The controller and the switches communicate via Open-
Flow [2] protocol. It creates a secure communication channel
between the controller and the switches. The controller in-
structs the switches by simply updating their “flow table” via
the OpenFlow protocol. Apart from adding flow table entries,
the controller can also delete or modify existing entries. It can
also collect logs, which are stored in the form of counters, from
the forwarding devices. These logs can be used to calculate
various traffic statistics. Utilizing topology information and
the real-time traffic statistics, the controller can optimize the
route for data packets. Hence, SDN allows network operators
to develop application-specific route decision strategies con-
sidering the network topology information and the obtained
traffic statistics.

Network traffic measurement approaches can be classified
into two categories: active and passive. In active measurement
approach, traffic flows are continuously monitored by injecting
special probe packets. Although an active measurement of
traffic flows can fulfill on-demand requests for traffic statistics,
however, it involves a significant amount of overhead that may
also interfere with critical traffic flows. On another side, in
passive measurement approach, the network is probed at a

'Panorama is available at spritz.math.unipd.it/projects/pm/



predefined interval with less overhead compared to the active
measurement approach.

Jose et al. [3] have proposed an active measurement mecha-
nism for measuring large-scale traffic aggregation by matching
switch rules. However, it requires continuous updates to fetch
the matching rules. OpenNetMon [4] adaptively fetches data
from the switches where the accuracy increases at the ex-
pense of measuring overhead. iSTAMP [5] partitions Ternary
Content Addressable Memory (TCAM) for aggregate and de-
aggregate traffic. However, it requires an additional mechanism
to “stamp” the flows. Zhang et al. [6] have proposed a
prediction based algorithm to detect anomalies. However, the
approach is restricted only to identified flows. OpenTM [7]
constantly polls a switch for collecting flow statistics and
produces high accuracy at the cost of high overhead of polling.
Payless [8] employs an adaptive algorithm for polling flow
statistics with both high- and low-frequency interval. In this
approach, accuracy and overhead vary with the length of the
polling interval. HONE [9] deploys software agents in every
host and a module that interacts with network devices to
periodically collect traffic data. The major hindrance in the
deployment of this approach is the requirement of installing
software agents in every host leading to scalability issues.
PLANCK [10] utilizes port mirroring to obtain statistical
data rapidly, but in a large network scenario, the traffic
could exhaust the capacity of the ports. OpenSample [11]
uses sFlow [12] and TCP sequence numbers for achieving
high accuracy with low latency. FlowSense [13] uses Pack-
etln and FlowRemoved messages for low overhead passive
measurement. The techniques discussed in [3—10] are active
measurement approaches while techniques in [11, 13] are
passive measurement approaches.

Existing network monitoring techniques require either ex-
pensive changes to the infrastructure or heavy computational
resources. In this paper, we address the demand for accurate
and precise network monitoring mechanisms, which are not
only inexpensive but are easy to deploy.

III. PANORAMA

Panorama provides a real-time bird’s eye view of an Open-
Flow Network. Panorama collects and depicts vital information
about the network. Panorama is developed as a POX [14]
module to work along with any forwarding module, as shown
in Figure 1. The forwarding module provides forwarding rules
while Panorama collects and streams network information. The
benefit of this design approach is that Panorama can also be
used as a verification tool to verify the correctness of for-
warding functionality developed by OpenFlow developers. The
remainder of this section elaborates various type of network
information collected by Panorama and their implementation
details.

A. Network Configuration

Real-time network topology update is an essential require-
ment for estimating the “health” of the network. Network
topology updates include liveliness report of switches, links,
and hosts in the network.

Controller
(Panorama + Forwarding Module)

—== Secure Channel
—— Physical Link

OpenFlow Switch OpenFlow Switch

OpenFlow Switch

Figure 1: Co-existence of Panorama with forwarding module

1) Switch Discovery: A switch exchanges handshake mes-
sages when it connects to the controller. Upon successful
connection, the controller learns that a switch with a unique
identifier called “DataPath ID” (DPID) is connected to it.
Information obtained for each discovered switch includes:

a Serial number.

b Software version.
¢ Vendor.

d Hardware type.
e DPID.

The connection between switch and controller terminates
either because the switch was restarted or it has been turned-
off. In such event, the controller learns that the switch has
been disconnected.

2) Link Discovery: LLDP (Link Layer Discovery Proto-
col) is used to discover a switch-to-switch link. OpenFlow
controller sends controller-specific LLDP packets to each
discovered switch as PACKET_OUT messages. The controller
also sends forwarding rule for such packets. The forwarding
rule asks the switches to broadcast this packet with their DPID.
When the broadcasted packet reaches an adjacent switch, it
sends this packet to the controller asking for a forwarding rule,
and the controller learns that there is an unidirectional link
the two switches. The entire process is illustrated in Figure 2.
Information stored for each discovered link includes:

a DPID of switches, between which a link exists.
b Port number of the switches, through which link is estab-
lished.

Controller

1: Packet-Out
with LLDP

$

Switch 1

3. Packet-In
with LLDP

$

Switch 2

2.LLDP
Advertisement

Figure 2: Link discovery in OpenFlow network



When a switch detects that a link to an adjacent switch has
been removed or failed, it informs the controller by raising an
event.

3) Host Discovery: When a flow of packets from a host
reaches to a switch, the switch matches the packets with
existing rules. For the first packet from a host, there would
be no matching rule. Hence, the switch sends this packet to
controller asking for a rule. By inspecting the packet, the
controller learns the location of the host. Considering the facts
that a host might move from one switch to another (as in
the case of wireless connection) or DHCP might reassign IP
addresses to the hosts, Panorama maintains a timer for each
discovered hosts and a clean up is performed periodically. The
duration of this period is usually greater than the expected hard
timeouts because removal of a rule would force subsequent
packet in the same flow from the host to flow towards the
controller again. Information obtained from each discovered
host includes:

a IP Address.

b MAC Address.

¢ Association Switch.

d Switch Port No.

e Time, which defines the time when the host was discovered.

B. Port Stats

OpenFlow PORT_STATS messages are used to obtain per-
port statistics for each port on a switch. When a switch receives
a PORT_STATS_REQUEST, it replies with a number of
transmitted packets, transmitted bytes, transmit errors, packet
dropped by TX, collisions, received packets, received bytes,
receive errors, packet dropped by RX, packets with RX over-
run, frame alignment errors and CRC errors for each of its port.
Table I shows the main components of PORT_STAT_REPLY.
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Table I: Main components of port stats

C. Aggregate Stats

Aggregate statistics for a switch indicate the total number
of currently installed flows, the total number of packets and
the total number of bytes processed by the switch for these
flows, as shown in Table II.

[ flow_count | packet_count | byte_count ]

Table II: Main components of aggregate stats

D. Flow Stats

OpenFlow FLOW_STATS messages are used to obtain per-
flow statistics for every flow rule installed on a switch. A
flow table consists of several flow entries, and each flow entry
contains various fields as indicated in Table III.

Match Fields [ Priority | Counters | Instructions | Timeouts [ Cookie |

Table III: Main components of a flow entry

1) Match Fields: These are the field against which packet
headers are matched. A match field may be exact or may
be wild-carded (match any value). Table IV shows the
main components of the match fields.

MPLS Traffic Class
Transp. Src. Port
Transp. Dst. Port

Ingress Port
Ether Src.
Ether Dst.
Ether Type
VLAN Id
VLAN Priority
MPLS Label
IP Src

IP Dst.

IP Proto.

1P ToS

Table IV: Main components of match fields

the
the

Priority: It is an integer number that determines
matching precedence of a flow entry. The higher
number, the higher the priority.

Counters: Counters are updated when packets are
matched. Counters are maintained for each port, flow
entry, flow table, etc.

Instructions: Instructions are executed when a packet
matches a flow entry. Instruction may be ‘“Required
Instruction” or “Optional Instruction”. Instructions either
modify pipeline processing or contain a set of actions to
be performed for the match.

Timeouts: A flow entry may have two type of timeouts:
hard and idle. Timeouts specify either the maximum
amount of time or an idle time before a switch evicts
a flow.

Cookies: Controller usages cookies to filter flow modifi-
cation, statistics, and deletion.

An OpenFlow switch should essentially have at least one flow
table, and it can optionally have more than one flow tables
as well. The advantage is that many network deployment
demand orthogonal processing of packets (e.g., QoS, ACL, and
routing). Using a single flow table to implement all of those
processing requirements can create a massive rule-set in the
flow table. Matching rules in a single large flow table can be
time-consuming. Using multiple tables may properly decouple
those processing requirements. Packet processing through mul-
tiple flow tables is called the OpenFlow pipeline processing.
Panorama reports pipeline processing in the instructions field.

3)

4)

5)

6)

E. Link Data Transfer Rate

One of the important aspects of network monitoring is to
estimate the data transfer rate (DTR) of the network links.
Panorama calculates uni-directional and bi-directional DTR
of a link between a pair of switches using the port statistics
received from the switches, as shown in Figure 3. Calculation
of uni-directional and bi-directional DTR in bytes per second
(Bps) is shown in Eq. 1 and Eq. 2 respectively.

(Cu’rfml_bytcs - Prefa}_bytes)

(Curgp,e — Pregi,.)
Where Curf;_bytes denotes the number of transmitted bytes
in the current observation at switch S, and Prefx_bytes refers

DTRg[", g5 = M



to the number of transmitted bytes in the previous observation
at switch S. While Curs,  and Prey, . denotes the current
time and previous time of observation at switch S.

S S
DTRBi _ (Cu{r(t}c—i-rx)_bytes - Pre(t;+rx)_bytes) )
S1esz (Curgl'}ne - Prei}ne) .

Where Cur(sm ) _bytes is the total numbf?r of trans.mitted
and received bytes in the current observation at switch S,
and .Prefm tra)_bytes is the total numl?er of trapsmitted and
received bytes in the previous observation at switch S.

<4— Port Stats
Physical Link

Controller

Switch 1

Switch 2

Figure 3: Measuring data transfer rate

F. Link Delay

Delay introduced by a link and link loss play a crucial
role in Quality-of-Service provisioning. The work in [15]
demonstrates mechanisms to measure link delay and loss. The
controller injects probe packets to calculate delay on the links,
as shown in Figure 4. At 0, it sends UDP packet to switch 1.
The controller also installs a new rule instructing switch 1 to
send this probe packet to switch 2. At ¢1 the packet flows from
switch 1 to switch 2. Since a matching rule is not installed in
switch 2, the switch sends the packet to the controller at 2.
The controller receives this packet at t3. Since the controller
maintains a constant connection with every switch, hence, it
can estimate the delay between itself and the switches, as
shown in Eq. 3. This enables the controller to estimate the
delay between every pair of switches, as shown in Eq. 4.

t1=1t3=0.5x (t, — ta). 3)

<4—» OpenFlow Request/Reply
———-% Probe Packet (UDP)
Physical Link

Switch 1 Switch 2

Figure 4: Measuring link delay

Timetoml =tl+t24+t3=12= Timetoml —t1 —t3. (4)

Where t, is the time when an OpenFlow request message is
sent, and % is the time when an OpenFlow reply message is
received.

G. Link Loss

When a flow arrives at a switch and a matching rule does not
exist in the switch, the first packet of the flow is sent towards
the controller. The controller installs corresponding instruction
in the flow table of the switches comprising the path chosen by
the controller. As soon as the flow expires, the switch indicates
this event to the controller. The entire process is illustrated in
Figure 5. The flow is installed at time ¢1 using FLOW_MOD
messages. After the flow rule expires at time t2 and t3, the
controller receives FLOW_REMOVED messages from switch
1 and switch 2 respectively. Those messages include specific
statistics for the flow such as the number of packets, bytes.
The packet-loss rate (Lossy) can be measured on the basis of
those statistics, as shown in Eq. 5.

Lossy, = (1 — packetsswitcha/packetsswitent) * 100 (5)

Where packetsgwitcn1 1S the number of packets transmitted
from switch 1, and packetsgyitche is the number of packets
received at switch 2.

t0 tl t2 t3 Time
* * * >
] ]
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Figure 5: Measuring link loss

IV. EXPERIMENT AND VERIFICATION

Panorama is tested on a physical testbed as well as in an
emulation environment. The physical testbed comprises of an
HP Aruba 5406R zI2 switch with Panorama running on a PC
with 4th Gen Intel Core i3 processor with Intel HD Graphics,
4 GB of RAM, 500 GB HDD. Here, the physical switch
is connected to two PC host.The emulation was done using
Mininet? as the network emulator on a laptop with AMD A4-
5000 1.5 GHz Quad Core APU with Radeon HD Graphics, 4
GB of RAM, 500 GB HDD. Here, Open vSwitch? serves as
an OpenFlow-enabled switch. The emulated network topology
is shown in Figure 6, here every edge switch is connected to
three hosts. Iperf* is used to generate data traffic. To verify
port, aggregate, and flow statistics dpct 19 utility is used.

ZMininet - http://mininet.org/

30pen vSwitch - http://openvswitch.org/

“Iperf - https://iperf.fr/

Sdpetl - https://github.com/CPgD/ofsoftswitchl3/wiki/
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Figure 6: Evaluated network topology Figure 7: Discovered network topology

Figure 7 depicts the discovered network topology, Panorama

labels each switch with its DPID and each host with its IP Tzzinib dpctl dump-ports
s

address. A comparison between Figure 6 and Figure 7 verifies  prpsT_porT reply (xid=6x2): 4 ports
port LOCAL: rx pkts=0, bytes=0, drop=125, errs=0, frame=8, over=0, crc=0

the correctness of the discovered network topology. Due to tx pkts-8, bytes-, drop-8, errs=0, coli-e
space limitation, subsequent results are shown for only Node port 1: o Eti::?? a,"iiiiﬁ?ﬁéﬁfrﬁ'ﬁ;ﬁ;ﬂ?rgiii;ﬂfrigﬁié over=8, crc=0

: : @10 3 : H port 2: rx pkts=87, bytes=8948, drop=0, errs=@, frame=8, over=8, crc=0
1, which is referred as “s1” in the emulation. Figure 9 shows tx pkts-153, bytes15880, drop-e. errs-o, collod

the computed port, aggregate, and flow statistics. The results | port 3: rx pkts=s2, bytes=9317, drop=0, errs=0, frane=0, over=e, crc=0

R . . . tx pkts=154, bytes=17553, drop=8, errs=8, coll=8
can be’ verified by comparing Figure .9 with dpctl output (a) Port statistics
for switch “s1”, shown in Figure 8. Figure 10 illustrates the

estimated data transfer rate of each link when each host pings  pininet> dpctl dump-aggregate
every other host once. INXST_AGGREGATE reply (xid=8x4): packet count=166 byte count=6806 flow _count=1

Our proposed approach is lightweight as it relies on regu- (b) Aggregate statistics

larly exchanged OpenFlow messages. At the same time, it is
mininet> dpctl dump-flows

inexpensive as it requires neither alteration to infrastructure [ st -------o oo
L. . . .. INXST_FLOW reply (xid=8x4):
nor injection of pI‘Obe paCketS. On another side, it is also casy cookie=0x0, duration=79.786s, table=®, n_packets=43, n_bytes=1763, idle_age=2,

to deploy since it iS a controller based measurement scheme priority=65008,d1 dst=01:23:20:00:00:01,d1 type=0xB88cc actions=CONTROLLER:65535
(c) Flow statistics

Figure 8: dpctl output for switch “s1”

00-00-00-00-00-01

port_no ix_packets ix_bytes ix_errors ix_dropped collisions rx_packets rx_bytes rx_errors rx_dropped rx_over_err rx_frame_err rx_crc_err
65534 0 0 0 0 0 0 0 0 125 0 0 0
1 154 17196 0 0 0 89 9071 0 0 0 0 0
2 153 16880 0 0 0 87 8940 0 0 0 0 0
3 154 17553 0 0 0 92 9317 0 0 0 0 0

(a) Port statistics

00-00-00-00-00-01

flow_count packet_count byte_count

1 166 6806

(b) Aggregate statistics

00-00-00-00-00-01

match timeout duration count
actions priority table_id cookie
dl_src di_dst di_type di_vlan nmw_src nmw_dst nw_prolo mw_tos tp_src tp_dst in_port idle_timeout  hard_timeout duration_sec duration_nsec packel_count byte_count

max_len - 65535
- 01:23:20:00:00:01  LLDP - - - - - - - - port - OFPP_CONTROLLER 65000 0 o 79 532e+8 43 1763 o 0
type - OFPAT_OUTPUT

(c) Flow statistics

Figure 9: Computed statistics for switch “s1”



Uni-Directional (bps)

Switch 00-00-00-00-00-01

00-00-00-00-00-01 NIA
00-00-00-00-00-02 8600.66
00-00-00-00-00-03 12767.29

00-00-00-00-00-04 13469.73

00-00-00-00-00-02

8544.46

00-00-00-00-00-03 00-00-00-00-00-04

14003.40 1244931

NIA NIA MIA

N/A NIA NIA

N/A NIA NIA

(a) Uni-directional DTR

Bi-Directional (bps)

Switch 00-00-00-00-00-01

00-00-00-00-00-01 NIA
00-00-00-00-00-02 17197.32
00-00-00-00-00-03 25528.73

00-00-00-00-00-04 26140.47

00-00-00-00-00-02

17084.75

00-00-00-00-00-03 00-00-00-00-00-04

27222.60 25670.87

NIA NIA MNIA

N/A NIA NIA

N/A NIA NIA

(b) Bi-directional DTR

Figure 10: Estimated data transfer rate in response to pingall command

V. CONCLUSION AND FUTURE WORK

In this paper, we have presented light-weight network mon-
itoring mechanisms for SDN environment. These mechanisms
employ the built-in capabilities of OpenFlow protocol. The
obtained information can be presented in real-time on our
developed GUI, Panorama. In future, we shall explore how
other metrics such as congestion, jitter can be calculated in
an OpenFlow-based SDN environment. We would also like to
extend the GUI to manifest link loss and delay. We also hope
to develop Panorama as a controller independent module.
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Abstract—Skype is a peer-to-peer VoIP client developed in 2003
by the organization that created Kazaa. Skype claims that it can
work almost seamlessly across NATs and firewalls and has better
voice quality than other VoIP clients. It encrypts calls end-to-end,
and stores user information in a decentralized fashion. Skype
also supports instant messaging and conferencing.

This paper analyzes key Skype functions such as login, NAT and
firewall traversal, call establishment, media transfer, codecs, and
conferencing under three different network setups. Analysis is
performed by careful study of the Skype network traffic and by
intercepting the shared library and system calls of Skype. We
draw a map of super nodes to which Skype establishes a TCP
connection at login.

I.  INTRODUCTION

Skype [1] is a peer-to-peer (p2p) VoIP client developed by
the organization that created Kazaa [2]. Skype allows its users
to place voice calls and send text messages to other users of
Skype clients. In essence, it is very similar to the MSN and
Yahoo IM applications, as it has capabilities for voice-calls,
instant messaging, audio conferencing, and buddy lists.
However, the underlying protocols and techniques it employs
are quite different.

Like its file sharing predecessor Kazaa, Skype uses an
overlay peer-to-peer network. There are two types of nodes in
this overlay network, ordinary hosts and super nodes (SN). An
ordinary host is a Skype application that can be used to place
voice calls and send text messages. A super node is an ordinary
host’s end-point on the Skype network. Any node with a public
IP address having sufficient CPU, memory, and network
bandwidth is a candidate to become a super node. An ordinary
host must connect to a super node and must authenticate itself
with the Skype login server. Although not a Skype node itself,
the Skype login server is an important entity in the Skype
network as user names and passwords are stored at the login
server. This server ensures that Skype login names are unique
across the Skype name space. Starting with Skype version 1.2,
the buddy list is also stored on the login server. Figure 1
illustrates the relationship between ordinary hosts, super nodes
and the login server.

Apart from the login server, there are SkypeOut [3] and
Skypeln [4] servers which provide PC-to-PSTN and PSTN-to-
PC bridging. SkypeOut and Skypeln servers do not play a role
in PC-to-PC call establishment and hence we do not consider
them to be a part of the Skype peer-to-peer network. Thus, we
consider the login server to be the only central component in
the Skype p2p network. Online and offline user information is
stored and propagated in a decentralized fashion.

Skype login
server

Message exchange
with the login server
during login

o ordinary host (SC)

super node (SN)

neighbor relationships in the
Skype network

Figure . Skype Network. There are three main entities: supernodes,
ordinary nodes, and the login server.

We believe that each Skype node uses a variant of the
STUN [5] protocol to determine the type of NAT and firewall
it is behind. We also believe that there is no global NAT and
firewall traversal server because if there was one, the Skype
node would have exchanged traffic with it during the login and
call establishment phases in the many experiments we
performed.

The Skype network is an overlay network and thus each
Skype client (SC) needs to build and refresh a table of
reachable nodes. In Skype, this table is called host cache (HC)
and it contains IP address and port number of super nodes.
Starting with Skype v1.0, the HC is stored in an XML file.

Skype claims to have implemented a ‘3G P2P’ or ‘Global
Index’ [6] technology, which is guaranteed to find a user if that
user has logged in the Skype network in the last 72 hours.



Skype uses wideband codecs which allows it to maintain
reasonable call quality at an available bandwidth of 32 kb/s. It
uses TCP for signaling, and both UDP and TCP for
transporting media traffic.

The rest of this paper is organized as follows. Section II
describes key components of the Skype software and the Skype
network. Section III describes the experimental setup we used
for reverse-engineering the Skype protocol. Section IV
discusses key Skype functions like startup, login, user search,
call establishment, media transfer and codecs, and presence
timers. Flow diagrams based on actual network traffic have
been included to elaborate on the details. Section V discusses
conferencing. Section VI discusses other experiments and
compares aspects of Skype with Yahoo, MSN and Google Talk
IM applications. A world map of SNs to which a SC
establishes a TCP connection at login is also drawn.

II.  KEY COMPONENTS OF THE SKYPE SOFTWARE

A Skype client listens on particular ports for incoming
calls, maintains a table of other Skype nodes called a host
cache, uses wideband codecs, maintains a buddy list, encrypts
messages end-to-end, and determines if it is behind a NAT or a
firewall. This section discusses these components and
functionalities in detail.

A. Ports

A Skype client (SC) opens a TCP and a UDP listening port
at the port number configured in its connection dialog box. SC
randomly chooses the port number upon installation. In
addition, SC also opens TCP listening ports at port number 80
and 443 which, otherwise, are used to listen for incoming
HTTP and HTTP-over-TLS requests. Unlike many Internet
protocols like SIP [9] and HTTP [10], there is no default TCP
or UDP listening port. Figure 14 shows a snapshot of the Skype
(v1.4) connection dialog box. This figure shows the ports on
which a SC listens for incoming connections.

B. Host Cache

The host cache (HC) is a list of super node IP address and
port pairs that SC builds and refreshes regularly. It is a critical
part to the Skype operation. In SC v0.97, at least one valid
entry must be present in the HC. A valid entry is an IP address
and port number of an online Skype node. At login time, a SC
v0.97 tried to establish a TCP connection and exchange
information with any HC entry. If it was unable to do so, it
reported a login failure. In Skype v1.2 and onwards, if a SC is
unable to establish a TCP connection with any HC entry, it
tries to establish a TCP connection and exchange information
with one of the seven bootstrap IP address and port pairs hard-
coded in the Skype executable. A SC for Windows XP stores
the host cache as a XML file ‘shared.xml’ in C:\Documents
and Settings\<XP User>\Application Data\Skype. A SC for
Linux stores the HC as a XML file ‘shared.xml’ at
$(HOMEDIR)/.Skype. After running a SC for two days, we
observed that HC contained a maximum of 200 entries. Host
and peer caches are not new to Skype. Chord [20], another
peer-to-peer protocol, has a finger table, which it uses to
quickly find a node.

C. Codecs

During our experiments, we observed that Skype uses the
iLBC [12], iSAC [13], and iPCM [14] codecs. These codecs

have been developed by GloballPSound [15]. For SC v1.4 we
measured that the Skype codecs allow frequencies between 50-
8,000 Hz to pass through. This frequency range is the
characteristic of a wideband codec.

D. Buddy List'

In Windows XP, Skype stores its buddy information in an
XML file ‘config.xml’ at C:\Documents and Settings\<XP
user>\Application Data\Skype\<skype user id>. In Linux,
Skype stores the ‘config.xml’ file in
$(HOMEDIR)/.Skype/<skype user id>. Starting with Skype
v1.2 for Windows XP, the buddy list is also stored on a central
Skype server whose IP address is 212.72.49.142. The buddy
list is stored unencrypted on a computer. Figure 2 shows a
fragment of the config.xml file.

<CentralStorage>
<LastBackoff>0</LastBackoff>
<LastFailure>0</LastFailure>
<LastSync>1135714076</LastSync>
<NeedSync>0</NeedSync>
<SyncSet>
<u>
<skypebuddy1>2f1b8360:2</skypebuddyl >
<skypebuddy2>d0450£f12:2</skypebuddy?

Figure 2. A fragment of the config.xml file for a SC. It shows two Skype
buddies and an four-byte number for each buddy. If two SCs have the same
buddy, their corresponding config.xml files have a different four-byte number
for the same buddy.

E.  Encryption

The Skype website [18] explains: “Skype uses AES
(Advanced Encryption Standard), also known as Rijndael,
which is used by U.S. Government organizations to protect
sensitive, information. Skype uses 256-bit encryption, which
has a total of 1.1 x 10”7 possible keys, in order to actively
encrypt the data in each Skype call or instant message. Skype
uses 1024 bit RSA to negotiate symmetric AES keys. User
public keys are certified by the Skype server at login using
1536 or 2048-bit RSA certificates.”

F. NAT and Firewall

We conjecture that SC uses a variation of the STUN [5] and
TURN [19] protocols to determine the type of NAT and
firewall it is behind. We also conjecture that SC refreshes this
information periodically. This information is also stored in the
shared.xml file.

Unlike its file sharing counter part Kazaa, a Skype client
cannot prevent itself from becoming a super node.

III. EXPERIMENTAL SETUP

Experiments were performed for the Windows Skype
version 1.4.0.84 and for the Linux Skype version 1.2.0.18. We
used traffic analysis, shared library and system call interception
techniques to analyze various aspects of the Skype protocol.
Tools like memgrp [21] can be used to perform a runtime
analysis of the Skype memory. We have used this tool
sparingly as it requires an extensive effort and trial and error to
‘decipher’ the memory dumps. Therefore, we do not present
any results from using that tool. Tools by MaxMind [26] were

! Buddy list is an AOL trademark.



used to perform reverse country, city, and ISP lookups for an
IP address when dig failed to return a DNS PTR record.

Below, we explain the experimental setup for experiments
performed on different versions of the Skype client.

A.  Skype version 1.4.0.84.

This version was available for Windows. Traffic analysis
was the primary mechanism for experiments performed for this
version. A SC was installed on two Windows XP machines.
Each machine had a 3 GHz Pentium 4 CPU with 1 GB of
RAM. Each machine had a 10/100 Mb/s Ethernet card and was
connected to a 100 Mb/s network.

We performed experiments under three different network
setups. In the first setup, both Skype users were on machines
with public IP addresses; in the second setup, one Skype user
was behind a port-restricted1 NAT; in the third setup, both
Skype users were behind a port-restricted NAT and UDP-
restricted firewall. The NAT and firewall machines ran
Mandriva Linux 10.2 and were connected to 100 Mb/s Ethernet
network. The NAT was configured using Linux ‘iptables’.

Ethereal [7] and NetPeeker [8] were used to monitor and
control network traffic, respectively. NetPecker was used to
tune the bandwidth so as to analyze the Skype operation under
network congestion.

B.  Skype version 1.2.0.18

This version is available for Linux. We used shared library
and system call redirection techniques to gain more insights
into the Skype protocol. In Linux, at program startup, dynamic
linking allows to load a shared library pointed by
LD PRELOAD environment variable before any other shared
library. This makes it possible to overload a library function
such as strcpy() or send(). When LD PRELOAD is set to a
library containing an overloaded strcpy() function, and the
program which contains strcpy() calls is executed, the
overloaded strcpy() is called. The parameters passed to this
overloaded strcpy() function can be displayed or any
appropriate action can be taken. Also, the overloaded strcpy()
function can then call the libc strepy() function. Austin Godber
[22] provides a nice tutorial on this technique and Linux
function interception.

In our experiments, we exported the display of two Linux
machines using X-Win32 [23]. Thus, we were able to run
different instances of a Skype client on the same host machine.
However, the sound device cannot be accessed when the
display is exported. To overcome this problem, we overrode
the open(), close(), select(), and ioctl() calls using the technique
described above. Each of these calls called the namesake libc
function from within. In Skype, the socket and sound
descriptors are polled by a select() system call. When Skype
requests to open a sound device, our overloaded open() system
call returns a fake descriptor. Skype then requests this
descriptor to be polled by select(); however since this is a fake
descriptor, we must not pass this descriptor to the actual
select() system call. Therefore, our overloaded select() clears
this fake descriptor from the read descriptor list before calling
the actual select() function.

LA port-restricted NAT allows an external host, with source IP
address X and source port P, to send a packet to the internal host
only if the internal host had previously sent a packet to IP address
X and port P.

An actual sound device (microphone) will have periodic
data to read after it is open. However, since ours is a dummy
sound device, select() will not return periodically on this
device. To solve this issue, we created a select() timer in the
actual select() system call with an interval of 20 ms. When the
select() returns on a timer event, we add to the select() read
descriptor list which is passed to the overloaded select() the
fake sound device descriptor. Skype then issues a read() on this
fake descriptor. Since read() is overloaded, our read() function
is called. The overloaded read() then returns a dummy sound
buffer to the Skype. We observed that Skype requested to read
960 bytes from the sound device on each read request.

All experiments were performed between November and
December, 2005.

In the subsequent sections, any reference to function
overloading in experiments implies that Linux Skype version
1.2.0.18 was used. Otherwise, Windows Skype version
1.4.0.84 was under test.

IV. SKYPE FUNCTIONS

Skype functions can be classified into startup, login, user
search, call establishment and tear down, media transfer, and
presence messages. This section discusses each of them in
detail.

A.  Startup

When SC v1.4 was run for the first time after installation, it
sent a HTTP 1.1 GET request to the Skype server (skype.com).
The first line of this request contained the keyword ‘installed’.

The complete startup messages for Skype v0.97 are
reported in the technical report [11].

B. Login

Login is perhaps the most critical function to the Skype
operation. It is during this process a SC authenticates its user
name and password with the login server, advertises its
presence to other peers and its buddies, determines the type of
NAT and firewall it is behind, discovers online Skype nodes
with public IP addresses, and checks the availability of latest
Skype version.

1) Login Process

Using the library function call overloading technique
described in section III.B, we overrode the connect(), and
sendto() calls such that these calls always returned with a
failure. However, we permitted a TCP connection to localhost
since Skype refuses to run if cannot establish this connection.
The system time was printed whenever the connect() and
sendto() functions were called to accurately profile the time at
which Skype sends its login messages. Also, before running the
Skype we deleted the HC XML file. Then we ran the SC, and
made a login attempt. We observed that the SC first sent a
UDP packet of length 18 bytes to each of the seven bootstrap
SN IP address and port 33033. If there was no response after
five seconds, SC tried to establish a TCP connection with each
of these seven default SNs IP address on port 33033. If the
connection attempts failed, it repeated the whole process after
six seconds. We ran this experiment for 15 minutes, and
strangely Skype never reported a login failure. Figure 3 shows
these login attempts as a flow chart.

In the same experiment conducted in July 2005 for Skype
Linux v1.0, we had observed that Skype tried to establish a



connection with each of the SN IP address on port 80 and port
443. Most firewalls are configured to allow outgoing TCP
traffic to port 80 (HTTP port) and port 443 (HTTP-over-TLS
port). However, we did not observe such attempts for Skype
Linux v1.2.

Since the HC file had been deleted, and since we saw the
same bootstrap IP address and port pairs in subsequent failed
login attempts, we conclude that these IP address and port pairs
are hard-coded in the Skype executable.

We have observed that a SC must establish a TCP
connection with a SN in order to connect to the Skype network.
If it cannot connect to a super node, it will report a login
failure.

In another experiment, we filled the SC HC with an invalid
IP address and port pair. Initially, SC was unable to establish a
TCP connection with this invalid entry; however, after some
time, it established a TCP connection with one of the bootstrap
SNs. Since IP address and port number of any bootstrap SN
was not present in the HC, it gives more credence to our belief
that some SN IP address and port number pairs are hard-coded
in the Skype executable.

In order to see the minimal set of messages a SC exchanges
with other entities for a successful login, we performed the
following experiment. We deleted the HC and permitted
inbound and outbound UDP and TCP traffic. A SC was started
and a login attempt was made. The login attempt succeeded.
We then repeated this experiment for the same Skype user id
two more times. Figure 4 shows the set of messages exchanged
between SC, bootstrap SN, SN, and the login server in a
condensed form.

In these experiments we observed that the first and the

Send UDP

w | Packets to seven

bootstrap SNs at
port 33033

esponse within
6 seconds

No Yes

v

TCP connection attempts
with seven bootstrap SN
|IP addresses and port
33033

Connected

No

A j

——— Wait for 6 seconds

Figure 3. Skype login process. SC sends UDP packets of length 18 bytes to
all bootstrap SNs. After 5s, it attempts TCP connections with the seven
bootstrap SN IP address and ports 33033. Authentication with the login server
is not shown.

second messages exchanged with the login server were always
the same across multiple login attempts even for different
skype user ids. The decimal representation of message (1) is 22
3 10 0 and decimal representation of message (2) is 23310 0.
In most of our experiments, only four messages were
exchanged between SC and the login server. The length of
these messages was almost the same in subsequent
experiments. Messages (3) and (4) were different for each login
attempt. However, message (3) and (4) shared a four byte
common header across different experiments. The decimal
equivalent of first four bytes of these common headers is the
same as message (1) and (2), respectively. The decimal
equivalent of the fifth byte in message (3) was 205. On
inspection, we found the header ’23 3 1 0’ at that location
[header+205] and another length field after that header whose
value was 198. The decimal equivalent of the fifth byte in
message (4) was ‘217° which appears to be the length of the
message.

Note that in SSL messages, the first byte indicates the
message type and the next two bytes indicate the SSL version.
The value 22 (0x16) corresponds to the SSL message type
client key exchange and the value 3 0 corresponds to the SSL
version 3.0. Since the messages a SC sends to the login server
contains the header 22 3 1 0, it indicates that Skype is using
part of SSL header for its login messages.

Using the same setup that was used for the experiment
described in the above paragraph, a login attempt was made
with an invalid password. The length of the messages (1), (2),
and (3) exchanged with the login server remained the same.
The length of the message (4) returned by the login server was
18 bytes indicating a login failure. The decimal equivalent of
the fifth byte in message (4) was 13 which indicated the length
of this message after a four byte header.

To see if it is possible to block Skype, we performed the
following experiment. A successful login attempt was made.
Then, the SC was shut down. We overrode connect() such that
it returned with an error when a connection attempt was made
with the login server IP addresses. SC was then started and a

SC 195.215.8.145:33033 (Bootstrap node)
UDP P 41B
- UDP 64B
SC SN: (IP address not shown for privacy reasons)
TCP > 357B
-t TCP 4032B
SC
UDP > 18B
et UDP 18B
SC 195.215.8.141:33033 (login server)
F———TCP:SYN———p»
-¢——TCP:ACK————
TCP - 5B(D)
[ TCP: 5B (2)
TCP »413B (3)
- TCP: 222B (4)

Figure 4. Minimal set of messages exchanged with the bootstrap SN, the SN,
and the login server. Messages exchanged with the bootstrap SN, and SN have
been aggregated. Message size for messages exchanged with the bootstrap
node and SN correspond to the cumulative size. Messages sent after the
exchange with the login server is completed are not shown.



TABLEI
SKYPE (VER 1.4) LOGIN EXPERIMENT SUMMARY

Skype on a Machine . .

with/behind Data Exchanged Time to Login
Public IP address 10 KB 3-7s
Port-restricted NAT 11 KB 3-7s
UDP-restricted firewall 7 KB 35s

login attempt was made. Strangely, the login attempt
succeeded. We noted the IP address of the node to which the
initial login message having decimal representation 22 3 1 0 0
was sent. In our overloaded connect(), we blocked connection
attempts to this IP address. We then started Skype, and
attempted a login. However, Skype was still able to login
successfully. We then kept on blocking IP addresses in
connect() to which login messages were sent in the previous
login attempt. In all, we ended up blocking six IP addresses in
connect(). However, Skype was still able to login successfully.
From this experiment, we conclude that Skype routes login
messages through SNs. This is a change from version 0.97
where it was possible to block Skype by simply blocking the
login server IP address.

Next, we overrode the send() call such that it always
returned with an error when it saw a message whose first four
bytes were 22 3 1 0. Note that these are the first four bytes of
message (1) and (3) shown in Figure 4. Skype was then started
and a login attempt was made. Skype was unable to login
despite multiple login attempts for different Skype user ids.
Thus, it is possible to block Skype by dropping all the packets
whose first four bytes of payload are 22 3 1 0. However, care
should be taken to ensure that any such rule at the firewall does
not result in blocking legitimate traffic.

For Skype v1.4, we performed experiments to understand
the Skype login behavior for the three network setups
described in section III.A. For these experiments, a previous
copy of SC was uninstalled and Windows registry was cleared
of old Skype entries. Then, a new copy of SC was installed.
Table I summarizes the results of these experiments. Detailed
message flows for these login attempts for v0.97 are available
in the technical report [11].

In most of the login attempts, we observed that a SC sent
ICMP messages to the following IP addresses: 204.152.*
(USA), 130.244.* (Sweden), 202.139.* (Australia), 202.232.*
(Japan). The reason for sending these messages is not clear.
The reverse lookup done using MaxMind [26] suggests that
each of these IP addresses is in countries located in different
continents.

For the first two experimental setups, the SC sent messages
to about 22 nodes and received responses from them after
authenticating itself with the login server.

2) Login Server

After a SC is connected to a SN, the SC must authenticate
the user name and password with the Skype login server. The
login server is the only central component in the Skype p2p
network. It stores Skype user names and passwords and ensures
that Skype user names are unique across the Skype name
space. SC must authenticate itself with the login server for a
successful login. During our experiments we observed that SC
always exchanged data over TCP with a node whose IP address
was either 212.72.49.141 or 195.215.8.141. We believe that
these nodes are the login servers. A reverse lookup of these
two IP addresses did not retrieve a NS record. The first
hostname returned in the authority section of the reverse

TABLE II
BOOTSTRAP SN IP ADDRESS AND HOSTNAMES OBTAINED BY A REVERSE LOOKUP
IP address:port Reverse Lookup Result Authority Section
66.235.180.9:33033 sss1.skype.net ns1.hopone.net
66.235.181.9:33033 No PTR result ns1.hopone.net
212.72.49.143:33033 | No PTR result ns07.customer.e
u.level3.net
195.215.8.145:33033 | No PTR result ns3.DK.net
64.246.49.60:33033 1$-64-246-49- ns2.evl.net
60.evl.net
64.246.49.61:33033 1$-64-246-49- ns2.evl.net
61.evl.net
64.246.48.23:33033 evls-64-246-48- nsl.evl.net
23.evlservers.net

lookup query (dig) was nsO7.customer.eu.level3d.net and
ns3.DK.net respectively. Country lookup done using MaxMind
tools suggests that 212.72.49.141 is in Netherlands and
195.215.8.141 is in Denmark. The buddy list is hosted on a
server whose IP address is 212.72.49.142. We consider it to be
a part of the login server.

3) Bootstrap Super Nodes

We list the IP address and port numbers of the seven
default SNs observed during a failed login attempt. The
corresponding hostnames and the first entry of the authority
section returned by reverse lookup query (dig) are given in
Table II.

From the reverse lookup, it appears that one SN is
maintained by Skype itself.

4) NAT and Firewall Determination

We conjecture that a SC is able to determine at login if it is
behind a NAT and a firewall. We guess that there are at least
two ways in which a SC can determine this information. One
possibility is that it can determine this information by
exchanging messages with its SN using a variant of the STUN
[5] protocol. The other possibility is that during login, a SC
sends and possibly receives data from some nodes after it has
established a TCP connection with the SN. We conjecture that
at this point, SC uses its variation of STUN [5] protocol to
determine the type of NAT or firewall it is behind. Once
determined, the SC stores this information in the shared.xml
file. We also conjecture that SC refreshes this information
periodically. We are not clear on how often a SC refreshes this
information since Skype messages are encrypted.

5) Skype Latest Version
During login, a SC sent a HTTP 1.1 GET request to the
Skype server (skype.com) to determine if a new version was
available. The first line of this request contained the keyword
‘getlatestversion’. Along with the HTTP request sent at first
time startup, these are the only text-based messages sent by
Skype.

6) Login Process Time

We measured the time to login on the Skype network for
the three different network setups described in section III. For
this experiment, the HC already contained the maximum of two
hundred entries. The SC with a public IP address and the SC
behind a port-restricced NAT took about 3-7 seconds to
complete the login procedures. The SC behind a UDP-
restricted firewall took about 35 seconds to complete the login
process. For SC behind a UDP-restricted firewall, we observed
that it sent UDP packets to its twenty HC entries. At that point
it concluded that it is behind UDP-restricted firewall. It then
tried to establish a TCP connection with the HC entries and



was ultimately able to connect to a SN. Also, a SC behind a
UDP-restricted firewall and port-restricced NAT took 5-10
seconds for immediate subsequent logins. This shows that a SC
stores its last connectivity information in a file.

C. User Search

Skype uses its Global Index (GI) [6] technology to search
for a user. Skype claims that search is distributed and is
guaranteed to find a user if it exists and has logged in during
the last 72 hours. Extensive testing suggests that Skype was
always able to locate users who logged in using a public or
private IP address in the last 72 hours.

Skype is a not an open protocol and its messages are
encrypted. Whereas for login, we were able to form a
reasonably precise opinion about the different entities involved,
it is not possible to do so in search, since we cannot trace the
Skype messages beyond a SN. Also, we were unable to force a
SC to connect to a particular SN. Nevertheless, we have
observed and present search message flows for the three
different network setups.

A SC has a search dialog box. After entering the Skype user

SC SN
TCP P 3B
- TCP 48B
UDP: p171B N1
- UDP: 18B N1
UDP P 54B N2
- UDP 18B N2

Figure 5. Message flow for a successful user search when SC v1.4 has a
public IP address. ‘B’ stands for bytes and ‘N’ stands for node. Message sizes
correspond to payload size of TCP or UDP packets. Not all messages are
shown.

SC SN
TCP: 13B
-l TCP: >|| 48B
SC N1, N2, N3, N4
UDP P 91B
et UDP: 18B
UDP P 54B
-t UDP 25B

Figure 6. Message flow for a successful user search when SC v1.4 is behind
a port-restricted NAT. ‘B’ stands for bytes and ‘N’ stands for node. UDP
packets were sent to N1, N2, N3, and N4 during login process and responses
were received from them. Message size corresponds to payload size of TCP or
UDP packets. Not all messages are shown.

sC SN
' TCP
|< TCP

Figure 7. User search by a SC v1.4 behind a UDP-restricted firewall. ‘B’
stands for bytes. Messages have been aggregated for space. Data is exchanged
with SN only. Message size corresponds to the approximate cumulative size
of messages exchanged between SC and a SN and vice versa.

id and pressing the find button, SC starts its search for a
particular user. For SC on a public IP address, SC sent a TCP
packet to its SN. It appears that the SN gave SC the IP address
and port number of eight nodes to query, since after that
exchange with SN, SC sent UDP packets to eight nodes. If it
could not find the user, it informed the SN over TCP. It appears
that the SN now asked it to contact sixteen different nodes,
since the SC then sent UDP packets to sixteen different nodes.
This process continued until the SC found the user or it
determined that the user did not exist. On average, SC
contacted more than 24 nodes. The search took three to four
seconds.

A SC behind a port-restricced NAT exchanged data
between SN and some of the nodes which responded to its
UDP request during login process. The message flow is shown
in Figure 6. The search took about five to six seconds.

A SC behind a port-restricted NAT and UDP-restricted
firewall sent the search request over TCP to its SN. We believe
that SN then performed the search query and informed SC of
the search results. Unlike a user search by SC on a public IP
address, SC did not contact any other nodes. This suggests that
SC knew that it was behind a UDP-restricted firewall. The
aggregated message flow is shown Figure 7. The search took
about 10-15 seconds.

In some successful searches, we saw the SC exchanging
information with the login server. It appears that Skype is using
the login server as a fall back option in case the search is
unsuccessful. For a non-existent Skype name, a SC always
contacted the login server.

We are not clear on how SC terminates the search if it is
unable to find a user.

1) Search Result Caching

To observe if search results are cached at intermediate
nodes, we performed the following experiment for SC v1.4.
User A was behind a port-restricted NAT and UDP-restricted
firewall and logged on the Skype network. User B logged in
using a SC running on machine B, which was on a public IP
address. User B (on a machine with a public IP address)
searched for user A, who was behind a port-restricted NAT and
UDP-restricted firewall. We observed that search took about
10-11 seconds. Next, SC on machine B was uninstalled, and
the Skype registry cleared so as to remove any local caches. SC
was reinstalled on machine B and user B searched for user A.
The search took about 3-4 seconds. This experiment was
repeated four times on different days and similar results were
obtained.

From the above discussion we infer that the SC performs
user information caching at intermediate nodes.

Skype allows the user to perform wildcard searches of
different Skype user ids. To see if the same wildcard search
query executed on two instances of SC retrieved the same
result, we performed the following experiment. We started two
instances of a Skype client on two different machines and
executed the same wildcard search query on them. The
retrieved results were not completely identical. In all the
wildcard searches we performed, the retrieved results were
never completely identical.

D. Call Establishment and Teardown

We consider call establishment for SC v1.4 for the three
network setups described in section III. Further, for each setup,
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Figure 8. Message flow for call establishment when caller and callee SC
v1.4 are on machines with public IP addresses and the callee is present in the
buddy list of the caller. ‘B’ stands for bytes. Messages have been aggregated
for space. Message size corresponds to the approximate cumulative size of
messages exchanged between caller and a callee and vice versa. The number
in paranthesis shows the total number of messages sent in that direction.
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Figure 9. Message flow for call establishment when caller SC is behind a
port-restricted NAT and callee SC is on a public IP address. ‘B’ stands for
bytes. Not all messages are shown. Messages have been aggregated for space.
Message size corresponds to the approximate cumulative size of messages
exchanged between caller, callee, SN, other nodes and vice versa. The number
in paranthesis shows the total number of messages sent in that direction.
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Figure 10. Message flow for call establishment when caller and callee SC are
behind a port-restricted NAT and UDP-restricted firewall. ‘B’ stands for bytes
and ‘N’ stands for a node. Not all messages are shown. Messages have been

aggregated for space. Message size corresponds to the approximate
cumulative size of messages exchanged between caller, callee, other nodes
and vice versa. Voice traffic flows over TCP. The number in paranthesis
shows the total number of messages sent in that direction.

we consider call establishment for users that are in the buddy
list of caller and for users that are not present in the buddy list.
It is important to note that call signaling is always carried over
TCP.

For users that are not present in the buddy list, call
placement is equal to user search plus call signaling. Thus, we
discuss call establishment for the case where the callee is in the
buddy list of the caller.

If both users were on machines with public IP addresses,
online and were in the buddy list of each other, then upon
pressing the call button, the caller SC established a TCP
connection with the callee SC. Signaling information was
exchanged over TCP. The aggregated message flow between
caller and callee is shown in Figure 8.

The initial exchange of messages between caller and callee
indicates the existence of a challenge-response mechanism.
The caller also sent some messages (not shown in Figure 8)
over UDP to alternate Skype nodes. For this scenario,
approximately six kilobytes of data was exchanged.

In the second network setup, where the caller was behind a
port-restricted NAT and the callee was on a public IP address,
signaling information did not flow directly between caller and
callee initially. Instead, the caller sent signaling information
over TCP to an online Skype node which forwarded it to callee
over TCP. After a call had been established, the media flowed
directly between caller and callee over UDP. The message flow
is shown in Figure 9. For this scenario, approximately eight
kilobytes of data was exchanged.

For the third setup, in which both users were behind port-
restricted NAT and UDP-restricted firewall, both caller and
callee SC exchanged signaling information over TCP with
another online Skype node. Caller SC sent media over TCP to
an online node, which forwarded it to callee SC over TCP and
vice versa. The message flow is shown in Figure 10. For this
scenario, approximately eight kilobytes of data was exchanged.

There are certain advantages of having a node route the
voice packets from caller to callee and vice versa. First, it
provides a mechanism for users behind NATSs and firewalls to
talk to each other. Second, if users behind NATSs or firewalls
want to participate in a conference, and some users on public
IP address also want to join the conference, this node serves as
a mixer and broadcasts the conferencing traffic to the
participants. The negative side is that there will be a lot of
traffic flowing across this node. Users generally do not like the
fact that arbitrary traffic could flow across their machines.

During call tear-down, signaling information is exchanged
over TCP between caller and callee if they are both on public
IP addresses, or between caller, callee and their respective SNs.
The messages observed for call tear down between caller and
callee on public IP addresses are shown in Figure 11.

For the second and third network setups, call tear down
signaling is also sent over TCP. We, however, do not present
these message flows, as they do not provide any interesting
information.

For SC vl1.4, we performed experiments to determine if the
call signaling goes end-to-end when caller and callee SC are on
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Figure 11. Call tear down message flow for caller and callee with public IP
addresses. Messages have been aggregated for space. The number in
paranthesis shows the total number of messages sent in that direction.

machines with public IP addresses and are in the buddy list of
each other. Two instances of SC were started on two Windows
machines with pubic IP addresses. Each instance had the other
Skype user in its buddy list. After successful login, we waited

until each instance was aware of the presence of other instance.
This was shown by a buddy item changing color to green in the
buddy list. We ensured that there was no TCP connection
between the two machines. Using NetPeeker, we blocked all
outgoing and incoming connections except for the one destined
for the callee machine and vice versa. A call attempt was made
which succeeded.

We then blocked all TCP connection attempts between
these two machines and attempted to make a call. The call
attempt failed.

This experiment shows that for the scenario described
above, the call signaling does go end-to-end. Also, call
signaling is carried over TCP.

E.  Media Transfer and Codecs

If both Skype clients (v1.4) were on machines with public
IP addresses, then media traffic flowed directly between them
over UDP. The media traffic flowed to and from the UDP port
configured in the options dialog box. The voice packet size
varied between 40 and 120 bytes. For two users connected to
Internet over 100 Mb/s Ethernet with almost no congestion in
the network, roughly 85 voice packets were exchanged both
ways in one second. The total uplink and downlink bandwidth
used for voice traffic was 5 kilobytes/s. This bandwidth usage
agrees with the Skype claim of 3-16 kilobytes/s.

If either caller or callee or both were behind port-restricted
NAT, they sent voice traffic to each other. The voice packet
size varied between 40 and 110 bytes, which is the size of UDP
payload. The bandwidth used was about 5 kilobytes/s.

If both users were behind port-restricted NAT and UDP-
restricted firewall, then caller and callee sent and received
voice traffic over TCP from another online Skype node. The
TCP packet payload size for voice traffic varied between 30
and 90 bytes. The total uplink and downlink bandwidth used
for voice traffic was about 5.5 kilobytes/s. For media traffic,
SC used TCP with retransmissions.

In all three cases, the codec used was iSAC [13].

The Skype protocol seems to prefer the use of UDP for
voice transmission. The SC will use UDP for voice
transmission if it is behind a NAT or firewall that allows UDP
packets to flow across.

1)  Silence Suppression

No silence suppression is supported in Skype. We observed
that when neither caller nor callee was speaking, voice packets
were still flowing between them. While this increases the
bandwidth usage, transmitting these silence packets has two
advantages. First, it maintains the UDP bindings at NAT and
second, these packets can be used to play some background
noise at the peer. In the case where media traffic flowed over

TCP between caller and callee, silence packets were still sent.
The purpose is to avoid the drop in TCP congestion window
size, which takes some RTT to reach the maximum level again.

2) Putting a Call on Hold

Skype allows peers to hold a call. Since a SC can operate
behind NATs, it must ensure that UDP bindings are valid at a
NAT box. On average, a SC sent one UDP packet every three
seconds to the call peer, SN, or the online Skype node acting as
a media proxy when a call is put on hold. We also observed
that in addition to UDP messages, the SC also sent periodic
messages over TCP to the peer, SN, or online Skype node
acting as a media proxy during a call hold.

3) Codec Frequency Range

We performed experiments to determine the range of
frequencies Skype codecs allow to pass through. A call was
established between two Skype clients (v1.4). Tones of
different frequencies were generated using the NCH Tone
Generator [16] on the caller SC and output was observed on the
callee SC and vice versa. We observed that the minimum and
maximum audible frequency Skype codecs allowed to pass
through were 50 Hz and 8,000 Hz respectively.

Using Net Peeker [8], we reduced the uplink and downlink
bandwidth available to Skype application to 1,500 bytes/s,
respectively. We observed that the minimum and maximum
audible frequencies Skype codecs allowed to pass through
remained unchanged, i.e., 50 Hz and 8,000 Hz, respectively.

4) Congestion
We checked Skype call quality in a low bandwidth
environment by using Net Peeker [8] to tune the upload and
download bandwidth available for a call. We observed that
uplink and downlink bandwidth of 2 kilobytes/s each was
necessary for bare minimum audible call quality. The voice
was almost unintelligible at an uplink and downlink bandwidth

of 1.5 kilobytes/s.

F.  Keep-alive Messages

We observed for three different network setups that the SC
v1.4 sent a refresh message to its SN over TCP. When SC was
on a machine with a public IP address, a refresh message was
sent every 120s.

SC SN

>|2B

f TCP
|< TCP 1 2B
Figure 12. Skype refresh message to SN when SC was on a machine with
public IP address.

V. CONFERENCING

We observed the Skype conferencing features for a three-
user conference for the three network setups discussed in
section ITII.A for Skype v1.4. We use the term user and machine
interchangeably. Let us name the three users or machines as A,
B, and C. Machine A was a 1.6 GHz Pentium 4 laptop with
512 MB RAM while machine B and C had a 3 GHz Pentium 4
CPU with 1 GB of RAM. In the first setup, the three machines
had public IP addresses. A call was established between A and
B. Then B decided to include C in the conference. From the
ethereal dump, we observed that B and C were sending their
voice traffic over UDP to SC on machine A, which was acting
as a mixer. It mixed its own packets with those of B and sent
them to C over UDP and vice versa as shown in Figure 13.



TABLE III
SKYPE, YAHOO, MSN AND GOOGLE TALK COMPARISON

Application Memory Usage Memory Usage Process priority | Process priority | Mouth-to-ear | Latency
version before call (caller, | during call (caller, | before call during call latency Standard
callee) callee) Deviation
Skype 1.4.0.84 19 MB, 19 MB 21 MB, 27 MB [ Normal High 96 ms 4
Yahoo 7.0.0.437 38 MB, 34 MB 43 MB, 42 MB | Normal Normal 152 ms 12
MSN 7.5 25 MB, 22 MB 34 MB, 31 MB [ Normal Normal 184 ms 16
G-Talk 1.0.0.80 9 MB, 9 MB 13 MB, 13 MB [ Normal Normal 109 ms 10

In the second setup, B and C were behind port-restricted
NAT, and A was on the public Internet. Initially, user A and B
established the call. Both A and B were sending media to each
other over UDP. User A then put B on hold and established a
call with C. It then started a conference with B and C. We
observed that both B and C were now sending their packets to
A over UDP, which mixed its own packets with those coming
from B and C, and forwarded it to them appropriately.

In the third setup, B and C were behind port-restricted NAT
and UDP-restricted firewall and A was on the public Internet.
User A started the conference with B and C. We observed that
both B and C were sending their voice packets to A over TCP.
A mixed its own voice packets with those coming from B and
C and forwarded them to B and C appropriately.

If user B was in a call with user C using a relay D and if
user B initiated a conference with user A, relay D was still
being used between user B and C.

In the same experiments for Skype v0.97, we had observed
that the most powerful machine always got elected as a
conference host.

For a three party conference, Skype does not do full mesh
conferencing [17].

Figure 13. Skype three user conferencing

VI. OTHER EXPERIMENTS

Unlike MSN and Yahoo Messenger, which signs out a user
if that user logs in on another machine, Skype allows a user to
log in from multiple machines simultaneously. The calls
intended for that user are routed to all locations. Upon picking
a call at one location, the call is immediately cancelled at other
locations. Similarly, instant messages for a user who is logged
in at multiple machines are delivered to all the locations.

The SN is selected by the Skype protocol based on a
number of factors like CPU and available bandwidth. It is not
possible to arbitrarily select a SN by filling the HC with the IP
address of an online SC. This conclusion was drawn from the
following experiment. Consider two online Skype nodes A and
B. A is connected to the Skype network and has only one entry
in its HC. We call super node of A as SN_A. Now we modify
the HC of SC on machine B, such that it only contains the IP
address and port number of SC running at A. When B logged
onto the Skype network, we observed that it connected to
another super node rather than connecting to A.

To see if a different encryption key is embedded within
each Skype executable, we compared the Skype setup files
downloaded at randomly chosen times during a week. There
were no differences between the setup files.

If two Skype users were behind the same NAT and
established a call with each other, voice traffic flowed directly
between them over the private network. If two Skype users
were behind different NATs, then some ARP messages were
seen on the wire. This seems to indicate that Skype was trying
to determine network connectivity.

A.  Comparison with Yahoo, MSN and Google Talk
IM/Voice Applications

We measured memory usage and process priority before
and during calls, and mouth-to-ear latency for the Skype,
Yahoo, MSN, and Google Talk applications.

For our experiments, mouth-to-ear latency is defined as the
difference between the time the words are spoken on one voice
client, and the time they are heard at the other voice client
given the two voice clients are already in a voice session. If
both the original voice signal and the signal that traveled over
the network can be recorded in a stereo format, then the delay
or relative shift between these two signals can be calculated by
computing a correlation between these two signals using a fast
fourier transform (FFT). adelay [24] is a tool developed by Hao
Huang in our IRT Lab that computes the mouth-to-ear latency
using the technique described above.

For this experiment, the input signal was a pre-recorded
Sun .au file of 24s. Skype, MSN, Yahoo and Google Talk
applications were started on two separate laptops running
Windows XP service pack 2 (SP2) and having identical
hardware configuration. Each laptop had a Pentium (M) 1.7
GHz processor with 1 GB of RAM. Both machines had public
IP addresses and were connected to a 100 Mb/s LAN. A voice
session was established between respective voice clients. Using
Ethereal we checked that both caller and callee Skype, Yahoo,
MSN, and Google Talk clients were sending audio packets
directly to each other. The pre-recorded audio file was played
on a separate machine and the audio signal was provided as an
input to the caller machine. The original signal and the signal
received over the network were given as an input to the Lineln
jack of another machine which ran the Cool Edit Pro version
2.1 [25] software. Using Cool Edit Pro, the two signals were
recorded in Sun .au stereo format sampled at 8,000 Hz with 16
bit signed linear encoding. The sampling time for adelay was
two seconds. For each voice client, the experiment was
repeated four times. The results of these experiments are
summarized in Table III. The mouth-to-ear latency is an
average of four experiments for each IM client. The round-trip
delay between the caller and callee machines, measured using
ping, was less than one second.

We compared the memory usage and process priority for
the three clients under test. Unlike Yahoo, MSN and Google
Talk clients, Skype changes its priority to High priority, when a
call is established.



TABLEIV TABLE V TABLE VI
SN DISTRIBUTION PER DAY FOR 894 UNIQUE SN’S SN DISTRIBUTION PER COUNTRY (NON-US SN DISTRIBUTION PER UNIVERSITY

Unique SNs Cumulative Common SNs Countries Cumulative Countries | Cumulative

per day Unique SNs between previous SNs SNs
and current day Taiwan 256 Harvard 367
Dayl 224 224 Israel 194 Columbia 366
Day2 371 553 42 Japan 168 UNL 350
Day3 202 699 98 France 75 UPenn 245
Day4 246 898 103 Switzerland 55 BU 179

B.  Skype Super Node Map

We performed experiments to get insights into the Skype
super node selection mechanism. We know that at login, a SC
must always connect to a SN. We take advantage of the fact
that if a SC is behind a NAT, it will never become a SN and it
will most likely connect to only one super node. Also, in a
subsequent immediate login, a SC does not always reconnect to
the same super node it connected last time. By having Skype
repeatedly login onto the Skype network for an extended
period of time, we can get a partial snapshot of the Skype super
nodes.

For this experiment, we used Autolt [27] to automatically
start the Skype application, have it login on the Skype network,
and then terminate it. Autolt is a scripting tool for automating
Windows tasks such as GUI input. There was a gap of 30
seconds between Skype application startup and termination and
a gap of 10 seconds between the termination and the next
startup. We ran the experiment for 96 hours (four days). Using
netstat, we noted the IP address and port number to which the
test machine had established a TCP connection. Since there
were no applications running on the machine which established
TCP connections except Skype, and since Skype must establish
a TCP connection with a SN at login, the IP address and port
number of the established TCP connection reported by netstat
are indeed the IP address and port number of the SN to which
Skype connects.

Theoretically, over a period of four days 8,640 login
attempts are possible since the runtime of one iteration is 40
seconds. However, we recorded 8,175 login attempts and the
lesser number is attributed to the script execution and Windows
overhead. After removing the datasets that contained multiple
TCP connections in ESTABLISHED state in the netstat data,
we found 898 unique super nodes in 8,163 successful login
attempts.

Using MaxMind tools, we determined the Ilatitude,
longitude, country and city of each IP address. They have been
plotted on the map shown in Figure 16. MaxMind tools were
unable to determine the country for four IP addresses, which
were only used for 10 connections. Thus, our data set size was
reduced to 8,153 successful login attempts and 894 unique
super nodes.

The processing of data revealed the following:

e SN IP addresses distribution: US 83.7%, Asia 8.9%,
Europe 7.1%.

e In 8153 login attempts, 2855 (35%) hostnames had a
‘.edu’ suffix and belonged to 102 universities.

e Out of the 894 unique SNs, the top 20 nodes received
43.8% of the total connections and top 100 nodes
received 70.5% connections.

Table IV shows the number of unique super nodes per 24
hours. It also shows the number of unique SNs that were
common between the last day and the current day. Note that

there were a total of 894 unique SNs. Table V shows the top
five countries excluding US that received the most number of
connections. Table VI shows the top five universities that
received the highest number of connections.

VII. CONCLUSION

In this paper, we have tried to analyze various aspects of
the Skype protocol by analyzing the Skype network traffic and
by intercepting the shared library and system calls of Skype.
We observed that Skype can work almost seamlessly behind
NATs and firewalls. We believe that Skype client uses its
version of STUN [5] protocol to determine the type of NAT or
firewall it is behind. The NAT and firewall traversal techniques
of Skype are similar to many existing applications such as
network games. It is by the random selection of sender and
listener ports, the use of TCP as voice streaming protocol, and
the peer-to-peer nature of the Skype network, that not only a
SC traverses NATs and firewalls but it does so without any
explicit NAT or firewall traversal server. Skype uses TCP for
signaling. It uses wide band codecs and has licensed them from
GloballPSound [15]. Skype communication is encrypted.

The underlying search technique that Skype uses for user
search is still not clear. Our guess is that it uses a combination
of hashing and periodic controlled flooding to gain information
about the online Skype users. Skype search mechanism falls
back to the login server for all unsuccessful and some
successful searches.

Skype has a central login server which stores the login
name, password and buddy list of each user. Since Skype
packets are encrypted, it is not possible to say with certainty
what other information is stored on the login server. However,
during our experiments we did not observe any subsequent
exchange of information with the login server after a user
logged onto the Skype network.

Compared to Yahoo, MSN, and Google Talk applications,
Skype reported the best mouth-to-ear latency.

Skype is a selfish application and it tries to obtain the best
available network and CPU resources for its execution. It
changes its application priority to high priority in Windows
during the time call is established. It evades blocking by
routing its login messages over SNs. This also implies that
Skype is relying on SNs, who can misbehave, to route login
messages to the login server. Skype does not allow a user to
prevent its machine from becoming a SN although it is possible
to prevent Skype from becoming a SN by putting a bandwidth
limiter on the Skype application when no call is in progress.
Theoretically speaking, if all Skype users decided to put
bandwidth limiter on their application, the Skype network can
possibly collapse since the SNs hosted by Skype may not have
enough bandwidth to relay all calls.

From our experience of analyzing the Skype protocol, we
gather that packet intercept and blocking can be used for
protocol reverse engineering. Classical packet sniffing tools



such as FEthereal are less useful when packet content is
encrypted. Shared library and system call interception
techniques can be used to manipulate the network traffic of a
black box executable.
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<?xml version="1.0" 7>
- <config version="1.0" serial="6625" timestamp="1135714201.11">
- <Lib>
+ <Account>
+ <BCM>
- <Connection>
- <Bandwidth>
<CurSlotLength>6008</CurSlotLength>
<lastRtTestTime>1135714068</LastRtTestTime>
<OQutHistory>7974</0utHistory>
</Bandwidth>
<DisablePort80>0</DisablePort80>
+ <EventServers>
- <Firewall>
<TepInHistory>-1431655768</TcplnHistory>
<UdpInHistory>-1431655768</UdpInHistory>
<UdpQutHistory>1431655807 </UdpOutHistory>
</Firewall>
- <HostCache>
<_1>140.115.23.23:62601</_1>
<_10>87.69.48.254:1586</_10>
<_100>140.121.135.224:3256</_100>
<_101>217.199.108.68:35749</_101>
<_102>217.199.108.67:59107</_102>

Figure 15. Skype (v1.4) host cache list (shared.xml)

Figure 16.

Worldmap of super nodes to which Skype establishes a TCP connection at login.
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